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BA30OBAsA MO/JEJIb
YI'PO3 BE3OITACHOCTHU TIEPCOHAJIBHBIX TAHHBIX ITPU UX OBPABOTKE
B TH®OPMALIMOHHBIX CUCTEMAX ITIEPCOHAJIBHBIX JTAHHbIX

(Bbinncka)

[Ipumeuanue: mpu pPacCMOTPEHUHM Yrpo3 YTeUKH WHGOpMAlMK IO KaHajdaM MOOOYHBIX
3JICKTPOMArHUTHBIX M3MydeHu u HaBoAoK (I[I9MIMH) HeoOXoauMo MPUMEHSATH MOJHYI0 BEPCHIO
JIAHHOTO JJOKYMEHTA.

O0603HaueHus ¥ COKpaICHUs

APM - aBTOMaTH3UpOBAaHHOE paboyee MeCTo

BU - BunoBas undopmanms

BTCC - BcnomoratesbHblE TEXHUYECKUE CPEICTBA U CUCTEMBbI
NCIIH - uHpopMaoHHast CUCTEMA MEPCOHANIBHBIX TaHHBIX
K3 - xouTponupyemas 30Ha

MD - MexceTeBol SKpaH

H/IB - HenexknapupOoBaHHbIE BOBMOKHOCTH

HCJI - HecaHKIIMOHUPOBAHHBIA JOCTYII

OBI1/IH - oOecrieueHne 6€30MacCHOCTH MEPCOHATBHBIX JaHHBIX
OC - onepanroHHas cucrema

[1/T1 - mepcoHanbHbIE JaHHBIE

IIMB - nporpaMMHO-MaTeMaTUYECKOE BO3IEUCTBUE

10 - nporpammHoOe obecrnieueHue

I[IODMUH - no604HbIe 3JI€KTPOMArHUTHBIE U3JTy4YEHHS U HABOJKU
PU - peueBas undopmarus

CBT - cpencTBo BEIYUCIUTENIBHON TEXHUKU

C3U - cpenctBo 3amuThl HHGOPMAITUH

CIIU - creranorpaguueckoe rnpeodpazoBanre HHGOpMaLUU
COVIINA - cneuuanbHble AIEKTPOHHBIE YCTPONCTBA NiepexBaTa HHPpOpMAaLU
TKYU - Texuuyeckuii KaHas yTeuku WHGOpMaIu

TCOMU - texuuueckue cpencta o0pabOTKH HHGOpMAITUU
YBII/IH - yrpo3sl 6€30MacHOCTH MEPCOHATBHBIX TaHHBIX

1. TepMI/IHLI " onpCaACICHUA

B HacTos1ieM TOKYMEHTE HCIIONb3YIOTCS CIEAYIOLIME TEPMUHBI U UX ONPEACICHUS:

ABTOMaTH3UpPOBaHHAs CUCTEMA - CHCTEMa, COCTOAIIAs M3 MEepCOHaIa U KOMIUIEKCA CPEJCTB
aBTOMATH3allMM €r0 JESTEIbHOCTH, pealu3yronas HH(MOPMAIMOHHYIO TEXHOJIOTUIO BBITIOJTHEHUS
YCTaHOBJICHHBIX (PYHKIIHH.

AyTeHTH(QUKAIMSA OTHpaBUTENs JaHHBIX - [OJATBEPXKJIEHHE TOro, YTO OTIPaBUTENb
HOJyYEHHBIX IaHHBIX COOTBETCTBYET 3asBJICHHOMY.

be3onacHOCTh NMEepPCOHAIBHBIX JAHHBIX - COCTOSHUE 3aIIUIIEHHOCTH NEPCOHAIBHBIX JaHHbIX,
XapaKTepU3yeMoe CIIOCOOHOCTBIO I0JIb30BATENEeH, TEXHHMUYECKUX CPEICTB M HH(POPMALMOHHBIX
TEXHOJIOTUI 00ecrneynTh KOH(PUICHIUATBHOCTb, LEIOCTHOCTh M JIOCTYIIHOCTh MEPCOHAIBHBIX
JAHHBIX IPU UX 00paboTKe B UH(YOPMAIIMOHHBIX CUCTEMAX MEPCOHATIBHBIX JAHHBIX.



bnokupoBaHue nepcoHaIbHBIX JaHHBIX - BPEMEHHOE IpeKpallieHre coopa, cucTeMaTu3aluy,
HAKOIUIEHUS, MWCIIOJIb30BAHMS, PACIPOCTPAHEHUS IEPCOHAIBHBIX JaHHBIX, B TOM YHCJIE HUX
nepeaaym.

Bupyc (koMObpIOTEpHBIN, NpPOrpaMMHBIA) - MCIOJHSIEMBIH NPOrpaMMHBIA KOJ WU
UHTEPIPETUPYEMbIi HAa0Op WHCTPYKUMH, OOJajaroluii CBONCTBAMU HECAHKI[MOHUPOBAHHOTO
pacrpocTpaHeHus U camoBocnpon3BeneHusi. Co3qaHHble TyOJUKaThl KOMIBIOTEPHOTO BHpYCa HE
BCErJja COBIA/AIOT C OPUTMHAJIOM, HO COXPAHSAIOT CIIOCOOHOCTD K JajbHENIIEMY paclpoCTPaHEHHIO
Y CaMOBOCIIPOU3BEJIEHUIO.

BpenonocHas mporpamMa - mporpamma, IpeAHa3HadeHHas Uil OCYLIECTBICHMS
HECAHKIIMOHMPOBAHHOI'O J0OCTyNa M (WJIM) BO3ACHCTBUS HA MEPCOHAIbHBIC JaHHBIE WM PECYPChI
UH(POPMALIMOHHOM CUCTEMBI NIEPCOHATBHBIX JAHHBIX.

BcenomorarenbHbple TEXHUYECKHE CPEJCTBA U CUCTEMBl - TEXHUYECKUE CPEICTBA U CUCTEMBI,
HE TMpeJHasHaueHHbIE I TIepenadd, oOpaOOTKM ¥ XpaHEHHS TEPCOHAIBHBIX JAaHHBIX,
YCTaQHaBJIMBAEMble COBMECTHO C TEXHHYECKHMH CPEICTBAMU M CHCTEMaMM, MpeIHa3HAYEHHBIMU
Ui 00pabOTKM TEpPCOHANBHBIX JAaHHBIX, HMJIM B IOMEHIICHHAX, B KOTOPBIX YCTAHOBIJICHBI
UH(POPMALIMOHHBIE CUCTEMBI IEPCOHATIBHBIX JAHHBIX.

JlocTyn B OmMepaniMoOHHYIO0 CpeAy KoMibioTepa (MHGOPMAIIMOHHONW CHUCTEMBI MEPCOHAIBHBIX
JAHHBIX) - TOJY4YEeHHE BO3MOXKHOCTH 3allyCKa Ha BBIIOJHEHHE IUTAaTHBIX KOMAaH[, (DyHKIIMIA,
IpOLEAYp ONEPAalMOHHONW CHCTEMbl (YHMUYTOKEHHUS, KONHPOBAHMUS, IE€PEMELIEHUS U T.IL.),
UCTIOJIHAEMBIX (aiiJIOB MPUKIIAJHBIX IPOTPAMM.

JocTyn kK nH(pOpMaIum - BO3SMOKHOCTb MOTy4eHUS HHPOPMAIIUU U €€ MCIIOJIb30BaHMS.

3aKJ1aIo0uHOE YCTPOMCTBO - 3JIEMEHT CPEACTBAa CheMa MH(OPMAIUK, CKPHITHO BHEIPSIEMBIH
(3aKyIazpIBaeMblil MJIM BHOCHMBIN) B MeCTa BO3MOXHOTO cheMa HH(popMmanmuu (B TOM YHCIE B
Orpax<JieHue, KOHCTPYKLHIO, 000pyAOBaHHE, MpPEJMEThl MHTEphepa, TPAHCIOPTHBIE CPEJCTBa, a
TaKk)Ke B TEXHUYCCKUE CPEACTBA U CUCTEMBI 00pabOTKH MHPOPMAITUH).

anmmaemas uHopManus - MHQOpPMALUs, SBIAIOLIASCS NPEAMETOM COOCTBEHHOCTH H
MoJIIeKalas 3alMTe B COOTBETCTBUU C TPEOOBAHUSIMU NTPABOBBIX TOKYMEHTOB WUJIM TPEOOBAHUIMM,
yCTaHaBJIMBaEMbIMU COOCTBEHHUKOM MH(pOPMALIUH.

Nnentudukanus - npucBoeHHEe CyObeKTaM M OOBEKTaM JIOCTymNa ujaeHTudukaropa u (Wim)
CpaBHEHHE MPEIbSIBIAEMOr0 UACHTUPHUKATOPA C IEPEYHEM TPUCBOCHHBIX UIEHTHU(PHUKATOPOB.

WNHpopMaTuBHBIN CUTHAN - 3JEKTPUYECKHUE CUTHAJbI, aKyCTHUECKHE, JIEKTPOMAarHuTHbIE U
Japyrue (puznyeckue Mo, Mo MnapaMeTpaM KOTOPBIX MOXET ObITh pacKpbITa KOH(UIEHIHATbHAS
uHpopManusg (IepcoHAJIbHbIE JaHHbIE), oOpabaTbiBaeMass B HH(OPMALMOHHOW cHUcTeMe
NIEPCOHAIBHBIX JaHHBIX.

NupopmanvonHas cucreMa MEepPCOHANbHBIX JAaHHBIX - 3TO HH(OpPMAalMOHHAs CHCTEMA,
npeJCcTaBistomas co00il COBOKYIHOCTh MEPCOHAIBHBIX JaHHBIX, COJIepKalluxcsa B 0a3e JaHHBIX, a
TaK)Ke€ HMH()OPMAIIMOHHBIX TEXHOJOTMH M TEXHUYECKUX CPEICTB, MO3BOJISIOIIMX OCYIIECTBISAThH
00pabOTKy TakUX MEPCOHAJIBHBIX JAHHBIX C MCIOJIb30BAHMEM CPEICTB aBTOMAaTH3allMU WM 0e3
HCIIOJIb30BaHUS TAKUX CPEJICTB.

WHdopmanoHHbIe TEXHOJIOTHH - MPOLIECCHl, METOJIbI TOUCKA, cOopa, XpaHeHHs, 00pabOTKH,
MPEIOCTaBIIEHUS, PACIPOCTPaHEHUsI MH(POPMAIIMK U CTIOCOOBI OCYIIECTBIEHHUS! TAKMX MPOIECCOB U
METOJIOB.

Hctounuk yrpossl 0e3onacHoCTH MHGOPMALUU - CYOBEKT JOCTyIa, MaTepHalbHbI OOBEKT
Wi (QU3NYECKOE SBJICHUE, SBJSIOMIMECS MPUYMHON BO3HUKHOBEHHUS YIpoO3bl 0€30MacHOCTH
uH(pOpMaLIUH.

KonTponupyemas 30Ha - 3TO NPOCTPAaHCTBO, B KOTOPOM HCKIIFOUEHO HEKOHTPOJIUPYEMOE
npeObIBaHHE COTPYJHUKOB M IIOCETUTENEW omeparopa W IOCTOPOHHHUX TPAHCIOPTHBIX,
TEXHUUYECKHUX U MHBIX MaTEpUaIbHBIX CPEACTB.

KoH}puneH1anpHOCTh NEPCOHATBHBIX JaHHBIX - 00513aTeIbHOE AJIs1 COOJIOEHUS ONIEPaToOpOM
WIA UHBIM TOJYYMBIINM JIOCTYII K MEPCOHAIBHBIM JaHHBIM JHMIIOM TpeOOBaHUE HE JIOIMYCKaTh MX
pacrpocTpaHeHHs 0e3 cornacusi cyObeKTa NepCOHAIBHBIX JAHHBIX WM HAJIMYKSA MHOTO 3aKOHHOTO
OCHOBaHUSI.

MexceTeBOH  9KpaH -  JIOKQIbHOE  (OJHOKOMIIOHEHTHOE) WM  (yHKIIHMOHAIBHO-
pacnpeieieHHOe MPOorpaMMHOE (IIPOrpaMMHO-AINIAPAaTHOE) CPEACTBO (KOMIUIEKC), pealu3yrollee



KOHTPOJIb 32 MH(OpMaLueil, noctynaromeid B ”HGOPMALMOHHYIO CUCTEMY NEPCOHAIBHBIX JAHHBIX
U (W1M) BRIXOZsIIEH U3 HH(POPMAIIMOHHON CUCTEMBI.

HapymuTens 6€301aCHOCTH NMEPCOHAIBHBIX JAaHHBIX - (U3NYECKOE JIMIO, CIy4alHO WM
IPEIHAMEPEHHO COBEpIIAIOLIEe JACUCTBUS, CIEACTBUEM KOTOPBIX SBIISETCA HapyLIEHUE
0€30I1aCHOCTH IEPCOHAIBHBIX [JaHHbIX IPH HUX O0OpabOTKE TEXHUYECKUMHU CPEICTBAMU B
UH(POPMALMOHHBIX CHCTEMAaX IMEPCOHAIBHBIX JTAHHBIX.

HenexnapupoBaHHble  BO3MOXKHOCTHM -  (DYHKIMOHAQJIbHBIE  BO3MOYKHOCTH  CPEJCTB
BBIUMCIUTEIBHOM TEXHHUKH, HE ONMCAaHHbIE WM HE COOTBETCTBYIOLIME OINMCAaHHBIM B
JOKYMEHTAllUM, IMPU HCIOJb30BAHUM KOTOPBIX BO3MOXHO HapyllleHHEe KOH()UICHIHATbHOCTH,
JOCTYITHOCTH WJIU LIEJIOCTHOCTH 00pabaThiBaeMO MH(DOpMAIUH.

HecaHKuMoHUPOBaHHBINA AOCTYN (HECAHKIIMOHHUPOBAHHBIE ACUCTBUS) - JOCTYH K HHPOPMALIUU
WIN JIeHCTBUS C MH(pOpMaLuell, OCyleCTBIsEMble ¢ HapyIIEHUEM YCTAaHOBJIEHHBIX IPaB U (WJIM)
OpaBWI JOCTyNMa K WHPOPMALMU WIM JEHCTBUH C HEH C NPUMEHEHHUEM INTAaTHBIX CPEJCTB
UH(POPMALIMOHHOM CHUCTEMbl WM CpPEACTB, AHAJIOIMYHBIX MM II0 CBOMM (DYHKIMOHAIBHOMY
IpEeHA3HAYCHUIO U TEXHUUYECKUM XapaKTEPUCTUKAM.

Hocutens undopmanuu - ¢u3myeckoe JHULO WIM MaTepUAIbHBIH OOBEKT, B TOM 4HCIE
¢u3nveckoe moje, B KOTOPOM HH(POpMAIUS HaXOAUT CBOE OTPaKEHHE B BHJIE CHMBOJIOB, 00pa30B,
CUTHAJIOB, TEXHUYECKHUX PELICHUH M MPOLECCOB, KOJIMYECTBEHHBIX XAPAKTEPUCTUK (PU3NYECKUX
BEJIMYMH.

OO0paboTKka HEpCOHANBHBIX JIAHHBIX - JAEHCTBHs (OHEpalM) C MEPCOHAIBHBIMU JIAaHHBIMHU,
BKJIFOYasi cOOp, CHUCTEMAaTHU3allMi0, HAKOIUICHUE, XpaHEeHHe, YTouHeHne (0OHOBJICHHE, U3MEHEHHUE),
UCIOJIb30BaHUE, PACHPOCTpaHEHHE (B TOM YHCIE Hepenauy), oOe3nuunMBaHUe, OJOKHPOBAHUE,
YHUUYTOKEHUE NIEPCOHAIbHBIX JAHHBIX.

Omnepatop - TOCYAApCTBEHHBIM OpraH, MYHUIMNAJIbHBI OpraH, IOPUANYECKOE WIH
(U3HYECKOE JINII0, OPTaHU3YIOIIHE U (WJIM) OCYIIECTBIISIOMNE 00pa0OTKy MEPCOHATBHBIX JTaHHBIX,
a TaKk)Ke ONpeIeNAIoNIMe LEeNU U cojlepkaHre 00pabOTKH NepCOHANbHBIX IaHHBIX.

[TepexBat (uHbOpMaIuu) - HEMpaBOMEPHOE MOJTyYyeHHWEe HHPOPMAIMU C HCIOJIb30BaHUEM
TEXHUYECKOT0 CPEJCTBA, OCYLIECTBISIONIEr0 OOHApYXEeHHE, TpHUeM U 00paboTKy MH(OPMATUBHBIX
CUTHAJIOB.

[lepcoHanbHble naHHBIE - Jt00as MHPOpPMAaLUs, OTHOCALIAACA K OIpPEIeIEHHOMY WM
OTpezieNIIEMOMY Ha OCHOBAaHUM Takoil mHGopManuu pusnueckoMy Juiy (CyObeKTy NepCOHATBHBIX
JTAHHBIX), B TOM 4Hcle ero (haMuius, UMsl, OTYECTBO, JlaTa U MECTO POXKICHHUS, ajpec, CeMEeHHoe,
COLIMAJIbHOE, MMYIIECTBEHHOE TIIOJIOKeHUe, oOpa3zoBaHue, mpodeccus, A0XOAbl, Jpyras
uHpOpMaIs.

[ToOouHbIE 3JIEKTPOMATHUTHBIE H3JIYyYEHUS W HABOJKU - AJIEKTPOMAarHUTHBIE W3JIy4EHUs
TEXHUYECKUX CpPEICTB OOpabOTKM 3amuinaeMoi HHGOpMAIMM, BO3HUKAIOUIME Kak [M0O0YHOE
SBJICHUE U BBI3BAHHBIE AJIEKTPUYECKUMHU CUTHAJIaMH, ACHCTBYIOUIMMHU B MX D3JEKTPUUECKUX U
MarHUTHBIX LEMAX, a TaKKe 3JIEKTPOMArHUTHHIE HABOJAKHU JTHUX CUTHAJIOB HAa TOKOIPOBOJISAIIME
JIMHUH, KOHCTPYKLIMU U LIETIH MTUTaHUS.

[Tonp3oBarens MHGOPMAITMOHHONW CHUCTEMBI MEPCOHAIBHBIX JAHHBIX - JIMIIO, YYaCTBYIOIIEE B
(GYHKIIMOHUPOBAHUM WH(GOPMALMOHHONW CHCTEMBbI MEPCOHAIBHBIX JAHHBIX WM HCIOJIB3YIOLIEe
pe3yibTaThl ee (PYHKIIMOHUPOBAHHUSL.

[IpaBuia pasrpaHuyeHHs] JOCTYNa - COBOKYNHOCTb IPaBWJI, PETIAMEHTHPYIOLIUX IpaBa
JIOCTYIa CyOBEKTOB JOCTYIA K 00BbEKTaM JI0CTYyTA.

[IporpaMMHasi 3akjaJka - CKPBITHO BHECEHHBIH B IporpaMMHOe oOecredeHue
(YHKIMOHATIBHBI OOBEKT, KOTOPBIA TpU OIpPEACNICHHBIX YCIOBHAX CIIOCOOEH 00ecreuuTh
HECaHKIIMOHMPOBAaHHOE NporpaMMHoe Bo3jaelcTBue. IlporpammHas 3akiajka MOMKET OBITh
peann3oBaHa B BUJE BPEJOHOCHOW IPOrpaMMBbl UM MPOTPaMMHOI0 KOJa.

[IporpammHOe  (IIpOrpaMMHO-MAaTE€MaTHYECKOE) BO3AEHCTBHE - HECAHKIMOHUPOBAHHOE
BO3/ICHCTBUE HA PECYpChl aBTOMATU3MPOBAHHOW MH(OPMAIIMOHHON CHUCTEMBI, OCYIIECTBISIEMOE C
UCIIOJIb30BAaHUEM BPEIOHOCHBIX ITPOrPaMM.

Pecypc nnopMaimoHHON CUCTEMBI - UMEHOBAHHBIH 3JIEMEHT CHCTEMHOT0, IPUKJIAHOTO HUJIH
amnmapaTHOTo o0ecreueHus (HYHKIIMOHUPOBAHUS HHPOPMAIIMOHHON CUCTEMBI.



CpencTBa BBIUMCIUTEIBHOM TEXHUKHM - COBOKYNHOCTb IPOTPAMMHBIX M TEXHUYECKUX
HJIEMEHTOB CHUCTEM OOpabOTKH IaHHBIX, CHOCOOHBIX ()YHKIIMOHMPOBATH CAMOCTOSTEIBHO WM B
COCTaBEe JPYTUX CUCTEM.

CybObekt goctyna (CyObEKT) - JUI0 WM MPOIECC, ACUCTBHS KOTOPOTO PEeriiaMeHTHPYIOTCS
IpaBUJIAMHU Pa3rPaHUYEHUS 10CTYIIA.

Texuuueckue cpenctBa MHOOPMAIIMOHHOW CHCTEMBl MEPCOHAIBHBIX JAaHHBIX - CPEICTBA
BBIYUCIIUTENILHOW TEXHUKH, WH(POPMALMOHHO-BBIYMCIUTEIbHBIE KOMILJIEKCHl U CETH, CPEICTBA U
CHCTEMBI TIepelayd, MpHeMa M OOpabOTKM MEPCOHAIBHBIX JAaHHBIX (CPEACTBA U CHUCTEMBI
3BYKO3allMCH, 3BYKOYCHUJICHMs, 3BYKOBOCIIPOM3BEIEHHS, IEPEroBOPHbIE U  TEJIEBU3UOHHBIE
YCTPOMCTBA, CPEICTBA HM3TOTOBICHUS, THUPAXKUPOBAHUS JOKYMEHTOB M JpPYrHMe€ TEXHHUYECKHE
cpeacTBa 0OpabOTKM pedeBOi, Tpaduueckoil, BHIEO- M OYKBEHHO-UM(POBOH HHPOpMALUN),
IIpOrpaMMHBIE CpeACTBa (ONEpallMIOHHBIE CUCTEMbI, CUCTEMBI yIpaBiieHUs 0a3aMu JaHHbBIX U T.I1.),
CpeICTBA 3alUTHl HHPOPMAIUH.

TexHuueckuil kaHan yredku HHGOpPMAIMK - COBOKYITHOCTh HOCUTENSI MH(OpMaIiK (CpeacTBa
00paboTKM), (U3MYECKOW Cpeasl pacnupocTpaHeHUs HWH(OOPMATHBHOTO CHUTHAJA W CPEJNCTB,
KOTOPBIMH JJOOBIBAaETCs 3aluIaeMas HHpopMalus.

VYTpo3bl 6e30MacHOCTH TEPCOHANBHBIX JaHHBIX - COBOKYITHOCTh YCIOBHHA H (akTOpPOB,
CO3JIAIOLIMX ONAaCHOCTh HECAaHKLUMOHMPOBAHHOIO, B TOM 4YHCIE Cly4yailHOro, Jjgocryma K
NEPCOHATBHBIM JTaHHBIM, PE3yJIbTATOM KOTOPOTO MOMKET CTaTh YHUYTOXKEHHE, W3MEHEHHE,
OJIOKMpOBaHME, KOIMPOBAaHME, PACHPOCTPAHEHUE [EPCOHAIBHBIX JIAHHBIX, a TaKXEe MHBIX
HECAaHKIIMOHUPOBAHHBIX JICHCTBHIA NMPH X 00padOTKe B MH(OPMAIIMOHHOHN CHCTEME MEPCOHAIBHBIX
JTAHHBIX.

YHHUUTOXKEHHE TEPCOHATBHBIX NaHHBIX - JIEHCTBHA, B PE3yJIbTaTe KOTOPBIX HEBO3MOXKHO
BOCCTAHOBUTh COJIEP’KaHHE MEPCOHAIBHBIX JaHHBIX B MH(MOPMALMOHHONW CHCTEME MEePCOHAIBHBIX
JAHHBIX WIH B PE3yJbTaTe KOTOPBIX YHUYTOXKAIOTCS MaTepHajJbHblE HOCHUTEIH NEePCOHATBHBIX
JTAaHHBIX.

VYTeuka (3amuuiaemMoi) MHQOpMAIMM MO TEXHUYECKMM KaHajlaM - HEKOHTPOJHpyeMoe
pacrpocTpaHeHHe HH(POPMALUU OT HOCHUTENS 3aluinaeMoil MHpOpManuu uepe3 (HU3NYECKYIO
Cpefy /10 TEXHHYECKOTO CPEICTBA, OCYIIECTBIISIONIECTO TIepeXBaT HHPOPMAIIHH.

VY S3BUMOCTB - HEKas €1ab0CTh, KOTOPYIO MOKHO MCIOJIB30BATh JJIsl HAPYLIEHUS CUCTEMBI WM
cojiepxarieiics B Heit nHpopmaIuu.

[esnocTHOCT MHPOPMALIMHU - COCTOSIHUE MH(OPMAIMH, TIPU KOTOPOM OTCYTCTBYET Jit000€ ee
U3MEHEeHHEe MO0 M3MEHEHHE OCYIIECTBISETCS TOJBKO MPEIHAMEPEHHO CYyObEeKTaMH, UMEIOIIUMHU
Ha HEro Mpago.

2. O01ue moaoKeHus

Hacrosimas "ba3oBas Mmojenps yrpo3 6€300acHOCTH EPCOHANBHBIX JIaHHBIX MPH UX 00paboTke
B MH(OPMALMOHHBIX CHCTEMaxX IMEpPCOHANbHBIX NaHHBIX" (manmee - Mogenb yrpo3) COIEpKUT
CHCTEMaTH3HPOBAHHBIN MepeueHb Yyrpo3 0e30MacHOCTH MEPCOHAIBHBIX JaHHBIX MPU UX 00paboTKe
B MHGOPMAIMOHHBIX CHCTEMax II€PCOHAJbHBIX JaHHBIX. OTH  Yrpo3bl  OOYCIIOBJIEHBI
NpeJHAMEPEHHBIMA WM HENpPEeJHAMEPEHHBIMU JeHCTBUAMHU (U3UUECKUX JIUL, JEHCTBUAMHU
3apyOeXHBIX CHELUCTyKO wWiIM opraHu3zauuii (B TOM YHCJIE TEPPOPUCTUYECKUX), a TaKKe
KPUMHUHAQJIBHBIX ~ TPYNIHAPOBOK, CO3JAIOIIMX  YCJIOBUSA  (NPEANOCBUIKM) s HapyLIEHUs
Oe3omacHocTH mepcoHanbHbIX JaHHBIX ([1/IH), KoTOpoe BemeT K yuiepOy MXHU3HEHHO Ba)KHBIX
MHTEPECOB JINYHOCTH, OOIIECTBA U TOCYAapPCTBA.

Mopnens yrpo3 COAEpKUT €IWHBIE HCXOAHBbIE JlaHHblE 10 yrpo3am 0e30MacHOCTU
NEPCOHANBHBIX JIAHHBIX, 00pabaThIBAEMBIX B MH(POPMALIMOHHBIX CUCTEMAaX MEPCOHATIBHBIX JAHHBIX
(UCI1/n), cBsA3aHHBIM:

c nepexBaroM (cvemMoM) IIJ[H Mo TEXHMUYECKMM KaHaJaM C LEIbI0 MX KOMUPOBAHUS WU
HEIPaBOMEPHOI'0 PACIIPOCTPAHECHHS,

C HECAaHKIIMOHMPOBAaHHBIM, B TOM uHcie ciaydaiHelM, goctynom B HCII[H c¢ nensto
W3MEHEHHUs, KOIMPOBAaHUSA, HENPAaBOMEPHOro pacnpocrpaHeHus IIJlH wim  OecTpyKTHMBHBIX
Bo3neiictBuii Ha oanemeHTel MCII[lH u oOpabGareiBaembix B Hux I[IJlH ¢ wucnomb3oBaHuEM



MPOrPaMMHBIX U MPOrPaMMHO-AINIAPATHBIX CPEACTB C LIEJbI0 YHHUUTOKEHUS WM OJOKUPOBAHUS
IT]1H.

Mopenp  yrpo3  sBIAE€TCA ~ METOAMYECKMM  JOKYMEHTOM W IIpeJHAa3HayeHa s
TOCY/IapCTBEHHBIX M MYHHUIIUIIATBHBIX OPTaHOB, IOPUAHYECKUX U (WIH) QU3NYECKUX JUI] (anee -
OTIEPaTOpPOB), OpraHM3ylIMX U (WiM) ocymecTBIsommx oopadborky IIJIH, a Takxke
OTIPEICIISIONINX 1eN U copepxkanne o0padotku [1/1H, 3aka3unkoB u paspadorunkoB UCII/Ix u ux
noacucrteMm. C npumeHeHueM Mozienu yrpo3 peraroTcs CIeIyoNIIe 3a1a4u:

pa3paboTka 4acTHBIX Mojene yrpo3 6e3onacHoctu [1/1a B koHkpetHbix UCIT/IH ¢ yaeTom ux
Ha3Ha4YeHHUs, YCIOBUIM 1 0cOOeHHOCTEH (HYyHKIIMOHUPOBAHMUS;

ananmu3 3ammmenHoctd WCII[IH ot yrpo3 OesomacHoctu IIJIH B Xome opraHuzamuu u
BBITIOJTHEHMS paboT no obecnieuenuto 6ezonacHoctu [1/1H;

pa3paboTtka cuctembl 3amuThl [1/lH, obecrneuuBaromieil HeWTpanu3alMio MpPEAroIaraeMbix
yrpo3 C HCIOJB30BAaHMEM METOJOB H CIOCO0OB 3ammThl [IJ[H, mpeaycMOTpEHHBIX s
cootBercTBytonero kinacca UCII/IH;

MPOBEACHUE MEPOIPUATUN, HAMpPaBICHHBIX HA MPEAOTBpAICHHE HECAaHKIIMOHUPOBAHHOIO
noctyna k [1JIx u (1) nepenayu Ux JiMiiaM, He UMEIOIIUM TIpaBa JOCTyMa K Takol HH(GOpMaInu;

HEJoMylIeHne BO3JeiCcTBUA Ha TexHuuyeckue cpencrBa WMCIIIH, B pe3ynbrare KOTOPOTO
MOJKET OBITh HAPYIIEHO UX (YHKIIMOHUPOBAHUE;

KOHTPOJIb 00ECTICUCHHS YPOBHS 3aIIUIIEHHOCTH MEPCOHATBHBIX TAHHBIX.

B Mopnenu yrpo3 nano o6o6mennoe onucanue MCIIJIH kak 00beKTOB 3alIUThl, BO3MOMXHBIX
UCTOYHUKOB yIpo3bl 0O€30MaCHOCTH MNepcoHanbHbIX MAaHHbIX (YBII/IH), OCHOBHBIX KiaccoB
ysa3Bumoctel MCII/IH, BO3MOXHBIX BHJOB AECTPYKTUBHBIX Bo3aeicTBuid Ha IIJ[H, a Takxke
OCHOBHBIX CITOCOOOB UX peau3allui.

VYrpo3el OezomacHoctu [1/1H, oOpabatsiBaembix B MCIIH, comepikamiuecs B HacTosIen
Mogenu yrpo3, MOT'YT YTOUHSITECS U JIOMOJHATHCS 110 MEPE BBISIBJICHUSI HOBBIX UCTOYHUKOB yIpo3,
pa3Butus crnoco6oB u cpenactB peanuszanuu Yl B UCII/In. BHecenue nsmenenuii B8 Moenb
yrpo3 ocymecteisiercs @CTIOK Poccun B ycranaBiBaeMoM MOpPsIIKE.

3. Kinaccudukanms yrpo3 0€301MacHOCTH EPCOHATBHBIX TAHHBIX

CoctaB u coxepxanue YBIIJIH ompenensercs COBOKYHMHOCTHIO YCIOBUH U (haKTOPOB,
CO3JAKOLIUX OMACHOCTb HECAHKI[MOHUPOBAHHOI0, B TOM YHCJIE CIy4alHOro, nocrymna K I1/1H.

COBOKYNHOCTh TaKUX yclOBHUH U (pakTOopoB Gpopmupyetcs ¢ yuerom xapakrepuctuk UCII/IH,
CBOWCTB cpejibl (IyTH) pacpocTpaHeHus: MHOOPMATUBHBIX CUTHAJIOB, COJEPKALINX 3aIIUIIAEMYIO
MH(pOpPMaLIMIO, U BO3MOKHOCTEH UCTOUYHUKOB YIPO3BI.

K xapaxrepuctukam MCII/IH, oO6ycrnoBnuBatomumM Bo3HUKHOBeHHE YBII/IH, MOXXHO OTHECTH
Kareroputo u oobeM odOpadarbiBaeMbix B MCIIJIH mepcoHanmbHBIX AaHHBIX, cTpykTypy WCII/IH,
Hanmmuue noxaxkmoueHnid HMCIIJIH k ceraM cBsi3u 0OIIero MOJdb30BaHUS U (WIM) CETSAM
MEXIYHAPOHOTO WH(POPMAIIMOHHOTO 0OMEHa, XapaKTePUCTUKH MOACUCTeMbI Oe3omacHocTu [1/1H,
oOpabarbiBaembix B MCII[IH, pexumbl 00pabOTKM MEPCOHATBHBIX  JAHHBIX, PEKUMBI
pasrpaHuveHus mpas goctyna nosub3oBateneit UCII[H, MecToHax0X/IeHne U YCIOBHS pa3MelIeHUs
texHuueckux cpeacts MCII/H.

WNudopmannonnsie cucreMsl [1/1H npeacraBisior co0oil COBOKYIHOCTh MH()OPMALIMOHHBIX U
POTrpaMMHO-aNNapaTHBIX AJIEMEHTOB, a TaKKe WH(POPMALIMOHHBIX TEXHOJIOTHHA, TPUMEHIEMbIX IPU
obpabotke I[1/1H.

OcHoBHbIMU d1eMeHTamMu UCIT/IH sBsitoTCS:

NepCcoHaNbHbIE JTaHHBIE, coJepKaliuecs B 0a3ax JaHHbBIX, KAK COBOKYIHOCTh MH(OpMaLMK U
ee HocuTelnel, ucnonb3zyembix B UCI/H;

nH(pOpMaIMOHHBIE TEXHOJIOTHH, IPUMEHsIeMbIe TTpu 006padoTke [1/1H;

TEXHUYECKHUE CPEeACTBa, ocyulecTBisAtomue o0padotky II/IH (cpencTBa BBIYMCIUTENBHOM
TEXHUKHU, UH()OPMAIIMIOHHO-BBIYMCIUTEIbHBIE KOMIUIEKCHI U CETH, CPEJICTBA U CUCTEMBI IepeiadH,
npuema u oOpaborku IIJIH, cpencTBa W  cHCTEMBl  3BYKO3AllUCH, 3BYKOYCHIJICHUS,
3BYKOBOCIIPOU3BEJICHUS, IEPErOBOPHBIE M TEIEBU3MOHHBIE YCTPOMCTBA, CPEACTBA HM3TOTOBIICHUS,



TUPAKXUPOBAHUS JJOKYMEHTOB U JIPyTrie TEXHUUECKHE CPeIcTBa 00pabOTKH pedyeBoil, rpaduaeckoi,
BUJICO- U OyKBeHHO-IU(PpOBOIi nH(DOpManun) (nanee - rexauueckue cpeacrsa UCII/InH);

MIpOrpaMMHBbIE CpeACTBa (OMEepallMOHHbIE CHCTEMbI, CUCTEMBbI YIpaBlieHUsl 0a3aMu JaHHBIX U
T.IL);

CpeICTBa 3alIUThl HHPOPMALIHH;

BcIioMorarelibHble TexHuueckue cpenctsa u cucreMbl (BTCC) - Texnuueckue cpeacTBa u
CUCTEMbI, UX KOMMYHHUKAIIMH, HE MpeaHa3HadeHHble Juis oOpa®oTku I[I/IH, HO pa3melleHHBIE B
NOMeIIeHUsAX (manee - ciayxeOHble TNOMEIIeHus), B KoTopbhix pacrnonoxensl WCIIAH, ux
TEXHUUYECKHUE CpelacTBa (pasnuyHoro poja TenedoHHbIE CpPEACTBA M CHCTEMBI, CpElCTBa
BBIYMCIIUTEIIbHOM TEXHHUKH, CPEACTBA M CHUCTEMBbI MEpeJayd JAHHBIX B CHUCTEME paguOCBS3H,
Cpe/CTBa U CUCTEMbl OXPAHHOW U MOXAPHOW CUTHAIM3ALUU, CPEACTBA U CUCTEMBI OMOBELICHUS U
CUTHAJIM3aLUH, KOHTPOJIbHO-U3MEPUTEIIbHAS anmnaparypa, cpeacTna u CUCTEMBI
KOHJIMIIUOHUPOBAHUS, CPEACTBA U CHUCTEMbI MPOBOJAHOW PAJIUOTPAHCISIIMOHHONW CETH U MHpUeMa
[porpamMM pajJuoBElIaHusl U TEJIEBUJCHUSA, CPEICTBA JJIEKTPOHHOM OPITEXHUKH, CPEACTBA U
CUCTEMBI JIEKTPOYaCO(DHUKAITNN).

CpoiicTBa cpenbl (IyTH) pacnpocTpaHeHHs HWH(OPMATHBHBIX CHTHAIOB, COJAEpKAIIUX
3aIUIaeMyl0  MHOOPMAIHIO, XapaKTePU3YIOTCS BHJIOM (U3WYECKOW Ccpeipl, B KOTOPOW
pacopoctpansitorcs [1J[H, u onpeaenstoTes mpu OLEHKE BO3MOXKHOCTH peanuzanuu Y bITJ[H.

Bosmoxnoctn  mcrounukoB  YBIIJIH ~ 0OyCIIOBICHBI ~ COBOKYIHOCTBIO  CIIOCOOOB
HECaHKIIMOHUPOBAHHOTO U (WiIn) ciydaiiHoro nocryna K I1/IH, B pe3ynpraTte KOTOPOro BO3MOKHO
HapylIeHHEe  KOHQUACHIMATHHOCTH  (KONMMPOBAaHHWE, HEMPABOMEPHOE  PACIPOCTPAHCHHE),
LEIOCTHOCTHU (YHUUTOKEHHE, U3MEHEHUE) U JOCTYMHOCTH (O6nokupoBanue) [1][H.

Yrpo3a 6e3omacHoctu [1/lH peanmsyercs B pe3ynbrare oOpa3oBaHHS KaHAIA peaiu3aliu
YBII[IH Mexay UCTOYHHUKOM YIpo3bl U HocuTeneM (uctounukom) I1/IH, uTo cozmaeT ycrnoBus amns
HapymeHus 6e3onacHocTH [1/1H (HecaHKIIMOHUPOBAHHBIN WITH CITyYaliHBIA JOCTYII).

OcCHOBHBIMU 3JIeMEeHTaMH KaHaia peanusauuu YBIIJIH (pucyHok 1) sBisroTcs:

nctouHuK YBII/IH - cyObeKT, MaTepuaabHbIi 0OBEKT WM (PU3UUYECKOE SIBJICHUE, CO3/IAI0IINE
YbII/IH;

cpena (myTth) pacmpocTtpaHeHus II[lH unu Bo3aelcTBHiA, B KOTOpOHM (u3mueckoe moie,
CUTHAaJI, JaHHbIE WJIM MPOTrpaMMbl MOTYT pPaclpOCTPAHITHCS M BO3JEHCTBOBATH HA 3alIUIIAEMbIC
cBOMCTBA (KOH(PHUACHIIMAIBHOCTD, IIEJI0OCTHOCTh, JOCTYIHOCTH) [1/]H;

Hocutens [1JIH - ¢usznueckoe JAUIO WM MaTepUaNTbHBIA OOBEKT, B TOM uucie (pusndeckoe
nosie, B KoTtopoMm I[I/lH HaxomsiT cBOe OTpak€HHE B BHUJE CHMBOJIOB, OOpa3oOB, CHUTHAJIOB,
TEXHUUYECKUX PEHICHUH U TPOIECCOB, KOMMUECTBEHHBIX XapaKTEPUCTUK (PU3HUUECKUX BEIUYUH.

Cpena pacHnpoCTpaHeHMsd

VICTOUHUK I[IIH ¥ BO3OEMCTBUM
yIpo3 6OesornacHocTu|<---> [IpreMHUK <===> Hocuresns IIIH
Iou MHOOPMAaTMBHOTO CHUI'HaJa
[lepenaTumk

BOBOEMCTBYWIETO CHUIHaJa

Pucynok 1. OGo0mieHHast cxema KaHalla peaau3aluu yrpo3
0€30MacHOCTH MEPCOHATBHBIX JTAHHBIX

Hocurenu I1Jln MoryT conepkath nH(OpMALINIO, TPEICTABICHHYIO B CIEIYIOIINUX BUAAX:

akyctuueckass (peueBas) wuHpopmamus (PU), copepkamascs HENOCPEACTBEHHO B
npou3HocuMon peun nonb3oBarens UCII/IH npu ocymecTBieHnn uM GYyHKIIMHA TOJIOCOBOTO BBOJIA
[z B UCIIAn nubo Bocmpou3Bomumasi akyctuueckumu cpexactBamu MCIIJIH (ecnm Takue
GYHKIMM  TPEeIyCMOTPEHBl TexHosoruer obOpaborku IIJIH), a Takke couepkamiascs B
NIEKTPOMAarHUTHBIX IMOJSAX M OJIEKTPUYECKUX CHUTHANIaX, KOTOpblE BO3HMKAIOT 3a CUeT
npeoOpa3oBaHM aKyCTHUECKOW HHPOPMAIINH;

BuzoBass uHpopmanus (BU), npeacraBieHHas B BUAE TEKCTa M U300paKEHHMH pa3IMYHBIX
YCTPOMCTB OTOOpa)keHUs HMH(OPMAIMK CPEICTB BBIUUCIUTEIBHOW TEXHUKH, MH(POPMALUOHHO-



BBIUMCIUTENbHBIX KOMIUIEKCOB, TEXHMYECKHUX CpPEACTB OO0pabOTKM TpaduyecKol, BUIEO- U
OykBeHHO-TIGPOoBOH HHPOpMaIyu, Bxoasumx B cocraB UCII/IH;

nHdopmanus, odbpabateiBacmas (mupkynupyroomas) B WMCII[IH, B Buge 53IEKTPUYECKHX,
AJIEKTPOMAarHUTHBIX, ONTHYECKUX CUTHAJIOB;

nHdopmanus, oodpadbareiBaemas B MCIIJIH, npencraBnenHas B Bujae OUT, OailT, daiiaoB u
JPYTHUX JIOTHUECKUX CTPYKTYP.

B nemsax ¢opmupoBanus cucremarmupoBaHHoro nepeuns YBII/lH mpu ux oOGpaboTke B
WCII[AH n pa3paboTke Ha WX OCHOBE YAaCTHBIX MOJEJCH MPUMEHUTENHHO K KOHKPETHOMY BHIY
NCTIIH yrpo3sl Ki1accuPUIUPYIOTCS B COOTBETCTBHH CO CIICAYIOIMMHU MMPU3HAKaMHU (PUCYHOK 2):

o Buy 3amumaemoi ot Y BIIIn uadopmaruu, conepkameit [1/]xH;

10 BHJIaM BO3MO>KHBIX UICTOUHUKOB Y BIT/H;

no tuny UCII/IH, Ha koTOphIe HanpaBieHa peanusamus Y bI1/IH;

1o cnoco0y peanuzanuu Y BI1JH;

[0 BUAY HapyIIaeMoro cBOMcTBa MH(pOpMauuu (BUAY HECAHKUHOHUPOBAHHBIX ACHCTBUIA,
ocymectBisieMbix ¢ [1/1H);

10 UCIOJIb3yEMOH YSI3BUMOCTH;

10 0O0OBEKTY BO3/ICHCTBHS.

[To Buaam BO3MOKHBIX UCTOUHUKOB Y BII/IH BBIIEIAOTCA CIEAYIOIIME KIIACChl YIPO3:

YIpo3bl, CBSI3aHHBIE C IPEIHAMEPEHHBIMU WM HENpEeIHAMEPEHHbIMH JEHCTBUSMM JIMII,
nMeromux aoctyn k HMCIIJInH, Brimrouas mnonb3oBareneit MCII[IH, peanusyromux yrpossl
HenocpeacTBeHHO B ICII/IH (BHyTpeHHUI HapyIIUTENb);

yIpo3bl, CBA3aHHBIE C MPEAHAMEPEHHBIMU WJIM HENpPEIHAMEPEHHBIMU JIEUCTBUSMU JIUL, HE
umeroumx gocryna kK WCIIJIH, peanusyrommx yrpo3sl W3 BHEIIHUX CETEH CBs3U 0OLIEero
MONb30BaHUA U (WIM) ceTeldl MEeXIyHapOAHOro HWHGOPMAIMOHHOTO oOOMeHa (BHEIIHUM
HapYIIUTEND).

Kpome Toro, yrpo3sl MOTyT BO3HHMKATh B PE3yJIbTaT€ BHEAPEHMs anmapaTHbIX 3aKJIaJ0K U
BPEIOHOCHBIX MTPOTPAMM.

ITo Tunmy UCII/IH, Ha xoTopble HampasieHa peanusaunsd Y BII/IH, BeIAensAOTC cienyromue
KJIaCChl yTPO3:

yrpo3sl  Oe3omacHoctu [1/IH, oOpaGateiBaemMbix B UWCIIJlH Ha ©6a3e aBTOHOMHOTO
aBTOMAaTHU3UpOBaHHOTrO pabouero mecta (APM);

yrpo3sl 6e3onacHoctu [1/1H, o6pabareiBaembix B UCII/IH Ha 6aze APM, moAKIIOUEHHOTO K
CEeTH 00I1Iero NO0JIb30BaHus (K CETH MEXAYHApPOIHOr0 HH(OPMALIMOHHOTO 00MEHa);

yrpo3sl  O6ezomacHoctu I1J[H, oOpabarbiBaembix B MCII[[H Ha 0a3e JOKaIbHBIX
MH(OPMALIMOHHBIX CHCTEM 0€3 TMOAKIIOYEHHS K CeTH O0IIero mojb30BaHusA (K CETH
MEXYHApOJAHOTO HH()OPMAIIMOHHOT'O OOMEHa);

yrpo3bl  OezomacHoctu  [1JlH, oOpaGateiBaembix B MCIIJIlH Ha 0a3e JOKaIbHBIX
UHPOPMALIMOHHBIX CHUCTEM C TMOAKIIOYEHHMEM K CeTH oOIlero mojb3oBaHusA (K CETH
MEXIyHApOHOTO0 MHPOPMAIIMOHHOTO 0OMEHA);

yrpo3sl  6e3omacHoctu I1JIH, oOpabateiBaembix B MCII[IlH Ha 06a3e pacmpeneneHHbIX
MH(POPMALIMOHHBIX CHCTEM 0€3 TMOAKIIOYEeHHS K CeTH OO0IIero mojib30BaHus (K CeTH
MEXyHAPOJAHOTO UH()OPMAIIMOHHOTO OOMEHa);

yrpo3bl  6e3omacHoctr [IJIH, oOpabateiBaecmbix B HCII[lH Ha ©6a3e pacmpeneneHHBIX
UHPOPMALIMOHHBIX CHUCTEM C TMOAKIIOUYEHHEM K CeTH OOIero mnojp30BaHus (K CeTu
MeEXyHapOAHOr0 HHGOPMAIIMOHHOTO 0OMEHA).

ITo cioco6am peanu3zaruu Y BII/[H BELAECTSIOTCS CIEIYIOMINE KIACCHI YyTPO3:

yrpo3sl, cBsizanHble ¢ HCJl k II[ln (B TOM umcie yrpo3sl BHEIPEHHUS BPEIOHOCHBIX
porpamMm);

yrpo3sl yreuku [1/1H mo TeXxHn4eckuM KaHanaMm yTeukd HH()OpMAaIIUU;

yrpo3sl cienuanbHbix Bo3aeiicteuit Ha MCI1/IH.

[lo BuUIy HECAaHKUMOHHUPOBAHHBIX JEHUCTBUH, ocymiecTBisieMbix ¢ II/IH, BbIgENsAIOTCS
CJIEIYIOIINE KIIACChl YTPO3:



yIpo3bl, MPUBOJAAIIME K HapylleHuo KoH(uueHuuanbHocTH IIJ[H (KomupoBaHHIO WK
HECAaHKI[MOHHUPOBAHHOMY PACIPOCTPAHECHUIO), TMPU peaiu3aluud KOTOPbIX HE OCYIIECTBISETCA
HEINOCPEJICTBEHHOT0 BO3ACMCTBUS Ha coJiep:kaHue HHGOpMaIuy;

yrpo3bl, IPUBOASAIINE K HECAHKLIHOHUPOBAHHOMY, B TOM UHUCJIE CIy4yailHOMY, BO3/IEHCTBUIO Ha
colepkaHue uMHboOpMaluu, B pe3yibTare KOTOPOro ocyiectsisercs usMmenenue I1[H wmmm ux
YHUUTOXEHUE;

YTpO3bl, IPUBOSAIINE K HECAHKIIMOHUPOBAHHOMY, B TOM YHCJIE CIIy4aifHOMY, BO3JACHCTBUIO HA
IpOrpaMMHbIE WM IIporpaMMHo-anmnapartHbie aeMeHTel MCII[H, B pe3ynbTare KOTOpOro
ocymiecTisiercs onokupoBanue [1J[H.

[To ucnonb3yeMoil yI3BUMOCTH BBIIEISIOTCS CIIEAYIOIINE KIACChl yrpo3:

yIpo3bl, peaIu3yeMble C UCIIOIb30BAaHUEM YSI3BUMOCTH cucteMHoro [10;

YTPO3blL, peaTu3yeMble C UCIOIb30BaHUEM YSA3BUMOCTH NpukiagHoro [10;

yrpo3bl, BOBHUKAIOIINE B Pe3yJbTaTe HCIOJb30BaHUS YS3BUMOCTH, BHI3BAHHON HAJIMYUEM B
AC anmapaTHO#1 3aK1aJKy;

yIpo3bl, peaju3yeMble C  HUCIOJb30BAaHUEM  YSA3BUMOCTEH  IPOTOKOJIOB  CETEBOIO
B3aMMOJICHCTBYS U KAHAJIOB MEPEeIayl IaHHBIX;

YTpO3bl, BOZHUKAIOIINE B PE3YJIbTATE UCIOJIb30BaHUs YSI3BUMOCTH, BbI3BAHHOW HEJOCTaTKaMU
opranuzanuu T3U ot HC/I;

YIpO3bl, peaju3yeMble C HCIOIb30BAaHUEM YS3BHUMOCTEH, OOYCIIOBIMBAIOUINX HAJIHMUNE
TEXHUUYECKUX KAaHAJIOB yTeYKH MHPOpMAIUY;

YTpO3bl, peaIu3yeMble C UCIOIb30BaHUEM ys3BuMocTeil C3U.

[To 00BeKTY BO3JCHCTBHS BBIICIAIOTCS CIACAYIOUINE KIACChl yTPO3:

yrpo3sl 6e3omacHocTH [1/]H, 0OpabaTriBaeMbix Ha APM;

yrpo3sl  6e3omacHoctu [1/lH, oOpabaThiBaeMbIX B BBIIACIEHHBIX CpeACTBaX 00pabOTKH
(mpuHTEpax, IIOTTEpax, TIpadorOCTPOUTENAX, BBIHECEHHBIX MOHHUTOpAX, BHUICOMPOEKTOPAX,
CpEeICTBaX 3ByKOBOCIPOU3BEACHHUSA U T.11.);

yrpo3sl 6e3onacHoctH [1J]H, mepegaBaeMbIX MO CETSIM CBS3H;

yrpO3bl IPUKIATHBIM IIPOTrPaMMaM, C IMOMOIIBI0 KOTOPhIX oOpabateiBatroTcs [1/1H;

yrpo3sl cuctemuomy [10, obecneunBatomemy dyuknuonupoBanue UCIIH.



Krnaccudukanus yrpo3 6€300acHOCTH MEPCOHATBHBIX JaHHBIX

ITo Buny 3ammimaemoit ot YBII/{n undopmaruu, conepxkameit [1/1x1

Yrposel PU Yrposer BI

Yrposel mHbopMaumy, obpabaTeiBaemor B TCOU

Yrposel mHbopmMaumy, obpabaTeiBaemoit B AC

ITo BuamM BO3MOKHBIX HICTOUYHHUKOB Y BII/[H

Co3maBaeMele HapyumreJeM

CospaBaeMele anmnapaTHON

CospaBaeMele BpPenOHOCHBMU

(dmBMYEeCKUM JIULIOM) 3aKJIaIKOM nporpamMmMamm
CozpaBaeMele BHYTPEHHMM CospgaBaeMele BCTPOEHHOM — ONpOTrpaMMHOM 3akKJankKoy, nporpammor Tuna "TpOAHCKMM KOHB"
HapyumMTeseMm 3aKJangKomn

Co3mapaeMele BHEIIHMM
HapyumTeseM

CozmaBaeMble aBTOHOMHOM

— IPOTPaMMHEIM BMPYCOM

3aKJIagKoM

— BPEeIOHOCHOM NPOTPaMMOlM, PAaCHPOCTPaHAnIeNcsS 0O CeTr
(ceTeBBHIM YepBEM)

u IOp.)

— IPYIT'VIMM BPEIOOHOCHEMM IIpOoTpaMMaMM, IIpelHa3Ha4dYe€HHBIMM IJId

ocymecTryeHusa HCI (momBopa mnapoJjieit, yIaJIeHHOT'O HOOCTyIa

ITo Buay HapyuiaemMoro cBoiicTsa HHGopManuu (BULy HECAaHKLIMOHUPOBAHHBIX JeHCTBUH, ocymiecTBiseMbIx ¢ [1/1H)

YIpo3e KOHOMIEHLMaNbHOCTM (yTeuKM, IepexBaTa, CbeMa,
KOMMPOBAaHMSA, XUIEHMS, pasIlJlalleHrs) uHbopMaumum

YTPO3E LEeJIOCTHOCTM (yTpaTH,
YHUYUTOXEHMA, MOoOMPMKauuUM MHOOpMaLUM

YTPO3El OOCTYIHOCTU
(6broxmpoBaHmsa) wmHboOpMaLUm

[To Tuny UCII/IH, Ha KOTOpBIEC HanpaBieHa peanu3anus Y bI1/{xH

Yrpo3el OeszonacHocTu IIIH,

oBbpabaTeiBaeMelx B JICIIIH Ha 6asze APM

K BHUMCJIMTEJILHOM CeTu)

K PaCIpenesIeHHOM BHUYUMCIIMTEJIbHOM CeTu

Yrpo3el OeszonacHocTu IIJH, obpabaThBaeMEIX
B JCIIOH Ha 0as3e JIOKaJIbHOM BHUMUCIIMUTEJILHOM
(c nonpkJoueHMeM M 0e3 MNOOKJIOUEeHMSI ceTu (C nonkJiodeHyeM U 0es3 MNOOKJIOYEeHMUS

Yrpo3el OezonacHocTu IIJH, obpabaThBaeMEIX
B JICIIIH Ha 6Oa3e paclIpeleJieHHEX
MHOOPMALMOHHEIX CUCTEM (C MNOIKJIOYEHMEM,
0e3 MNOIKJINUEHMS K CeTu oBmeIro II0JIb30BaHMI)




ITo cioco6am peanu3zaruu Y BII/IH

YTpoO3el ClelualibHBIX
Ha JCIIOH

BOBIENCTBUNA

— MexXaHMYeCKOTO BO3IEVCTBUSA

— XMMUYEeCKOT'O BOB3IEMCTBUSI

— aKyCTHUYECKOT'O BO3IEeNCTBMUS

— OMOJIOTNYEeCKOT'O

BO3IOENCTBUSA

Yrpoz3er HCIO B JCIIOH

BJIEKTPUYE CKVMN
VIMITYJIb CaMmn

YTpo3el yTeuku mHOOpMaLMM
10 TeXHMYECKMM KaHaJlaM

YITPO3EL,
C MNpPVMEeHEHMEM
NPOTPaMMHEIX

peanusyeMee

CpencrTs
OHepaLLMOHHOIZ CHCTEMBL

10 pagrMokKaHally

— YTpoO3sl yTeuku PU

[0 BJIEKTPUUECKOMY
KaHaJy

— YTpoO3el yTeukyu Bl

YIpoO3E, peanmsyeMue
C INpMMeHEeHMEM
crneurasbHO
paszpaboraHHoro IIO

IO ONTUYECKOMY
KaHaJy

YTPO3E yTEUKU
nHopMaLUm
——{no xaHaJjsiam I[19MMH

— pPairaluOHHOT'O BO3IEeNCTBMUS

BJIEKTPOMAaT'HMTHEIMM
M3JIYYEHMAMN

— TEPMMUECKOT'O BO3IEeNCTBMUS

MaT'HMTHBEIM I10JIEM

BOBIENCTBMUS

— SJIEKTPOMAT'HUTHOT'O

ITo ucnonp3yemon ys13BUMOCTH

YTPO3E, peanmnsyeMse
C INpMMEeHEeHMEM

BPEOOHOCHEIX IIPpOT'paMMm

10 aKyCTUUECKOMY
(BMOpPaLMOHHOMY )
KaHaly

10 CMellaHHBIM
(mapamMeTprdeCKUM)
KaHaJaM

C mcnoJib30BaHMEM
YSA3BUMOCTHU
cucTeMmHOTO IIO

C MCHoJsib30BaHUEM
YSA3BUMOCTHU
npuxkjagHoro IO

C MCHnoJsib30BaHUEM
YSA3BUMOCTH,
BBEI3BAHHOM
HamuuaueM B AC
anmnapaTHOM
3aKJagKu

C MCHnoJsib30BaHUEM
YSA3BUMOCTU
IPOTOKOJIOB CEeTEeBOTIO
B3aVMOIENCTBUSI
7 KaHAaJIOB Iepelauu

IaHHBIX

C MCHnoJsib30BaHUEM
YSA3BUMOCTH,
BBEI3BAHHOM
HenoCcTaTKaMu
opraHM3aLuum
T3 oT HCI

C MCHnoJsib30BaHUEM
yasBumocTen C3U

C MCHnoJsib30BaHUEM
YSA3BUMOCTEN,
00y CIJIOBIIMBAIIIMX
HaJMuye TeXHUYECKUX
KaHAaJIOB YyTEeUKN
nHbopMaL MM




ITo oOBeKTYy BO3ICUCTBUS

YBIOH, ofbpabaTeBaeMelx Ha APM

Ha oTuyxmaeMelx HOCUTEJIAX

YBIOH, ofbpabaThBaeMbIxX
B BHIIEJIEHHHX TEXHUUECKUX

cpencTeax o6paboTkM

YBIIJH, nepenaBaeMEIX
10 CeTsaM CBA3U

YTPO3E MPUKJIANHEIM [IpOTpaMMam,
npenHasHaUeHHEM OJIs PabOTH

c I1u

YTpPO3E CHUCTEMHOMY
10, obecrneuupamEeMy
dyHkumMoHuporaHue NCIIIH

rHbopMaL MM

Ha BCTPOEHHHIX HOCUTEJISX
LOJITOBPEMEHHOT'O
xpaHeHus uHGopMaLM

— Ha npuHTepa, JIOTTEpax,

IrpadOnNOCTPONUTENAX M T.I.

— VYBIIOH npu nepenaude
CUTHAJIOB IO JIMHMAM
CBA3K

— Ha BEIHOCHHEIX TepMMHajax,

MOHMTOpPAax, BMIOEOIPOEKTOpax

YBIIOH npu obpaboTke

B cpexncrBax oOpabOTKM U

XPaHeHMUsa olepaTUBHOMU
nHOOpMaLUM

LB cpemcrBax 3BYKOYCUJIEHUS,

3BYKOBOCIIPOM3BEIEHNMA

B cpexncreax (nmoprax)
BBOIaA (BHIBOIA)
nHGoOpMaLMM

— IaKeToOB
B KOMMYHMKAaUMVOHHEIX
3JIeMeHTax
MHPOPMaLMOHHO—
TeJIeKOMMYHMKALVOHHBIX
cucTeMm

Pucynoxk 2. Knaccuduxanus yrpo3 6e30nacHOCTH
MIEPCOHANBHBIX JaHHBIX, 00padaTbiBa€MbIX B MH(OPMAIIMOHHBIX
crcTeMax NepCOHANbHBIX JaHHBIX




Peanmuzamus ognoit u3 YBIIJIH nmepeyncineHHbIX KIIACCOB WJIM MX COBOKYIMHOCTH MOET
NPUBECTH K CIIEIYIOIIUM TUIIAM MTOCIEACTBUH 11t cyObekToB I1/1H:

3HAYUTEJbHBIM HETaTUBHBIM MOCIEACTBUAM 1715 cyObekToB [1/1H;

HETaTUBHBIM MOCJIEACTBUAM /s cyObekToB [1/1H;

HE3HAYUTENIbHBIM HETaTUBHBIM MOCIIEACTBUSIM IS cyObeKkToB [1/1H.

VYrpo3el yreukn IIJ[H 10O TEXHUYECKMM KaHajaM OJHO3HAYHO  OIMCHIBAKOTCS
XapaKTepUCTUKAMU HMCTOYHUKA MHGPOpMAIUH, Cpelbl (MyTH) PAacIpOCTpaHEHHs] U MPHUEMHHKA
UH(POPMATUBHOTO CUTHANA, TO €CTh ONPEACISAIOTCS XapaKTePUCTUKAMH TEXHUYECKOro KaHala
yreuku [1/1H.

Yrpo3sl, cBA3aHHbIE ¢ HecaHKIIMOHUpoBaHHBIM AoctynioM (HCI) (manee - yrpo3st HCJI B
UCTI/[JH), mnpeacraBisitoTcs B BHJIE COBOKYIHOCTH OOOOIIEHHBIX KJIACCOB BO3MOXHBIX
uctounukoB yrpo3 HCJI, ys3Bumocreii mporpammHoro u ammapataoro ooecredennst NCII/IH,
CIoco00B peanu3auu yrpo3, 00bEKTOB BO3AEHCTBUS (HOCcHUTENeH 3amuiiaeMoil nHbopMaiumy,
JTUpeKTopueB, Katanoros, ¢aiioB ¢ I/l mmm camux I1J[H) ¥ BO3MOXXHBIX JECTPYKTHBHBIX
neiictBuii. Takoe mpecTaBleHUe OMUCHIBACTCA CeaAyIoel popManTn30BaHHOMN 3aIChIO:

yrpo3a HC/I: = <ucTOYHMK yrpo3br>, <ys3BUMOCTb IPOIPaMMHOIO WJIM aIIapaTHOIro
obecrnieueHus™, <cnoco0 peanu3auuu yIrpO3bI>, <0OBEKT BO3JICUCTBUS>,
<HECaHKLIMOHUPOBAHHBIN JTOCTYIT>.

4. YTpo3bl yTeukd HHPOPMALIUH 110 TEXHUYECKIM KaHaIaM

OCHOBHBIMU 3JIEMEHTaMH OIMCAHUS YIPO3 YTEUKU MH(OPMALIMU 110 TEXHUYECKUM KaHalaM
(TKYH) sBastoTcs: HCTOYHHMK YTpoO3bl, cpefa (MyThb) pacmpocTpaHeHUs WHGOPMATUBHOTO
CUTHAJIa U HOCUTEJb 3alUIaeMoil HHpOpMaIiH.

HcrouHukaMu yrpo3 yTedkd MHGOpMAIMM 10 TEXHUYECKHMM KaHalaM SBIISIOTCS
¢uznueckue nuna, He umerone aocryna k UCII/IH, a Taxxke 3apyOexHble CIELCITYKObl WIH
opraHu3aiy (B TOM 4YHCIE€ KOHKYPHPYIOIIUE WM TEPPOPUCTUYECKHE), KPUMHUHAIbHBIE
TPYNIUPOBKH, OCYUIECTBIAIOIIME IepexBaT (cbeM) UH(POpPMALUU C HCHOJb30BAHHUEM
TEXHUYECKUX CPEJICTB €€ perucTpannu, npueMa win ¢pororpadupopasus.

Cpena pacnpoctpaneHus HHGOPMATUBHOTO CUTHAJA - 3TO (U3MUecKas cpeja, o KOTOpou
UHPOPMATUBHBIA CHUTHAJl MOMKET pPAaclpOCTPAaHATBCS U MPUHUMATbCA (PErUCTPUPOBATHCS)
npueMHUKOM. Cpella pactupOoCTpaHEHHUsI MOXKET ObITh Kak OJHOPOAHOW (HampuMep, TOJIBKO
BO3JYIIHOM), TaK MU HEOJHOPOJHOH 3a CYET IEepexoja CUTHajga U3 OAHOM cpeabl B JIPYryro
(Hampumep, B pe3yJbTaTe aKyCTOIIEKTPUUECKUX HIIM BUOPOAKYCTUUECKUX NPeoOpa3oBaHUil).

Hocutenem I1/In sBasiercs monws3oBatens WCIIJIH, ocymiecTBastomuid roiocoBOi BBOJ
I[MTa B WUCII[H, akyctuueckas cucrema WCIIJIH, BocmpomsBomsmias IIJIn, a Takxke
texanueckue cpenctsa HCIIIn u BTCC, co3naromme Qusuveckue Moy, B KOTOPBIX
uH(pOpMallisg HAXOJUT CBOE OTPa)XE€HHE B BHUJE CHMBOJOB, 00pa30oB, CUTHAJIOB, TEXHHYECKUX
pELIeHUI U MPOLIECCOB, KOJTMUYECTBEHHBIX XaPaKTEPUCTUK (PU3MUECKUX BEINUMH.

IIpu oGpabotke II/In B MCII/IH 3a cuer peanu3anuy TEXHUYECKUX KaHAJIOB YTEUKHU
UH(pOpMaLIUK BO3MOXXHO BOSHUKHOBEHHE cienytommx Y bI1/[n:

yTpo3 YTEUKHU aKyCTUYECKOH (peueBoit) nHdpopmauu;

yrpo3 yTeuKH BUOBOM MH(OpMaIy;

yrpo3 yTeukd WH(OpPMALMU IO KaHalaM IMOOOYHBIX SJIEKTPOMArHUTHBIX H3JIY4YeHUH U
HaBonok ([IDMUH).

4.1. YTpo3sl yTeuKH aKyCTUYEeCKOH (peueBoii) nHpopMaruu

Bo3HukHOBEHHE Yrpo3 YTEUKH aKyCTHUYecKoW (pedeBoil) mH(popmaimu, coiepiaiieics
HEIMOCPEICTBEHHO B Tpou3HocuMon peun mnoib3oBatesnst WMCIIJIn, mpu obpaborke I1/ln B



NCIIH, obycnoBneHo HanuuueM QyHKIui ronocoBoro Beoja I1/In B UCII[AH unn dyHkumit
BocnpousBenenus [1/{n akycruueckumu cpeactsamu UCII/IH.

[lepexBar akyctuyeckod (pedeBoil) MH(pOpMAIMM B JAaHHBIX CIy4asX BO3MOXEH C
UCIIOJIb30BAaHUEM  allllapaTypbl, PETUCTpUpYIOIIEH  akycTudyeckue (B BO3Iyxe) U
BUOpPOAKYCTHUYECKHE (B YNPYTHMX CpElax) BOJHBI, a TaKXKe 3JICKTPOMArHUTHBIE (B TOM YHCIIE
ONTUYECKUE) HUBIYyYEHUS U DJICKTPUUECKHE CHUTHANbI, MOJYJIWPOBAHHbIE HH(OPMATUBHBIM
AKyCTMUECKMM CUTHAJIOM, BO3HMKAIOIIME 3a CYET MPEeoOpa3oBaHUIl B TEXHUUECKUX CpPEACTBAX
obpaborkn IIJlH, BTCC wu CTpOUTEIBHBIX KOHCTPYKIMSIX M HWHKEHEPHO-TEXHUUECKHX
KOMMYHHUKAIUAX [10J1 BO3JEHCTBUEM aKyCTUUECKHX BOJIH.

Kpome »TOro, mnepexsar akyctuueckoil (peueBoil) wuHGOpManuu BO3MOXKEH C
UCITIOJIb30BAaHUEM CIIEHMAIBHBIX AJIEKTPOHHBIX YCTPOMCTB CbheMa peuyeBOH HH(pOpMAIHH,
BHEIIPEHHBIX B TexHUYeckue cpenactsa obpadbotku I[1/ln, BTCC wu mnomemenus wim
MOJIKJIFOUEHHBIX K KaHalaM CBA3H.

VYrpo3sl GezonacHoctu [1/lH, cBsA3aHHBIE C TEpeXBAaTOM aKyCTHYECKOW WHGOpMAaLUU C
UCTIOJIb30BAaHUEM CHEIHMATIBHBIX JJIEKTPOHHBIX YCTPOHCTB CheMa peueBoil WHOpManuu
("3aKJIaOYHBIX YCTPOMCTB"), ONPEENSIIOTCS B COOTBETCTBUU C HOPMATHUBHBIMU JOKYMEHTaMHU
®denepalibHOM cITy)KObI Oe30macHOCTH Poccutickoit denepanun B yCTaHOBICHHOM €O TIOPSIIKE.

[TepexBat akycTuueckoil (peueBoit) HHGpOpMaIK MOXKET BECTHUCH:

CTAIlMOHAPHOW almapaTypoi, pa3MeniaeMol B OJIM3JICKALIUX CTPOSHUSAX (3TaHUAX) C
HEKOHTPOJIUPYEMBIM MPEObIBaHNEM TTOCTOPOHHUX JIHII,

IIOPTATUBHOM BO3MMOM aIlapaTypod, pa3MeIaeMOd B TPAHCIOPTHBIX CPEACTBAX,
OCYIIECTBISIONIUX JIBKEHUE BOIU3U CIYKEOHBIX MOMEIICHUN WM MPU UX MapKOBKE PSAOM C
STUMHU [IOMEIIEHUAMY;

MOPTATUBHOM HOCUMOM anmapaTtypou - GU3n4ecKUMH JIMIAMU IPU UX HEKOHTPOJIUPYEMOM
npeObIBaHUM B CIYKEOHBIX MOMEIICHUSX WK B HEMOCPEICTBEHHOM OJIM30CTH OT HUX;

aBTOHOMHOM aBTOMAaTHUYECKOW ammapaTrypoil, CKpbITHO YCTaHaBIMBAeMOH (u3nyecKuMu
JUIAMH HETIOCPEJICTBEHHO B CIIY)KEOHBIX MOMELIEHUSX WM B HEMOCPEACTBEHHON OJIM30CTH OT
HUX.

4.2. Yrpo3sl yTeukH BU0BOM HH(pOopMauu

VYTpo3bl yTeuku BUA0BOM HH(DOpMAIK pean3yroTces 3a cueT npocMotpa [1/1H ¢ momorikio
ONTUYECKUX (ONTHUKODJEKTPOHHBIX) CPEIACTB C DSKPAaHOB [JHUCIUIEEB M JIPYITMX CpEJICTB
OTOOpa)Ke€HHUsI ~ CPEACTB  BBIYMCIUTEIBHOM TEXHUKH, HH(POPMAIMOHHO-BBIYMCIUTEIbHBIX
KOMIUIEKCOB, TEXHHUUYECKUX CPEICTB 00paOOTKM rpaduyeckoi, BUIeo- U OyKBEHHO-LU(pOBOH
uHpopmanuy, Bxoaamux B cocraB UCII/H.

Kpome storo, mpocmoTtp (peructparnus) [1/Ja Bo3MOKEeH ¢ HCTIOIBb30BaHUEM CIICTTHATBHBIX
AIIEKTPOHHBIX YCTPOMCTB ChEeMa, BHEJPEHHBIX B CIYKEOHBIX IOMEIICHUSIX MM CKPBITHO
MCIOJIb3YEMBIX (PU3UYECKUMHU JINLIAMHU TIPU MOCEUICHUH UMHU CITYKEOHBIX TOMEIIEHUH.

Vrpo3sl GesomacHocti II/[H, cBs3aHHBIE C HMX MEpPeXBAaTOM IPH HUCIOJIb30BAHUH
CHEIHAIbHBIX D3JIEKTPOHHBIX YCTPOMCTB CcbheMa BHUAOBOM HH(MOpManuu (BHUI€03aKIAI0K),
ONpEeNeNA0TCd B COOTBETCTBHMM C HOPMAaTHUBHBIM JOKyMeHTamMu @DenepanbHOR  CiTy>KObI
6e3onmacHocTu Poccuiickoit denepaniny B yCTAHOBICHHOM €FO TIOPSIJIKE.

Heo0xoauMeiM  ycrioBHEM OCyIIecTBIeHUs mpocMmoTrpa (peructpauuu) [1[IH sBisercs
HaJIM4Yue NpSIMOI BUAUMOCTH MEXAY CpPEeICTBOM HaOmoaeHus u Hocurenem [1/1H.

ITepexsat I1/1H MOKeT BECTHUCH:

CTAIlMOHAPHOW armapaTypoil, pa3MelniaeMoi B OJM3JIeKANUX CTPOCHUSAX (3TAHUAX) C
HEKOHTPOJIHUPYEMBIM MPEObIBAHHEM TOCTOPOHHUX JIMIL;

MOPTATUBHOM BO3WMMOW ammaparypoil, pa3MeniaeMod B TPAHCHOPTHBIX CPEICTBAX,
OCYILECTBIISIOUINX JABM)KCHHE BOJIM3U CITY)KEOHBIX MOMEIICHUH WM MPU UX MAPKOBKE PSAIOM C
JTUMHU NIOMEIICHUSMH;



MOPTAaTUBHOW HOCHMOM anmaparypoi - (U3NYeCKUMH JHLIAaMHU IPU UX HEKOHTPOIUPYEMOM
npeObIBaHUH B CITY>KEOHBIX MOMEIICHUSX WM B HEMOCPEACTBEHHON OJIU30CTH OT HUX.

[TepexBat (mpocmotp) IIJIH MOXKET OCYIIECTBISATHCSA MOCTOPOHHHUMHM JIMLIAMH TYTEM HX
HEMOCPEJICTBEHHOTO HAONIOICHN B CIYKEOHBIX MOMEHICHHUSX JMOO C pPacCTOSHUS MPSIMOi
BunuMocTu u3-3a npenenoB MCIIIH ¢ ucnonb30BaHHEM ONTUYECKHX (ONMTHUKOAJIEKTPOHHBIX)
CPEJCTB.

4.3. Yrpo3bl yreuku HHGOPMAIIMH 110 KaHaJIaM IMTOOOYHBIX
AJIEKTPOMATrHUTHBIX U3Ty4YEHUN U HABOJOK

BoznuknoBenue yrposel IIJIH mo kanamam IIOMMH Bo3moXxHO 3a cuer mnepexBaTa
TEXHUYECKUMHU CPEJCTBAMHU NOOOUYHBIX (HE CBSI3aHHBIX C MPSIMBIM (PYHKIMOHAIBHBIM 3Ha4€HUEM
anemenToB MCII/{H) MHPOPMATUBHBIX 3JIEKTPOMATHUTHBIX MOJEH M 3JIEKTPUUYECKUX CUTHAJIOB,
BO3HUKawOIMUX npu oopadotke [1]] Texunueckumu cpencramu MCII/H.

I'eneparus  uadopmanmu, coxepxamedd [IJIlH w mupKynmupyromeld B TEXHHYECKUX
cpeactBax MCII/IH B Buje 3neKTpuuecKkux MHGOPMATUBHBIX CUTHAIOB, 00paboTKa U meperaya
YKa3aHHBIX CUTHAJIOB B IEKTpUYecKux Lensx texHuuyeckux cpencts UCII/IH conpoBoxnaercs
NOOOYHBIMU  JIEKTPOMArHUTHBIMM  M3IYYEHHUSIMH, KOTOPbIE MOIYT paclpOCTpaHSATbCS 3a
npeensl CIY)KeOHBIX MOMEIICHWH B 3aBUCHMMOCTH OT MOUIHOCTH H3IYYCHHHA W pa3MepoB
NCTI/n.

Perucrpammss  [IDMHWH  ocymecTBusercss ¢  I[elIbl0  mepexBara  HMHPOpPMALUH,
LUPKYJIUpYIOIIeH B TEXHUYECKHX cpelcTBax, oOpabarbBatomux IIJIlH (B cpencrBax
BBIUUCIUTENILHOW ~ TEXHUKH, WH(OPMAIIMOHHO-BBIYUCIUTEIBHBIX KOMIUIEKCAX W CEeTHX,
CpeAcTBax M cUcTeMax Imepejaauu, npuema u obpadortku I1J[H, B TOM umcie B CpeicTBax U
CHUCTEMax  3BYKO3AaIlUCH, 3BYKOYCHJICHUS, 3BYKOBOCIPOU3BEICHUS, IEPETOBOPHBIX U
TEJICBU3UOHHBIX YCTPOMCTBAX, CPEACTBAX W3rOTOBIEHUSA, TUPAKUPOBAHUS JTOKYMEHTOB U
JIpYTUX TEXHHYECKUX CpeAcTBax 0OpabOTKM pedeBoM, rpaduyeckoil, BHAeO- U OyKBEHHO-
1 poBoi HHPOPMAIUN).

Hna peructpauuu I[IOMUWUH wucnone3yercst anmapaTypa B COCTaBe pPaguONPUEMHBIX
YCTPOMCTB U OKOHEYHBIX YCTPOMCTB BOCCTAHOBJIEHUS MH(POPMALINH.

Kpowme storo, nepexsat IIDMIH Bo3MOXkeH ¢ UCTIOIB30BaHUEM 3JIEKTPOHHBIX YCTPOICTB
nepexBara MH(QOpPMAalLMH, MOJIKIIOYEHHBIX K KaHajaM CBA3M WJIM TEXHHYECKUM CpeAcTBaM
o6pabotku [1/1H.

Peructpanus [IDMHWH MoxeT BecTHCh C HCIHONB30BAHUEM amnmaparypbl CIEAYHOIMINX
BHJIOB:

CTallMOHAPHOH ammapaTypoH, pa3MmelaeMod B ONM3JIEKALIMX CTPOEHHUSX (3laHUSX) C
HEKOHTPOJIUPYEMBIM NPeObIBAaHNEM TOCTOPOHHUX JIMII;

[IOPTATUBHOM BO3UMOM amnmaparypsl, pa3MeElaeMOd B TPAHCIOPTHBIX CPEACTBAX,
OCYIIECTBIISIOIIUX JIBUKEHUE BOJIU3H CIYKEOHBIX NMOMEIICHUN WM MPU UX MapKOBKE PSIIOM C
TUMU IIOMEILECHUIMU;

MOPTATHBHOM HOCHUMOM ammaparypod - (U3NUYECKUMHU JIMIIAMH B HEMOCPEACTBEHHOMN
omm3oct ot UCITH;

ABTOHOMHOM aBTOMAaTHYECKOHN amnmapaTypoi, CKPHITHO YCTaHABJIMBAEMON (U3NYECKUMU
JTuIaMu B HerocpeacTBeHHon o6muzoct ot UCIIH.

Kananel yreukum wuHpoOpmanuu, oO0yCIOBIEHHBIE HABOJKAMHU, OOpa3yloTcs 3a CYET
coequHUTENbHbIX TuHUN TexHnueckux cpeacts UCIIIn n BTCC u nocTopoHHUX MPOBOJHUKOB
(B TOM umcIIe 1ernen AIeKTPONUTAHUS U 3a3eMJIICHHS).

HaBoaku 3neKTpoMarHuTHBIX u3nydeHUi TexHuueckux cpeacts MCII/IH Bo3HuKaOT npu
W3IIy9eHUH dieMeHTamMu TexHudeckux cpenacts MCII/IH wHGOpMATHBHBIX CHUTHAIOB MpH
HaJIMYMA E€MKOCTHOM, WHIAYKTUBHOM WJIM TaJbBAHUYECKOW CBA3CH COCIUHUTEIBHBIX JIMHUN
texanueckux cpenacts MUCIIAnH, nuauii BTCC u mocToOpoHHHX MPOBOJHUKOB. B pe3ynbTaTe Ha



cinydaiiHpix  aHTeHHax (uemsix BTCC wnaM  NOCTOPOHHMX — NPOBOJHUKAX) HABOJIUTCS
UH(POPMATUBHBIN CUTHAJL.

[TpoxoxneHnrne WHGOPMATUBHBIX CUTHAJIOB B IENMH AJIEKTPONHUTAHUS BO3MOXKHO TIPH
HQJIMYUKM €MKOCTHOM, MHIYKTHBHOM WJIM rajlbBaHMUECKOHW CBA3M HMCTOYHHMKA MH(GOPMATHBHBIX
CUTHAJIOB B cocTaBe TexHuueckux cpeacts MCII/In u ueneit nuranus.

ITpoxoxaenre MH(GOPMATUBHBIX CUTHAIOB B LEMM 3a3€MJICHUS OOYCJIOBIEHO HaJIU4YHUEM
€MKOCTHOW, MHAYKTUBHON WJIM TaIbBAHUYECKOH CBS3M MUCTOYHHKA MH(POPMATUBHBIX CUTHAJIOB B
coctase anmnapatypsl TCIIN u nienei 3a3emieHus.

Jnst cbema nH(GOpPMAIMH C TIPOBOAHBIX JIMHUI MOTYT UCIIOIb30BATHCS:

CpeAcTBa CbEMa CHTHAJIOB, COAEPXKALIMX 3allUINaeMyl0 HHPOpPMALHUI0, ¢ LeneH
texHuueckux cpeacts MCIIIn nu BTCC, nunuii cBsIi3u M nepenadyu JaHHBIX, BBIXOASILIUX 3a
IpeJeNbl CIIy>KEOHBIX OMEIIEHUH (9KBUBAJICHTHI CETH, TOKOBBIE TPAaHC(POPMATOPHI, TPOOHUKN);

CpeAcTBa ChbeMa HAaBEJICHHBIX MH(POPMATUBHBIX CUTHAJIOB C LIENICH IEKTPOITUTAHNUS;

CpeAcTBa ChbeMa HAaBEJICHHBIX NH(POPMATUBHBIX CUTHAJIOB C LIMH 3a3€MJICHUS;

CpeAcTBa cheMa HABEACHHBIX HWH(OPMATHBHBIX CHUTHAJIOB C IMPOBOMSALINX HHKCHEPHBIX
KOMMYHUKaLUH.

Jln1si BOJIOKOHHO-ONITHYECKOW CHCTEMBI Tepelayn JaHHBIX YTPO30H yTeukdu HH(pOpMaIuu
SBIISICTCA yTeYKa ONTHYECKOI0 M3JIyYeHHs, COJEprKalllero 3alluilacMylo HH(POpMaLUIo, ¢
OOKOBOI TOBEPXHOCTH ONTHYECKOI'O BOJIOKHA.

[losiBneHre HOBBIX KaHAJIOB CBA3M - COTOBOM CBf3M, IEHIKUHTOBBIX COOOLICHHUH,
CIyTHHKOBBIX W OECHpOBOJHBIX CETe TMepedaayd JaHHBIX - TPUBEIO K Pa3BHTHUIO
CHEeLMAIU3UPOBAHHBIX CHUCTEM M  CPEICTB KOHTpOJIL UM  IepexBarta HH(opMauw,
OpUEHTUPOBAaHHBIX HA HCIIOJIb3yeMble B HHUX HH(OPMALMOHHBIE TEXHOJOIHMH, B TOM YHCIIE
CPEJICTB:

nepexBaTa NeHHPKUHTOBBIX COOOIIEHNI U COTOBOM CBSI3H,

nepexBara HHPOPMAaLMHU B KaHaIax Mepe/laul JAHHBIX BBIYMCIUTENbHBIX CeTel.

5. Yrpo3bl HeCaHKIIMOHUPOBAHHOTO JIOCTYyNA K MH(OpMaIiu
B MH(OPMALIMOHHON CUCTEME MEPCOHANBHBIX JaHHBIX

VYrposet HCJl B UCII[IH ¢ npuMeHeHueM NpOrpaMMHBIX M MPOTrpaMMHO-alNapaTHbIX
CPEICTB PEAIU3YIOTCS IIPU OCYLIECTBICHUN HECAHKLIMOHUPOBAHHOTO, B TOM YHCJIE CIIyYalHOTO,
J0CTyla, B pe3ylbTaTe KOTOPOTO OCYIIECTBISETCS HapylleHne KOH(UICHIMAIbHOCTU
(KonmupoBaHHE, HECAHKIIMOHMPOBAHHOE paCIpOCTPAHEHME), ILEJIOCTHOCTH (YHHUTOXKEHHE,
U3MEHeHue) 1 JoctynHocTty (Onokuposanue) [1/1H, v BkitoyaroT B ceOs:

yrpo3bl  JlocTyna (IPOHMKHOBEHHWsS) B  ONEpAlMOHHYIO Cpely KOMIIbIoTepa ¢
MCIIOJIb30BaHUEM MITATHOTO IPOrpaMMHOro oOecreueHusi (CpeiacTB ONEpalMOHHON CHCTEMBbI
WIY TPUKJIAHBIX IPOrPaMM OOIIETo MPUMEHEHHS);

yIpo3bl  CO3JIaHUSI HEWITATHBIX PEXHUMOB padOThl MPOrpaMMHBIX (IPOrpaMMHO-
amnmapaTHbIX) CpEICTB 3a CUeT MpeIHAMEPEHHBIX W3MEHEHHH CiIy)KeOHBIX JaHHBIX,
UTHOPHUPOBAHUS IPEAYCMOTPEHHBIX B IITATHBIX YCIOBUSAX OrPAaHUYEHHM HAa COCTaB M
XapaKTEePUCTHKH 00pabaTbiBaeMOil HHPOpPMAaLIUKU, UCKaXKEHUS (MOAU(HKAIINN) CAMHUX JAHHBIX U
T.IL;

yrpo3sl  BHEAPEHUS  BPENOHOCHBIX  IIporpamMM  (IpOrpaMMHO-MaTEMaTHYECKOIO
BO3JICUCTBUS).

Cocras anemenTtoB onucanus yrpo3 HC/I k unpopmanuu B8 UCII/IH npuBeaeH Ha pucyHke
3.

Kpome 3T0oro, BO3MOXKHbI KOMOMHHPOBAHHBIE YTPO3bI, MPEICTABIAIONINE cO00M coueTaHune
yKa3aHHBIX yrpo3. Hanpumep, 3a cyeT BHEIPEHHs BPEAOHOCHBIX IIPOTrPAMM MOTYT CO31aBaThCs
yenoBus uist HCJl B onepaniioHHyI0 cpelly KOMITbIOTEpa, B TOM 4YHUCIIe IyTeM (OPMHPOBAHUS
HETPaJULMOHHBIX HH()OPMAIIMOHHBIX KaHAJIOB 1OCTYTIA.



VYrpo3sl noctyna (IpoHUKHOBeHUs) B onepaunoHHyto cpeay MCIIIH ¢ ucnonszoBaHueM
HITaTHOTO MPOrpPaMMHOI0 O0ecledyeHus: pa3felsloTCs Ha Yrpo3bl HENOCPEICTBEHHOIO H
YAAJEHHOIO0  JIOCTyHa.  YTIpo3bl  HEMOCPEICTBEHHOIO  JOCTYNa  OCYLIECTBIISIFOTCS €
UCMOJIb30BAaHUEM  IPOTPAMMHBIX M IIPOrpaMMHO-AINIApaTHBIX  CPEACTB  BBOJA/BBIBOJA
KOMIIBIOTEpA. YTPpO3bl YHAJIEHHOTO JAOCTYyIla PEAlU3YIOTCS C HCIOJb30BaHUEM IIPOTOKOJIOB
CETEBOTr0 B3aMMOJCHCTBUS.

Otu yrpossl peanusyrorcs otHocutenbHo MCII/IH xak Ha 0a3e aBTOMAaTHU3MPOBAHHOIO
pabouero Mecra, He BKJIFOUEHHOI'O B CETH CBSI3U OOILEro M0JIb30BaHUs, TAK U IPUMEHUTEIBHO KO
BceM MCII[IH, MMEIOIIMM MOJKIIOYCHHE K CETSIM CBSI3M OOIIEro IIOJIb30BaHUS U CETSIM
MEXyHAapOJAHOT0 HH(OPMALIMOHHOI'O OOMEHA.

Onucanue yrpo3 JocTyna (IMPOHUKHOBEHHUS) B OMNEPALMOHHYIO Cpely KOMIIbIOTEpa
(bopMabHO MOXKET OBITh MPEICTABICHO CIEAYIOLUIMM 00pa3oM:

yrpoza HCJl B UCII[An: = <uctoynuk yrpos3sr>, <ys3Bumocts HCII[E>, <cmocob
peanu3aluu yrpo3sl™>, <o0O0bEKT BO3JeHCTBHA (IIporpamma, MPOTOKOJ, IaHHbIE MU Ap.)>,
<JECTPYKTUBHOE JICMCTBHE>.
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Pucynoxk 3. Dnementsl onucanus yrpo3 HC/I x uadopmanuu B UCITIxn



Yrpo3sl co3maHMs  HEIITAaTHBIX PEXUMOB pabOThl MPOrpaMMHBIX  (TpOrpaMMHO-
amrmapaTHbIX) CpPeACTB - 3TO yrpo3sl "OTkaza B obcinyxuBanuu'". Kak npaBuio, 1aHHbIE YTPO3bI
paccmarpuBatorcss npumenutenbHo kK WCIIJJn Ha 0a3e JOKampHBIX M paclpeesIeHHBIX
UH(POPMALIMOHHBIX CUCTEM BHE 3aBHCUMOCTH OT HOIKIIOUEHHS HHPOPMALMOHHOTO oOMeHa. Mx
peanu3anus OOyCIOBJIIEHa TEeM, YTO MpH pPa3pabOTKe CUCTEMHOIO WM MPUKIAJTHOTO
IPOTPAMMHOTO OOECIIEYEHHUS HE YYHMTHIBACTCS BO3MOXKHOCTBH IpEIHAMEPEHHBIX JCHCTBHHA IO
[eJICHAIIPaBICHHOMY U3MEHEHHUIO:

COoJIep KaHus CITy>KeOHOH nH(OpMAIMK B TAKETaX COOOIEHHH, IepeaaBaeMbIX 110 CETH;

yCIIOBUN 00paOOTKHU JaHHBIX (HAalpuUMep, HITHOPUPOBAHKE OTPAHUYEHUI HA JJTUHY IakKeTa
COOOIIECHUS);

dbopMaToB TmpelCTaBiICHHUS MJaHHBIX (C HECOOTBETCTBUEM HM3MEHEHHBIX (HOpMAaTOB,
YCTAHOBJICHHBIX 11 00pabOTKH 10 MPOTOKOJIAM CETEBOTI'0 B3aUMOJICHCTBUS);

MIPOrpaMMHOTO oOecrieueHust 00pabOTKH TaHHBIX.

B pesynbrare peanuzanuu yrpo3 "OTkaza B 00CITYXKUBaHUH" MPOUCXOIUT MEPETOTHEHUE
OydepoB u OiokupoBaHHe Mpoleayp 00padoTKH, "3aluKiIuBaHHe" Mpouexyp 00padoTKu H
"3aprcaHue" KOMITBIOTEpA, OTOpAChIBAHHE MAKETOB cooOmieHui u jap. OnucaHue Takux yrpos
dbopManbHO MOKET OBITh MPEACTABICHO CIEAYIOIINM 00pa3oM:

yrpo3a "Otka3a B o0cimykuBaHUHU'": = <HCTOYHMK Yrpo3p>, <ys3Bumoctb WCII[In>,
<croco0 peanusaiy yrpo3sr>, <o0beKT Bo3aeicTBus (Hocutens [1/[H)>, <HemocpencTBEHHBIN
pe3yNIbTaT peain3airu yrpo3bl (epenoinenue 0ydepa, OIokupoBaHue IPOIEAYPHl 00pa0OTKH,
"3aruKIMBaHue" 00paObOTKH | T.I1.)>.

Yrpo3pl  BHEApEHUS  BPEAOHOCHBIX  MporpamMm  (IporpaMMHO-MaTEMaTHYECKOIO
BO3/ICHICTBUS) HEIENIecO00pa3HO OMUCHIBATh C TOW K€ AETaJbHOCTHIO, YTO M BBINICYKAa3aHHbBIC
yrpo3bl. DTO 00YCIOBIEHO TEM, UYTO, BO-TIEPBbIX, KOJUYECTBO BPEAOHOCHBIX MIPOrPaMM CErOIHS
y’K€ 3HaYMTEIbHO MPEBBIIIAET CTO ThICSY. BO-BTOPBIX, PH OpraHU3aIlM 3aUThl MHQOpMAIH
Ha [IPaKTUKE, KaK MPAaBUIIO, TOCTATOYHO JIUIIb 3HATh KJIACC BPEIOHOCHON MPOrpaMMBbl, CIIOCOObI
U TOCJEJCTBUS OT ee BHeApeHHs (MH(UIUpOBaHHUs). B CBA3M ¢ 3TUM Yrpo3bl MPOrpaMMHO-
MaTemaruyeckoro BozaeicTBus (IIMB) dopmanbHO MOTryT OBITH MpPEACTaBICHBI CIEAYIOLIUM
obpa3zom:

yrpo3a I[IMB B UCII/IH: = <kjacc BpEJOHOCHOW MpOrpaMMbl (C yKa3aHUEM CpEJIbl
oOuTaHus)>, <UCTOYHUK Yrpo3bl (HOCHTEIb BPEJOHOCHOH mporpammsl)>, <crmoco0
MH(QUIUPOBAaHUA>, <OOBEKT BO3JEHCTBUS (3arpy304yHbId CEKTOp, ¢aill u T.m.)>, <olucaHue
BO3MOXHBIX JECTPYKTHUBHBIX JCUCTBUIl™>, <JOMOJHUTENIbHAs UHPOpManus 00 yrpose
(pe3uIeHTHOCTh, CKOPOCTh PAaCHpOCTPaHEHUs, TOTUMOPPUUHOCTD U JIp.)>.

Hwmxe nmaercst oOmiast xapakTepUCTHKa HCTOYHHMKOB Yrpo3 0e30macHOCTH HH(OpMaLuH,
ySI3BUMOCTEM, KOTOpble MOTYT OBbITh HCIOJIb30BaHbI MpH peanuszauuu yrpo3d HCH, u
XapaKTEpUCTHKA  PE3yJbTAaTOB  HECAHKIMOHMPOBAHHOTO  WJIM  CIy4alHOro  JIOCTYyMa.
XapakTepucTuka CHocoOOB pealu3aldyd yrpo3 JaeTrcs MpH ONHUCaHUM Yrpo3 JIOoCTyma
(TPOHUKHOBEHHSI) B ONEPAILIIOHHYIO CPely KOMITbIOTEPA, YTPpo3 0TKa3a B 00CIYKMBAHUU U YTPO3
[IMB.

5.1. O6mas xapakTepucTHKa UCTOYHUKOB YIpO3
HECAHKIIMOHMPOBAHHOTO JAOCTYIa B HH(OPMAIIMOHHON cHCTEME
MEPCOHAIBHBIX JaHHBIX

Ucrounnkamu yrpoz HCJI 8 UCIT/IH MoryT OBITH:
HApYLIUTETD;

HOCHUTEINb BPEIOHOCHOW MTPOrpaMMBl;

arraparHas 3aKJjajKa.



VYrpo3sl Oe3omacHocty IIJIH, cCBsi3aHHBIE C BHEIPEHHWEM aNNapaTHBIX 3aKIaJIoOK,
ONpEENAIOTCS B COOTBETCTBHM C HOPMATHBHBIMU JIOKyMeHTamMH DenepalibHON CIy»KObl
6e3onacHocTu Poccuiickoit denepaniny B yCTaHOBIEHHOM €10 MOPSIIKE.

[To Hanmuumio mpaBa MOCTOSHHOTO WJIM Pa3oBOr0 JOCTYIa B KOHTpohupyemyo 30HY (K3)
NCTI/Ix HapymnTeny noapasaessitoTcs Ha Ba TUIIA:

HapymuTenau, He uMmeromue aocryna Kk UCII/H, peanusyromue yrpo3sl U3 BHEIIHUX CETEH
CBSI3U OOIIET0 MOJB30BaHUSA M (WIM) CeTe MEXIYHapOIHOro HH(POPMAIMOHHOTO OOMEHa, -
BHEILIHHE HApYIIUTENH;

Hapywmutenu, wumeromue goctyn k  HWCII[An, Brmouas mnonws3oBareneit WCIIH,
peanusyonue yrpo3sl HenocpeactBeHHo B UCII/IH, - BHyTpeHHHE HAPYIIUTEIH.

BHemHuMu HapyHMIUTEIIMUA MOTYT OBITh:

pa3BeabIBaTEIbHBIC CITYKOBI TOCYIapCTB;

KPUMUHAJIbHBIE CTPYKTYPBI;

KOHKYPEHTHI (KOHKYPHUPYIOIINE OpraHU3aIin);

HEZ00POCOBECTHBIE MAPTHEPHI;

BHEUTHUE CYOBEKTHI ((PU3nUecKue IuIa).

Bremnuii HapyImmTens UMeeT CIEAYIOIHE BO3MOKHOCTHU:

OCYUIECTBJIATh HECAHKIIMOHUPOBAHHBINA JTOCTYI K KaHAJIAM CBSI3H, BBIXOSIINM 32 MPEEIbl
CITY’)kKeOHBIX TTOMEIIICHUH;

OCYILIECTBISATh HECAHKIMOHMPOBAHHBIA JOCTYNl 4Yepe3 aBTOMAaTHU3UPOBAHHBIE pabouue
MecCTa, MOJKIIOYEHHbIE K CETSIM CBSI3M OOIIEro MOJb30BaHUS U (WJIHM) CETAM MEXKIYHapOJHOTO
nH(pOpMaIMOHHOTO 0OMEHa;

OCYIIECTBIISITh HECAaHKIMOHWPOBAHHBI JOCTYl K HWH(POPMALUU C HCIOIb30BAaHHEM
CIIEUUAJIbHBIX MPOrPaMMHBIX BO3JIEUCTBUI OCPEICTBOM IPOTPAMMHBIX BUPYCOB, BPEIOHOCHBIX
IpOrpaMM, aifOPUTMUUECKHUX WIIM IPOrPaMMHBIX 3aKJIaJ0K;

OCYILIECTBIISATh HECAHKIIMOHUPOBAHHBIM JOCTYH Yepe3 53JEMEHThl HH(POPMALUOHHOM
un¢ppactpykrypsl UCII/IH, koTOpble B Ipoliecce CBOEro *KMU3HEHHOro LUKJIa (MOAEpHU3ALUY,
COIIPOBO’KJICHUS, PEMOHTA, YTUIM3AIMK) OKa3bIBAIOTCS 3a MpeeslaMi KOHTPOJIUPYEMOH 30HBI;

OCYILIECTBISATh HECAHKIIMOHUPOBAHHBIM JOCTyn 4Yepe3 HWH(OPMALMOHHBIE CHCTEMBbI
B3aMMOJEHCTBYIOIUX BEIOMCTB, OpraHU3aluil U yupexaeHui npu ux noaxnodeHnn Kk UCII/IH.

B0O3MOXHOCTH BHYTpEHHEro HapyIIMTEIs CYHIECTBEHHBIM 00pa3oM 3aBHUCIT  OT
JNENCTBYIOIMX B IIPEJENaX KOHTPOJIUPYEMOM 30HBI PEKUMHBIX U OpPraHU3allMOHHO-TEXHUYECKUX
Mep 3alUThl, B TOM 4ucie No Jonycky ¢usmueckux sun K IIJ[H m KoHTpomo mopsaka
poBeIeHUs paboT.

BHyTpeHHne noTeHUuanbHbIE HAPYIIUTENNW MOJpa3AelsiloTcs Ha BOCEMb KaTeropuil B
3aBHCHUMOCTH OT CcI10co6a AOCTyNa U nojJHoMouuit focryna k I1J[H.

K mepBoii kareropuu OTHOCATCS JIMIA, UMEIOIINE CAaHKIMOHUPOBaHHbIN noctyn k MCIT/IH,
HO He nMeromue nocryna k IT/{a. K atomy Tvny HapymuTeneid OTHOCATCS JOKHOCTHBIE JINLIA,
oOecneunBaromue HopMaiabHoe pyHkuonuposanue UCII/IH.

JIu1o Toi KaTeropum MOXKeET:

UMETh JocTyn K ¢parmeHTam umHpopmanuu, coaepxameit [1/ln u pacnpocTpanstomnieiics
110 BHyTpeHHUM KaHaznam cBsi3u UCII1/Ix;

pacrniosrarate ¢dparmeaTamu uHbopManuu o Torosorud MCIIH (KkoMMyHHKaIMOHHOM
YaCTH MO/ICETH) U 00 UCIOIb3yEMBIX KOMMYHHUKAIIMOHHBIX IPOTOKOJIAX U UX CEPBHUCAX;

pacrojaraTb UMEHaMH U BECTH BBISIBIIEHUE TTApOJIel 3aperuCTpUPOBAaHHBIX TOJIb30BaTENEH;

U3MEHATh KoHpurypamnuio texuudeckux cpeacts MCII/IH, BHOCUTh B Hee MPOrpaMMHO-
anmnapaTHble 3aKJIaJKu U oOecreyuBaTh CbheM HHGOpPMAIUHU, HCIOJIb3YsS HEMOCPEICTBEHHOE
NoAKII0YeHUE K TexHuueckuM cpeacrsam UCIIJIH.

Ko BTOpoli kaTeropum OTHOCATCS 3apeructpupoBaHHbie mnoib3oBaTenu MCIIH,
OCYILECTBIISIOLINE OrpaHndeHHbINH qocTyn K pecypcam UCII/IH ¢ pabouero mecra.

JIuuo 3To# KaTeropuu:

o0JazjaeT BCeMH BO3MOXKHOCTSIMH JIHII TIEPBOIl KATEropuu;



3HAET, 10 MEHBIIEW MEpE, OIHO JIETAIbHOE UMsI IOCTYIIA,

oOnazaeT BCeMU HEOOXOAMMBIMH aTpuOyTaMH (HampuMep, mapojeM), 00ecreYrnBaIOIIUMU
JIOCTYII K HEKOTOpOMY IoAMHOkecTBY I1/1H;

pacriosiaraeT KOH(UIEHINAIbHBIMUA JAHHBIMHU, K KOTOPBIM UMEET JOCTYII.

Ero goctyn, ayreHTudukanus u mpaBa 1o JOCTYIy K HEKOTOpoMy noamHoxecTBy I[1/1H
JIOJIKHBI PETJIAMEHTUPOBATHCSA COOTBETCTBYIOIMMH IIPAaBUIIAMU Pa3rpaHUYECHHS JOCTYIIA.

K Tperbeli kareropum OTHOCATCS 3aperucrpupoBaHHblie mosb3oBarenn WCII/IH,
OCYILECTBIIAIONIME YyAaldeHHbIH noctyn K IIJI[H mo jokanbHBIM M (WIM) pacHpeeseHHbIM
UH(POPMALIMOHHBIM CUCTEMaM.

JIuuo 3To# KaTeropuu:

o0J1ajjaeT BCeMH BO3MOKHOCTSIMH JIUII IEPBOM M BTOPO KaTeropui;

pacniosaraet uHpopManumern o Tomosorun MCIIJlH Ha 06a3e jokanpbHOW W (WJIN)
pacripeniesieHHOH HWH(OPMAIIMOHHON CHCTEMBI, Yepe3 KOTOPYIO OCYLIECTBISIETCS JIOCTYI, U O
coctaBe TexHuuyeckux cpencts UCIH;

UMEEeT BO3MOXHOCTh MpPsAMOro ((pu3Hueckoro) aocryna K (parMeHTaM TEXHHUYECKHX
cpeacts UCII/IH.

K uerBeproil kareropuu OTHOCSTCS 3aperucrpupoBaHHble mnonb3oBarenu HCIIH ¢
HOJTHOMOYHSAMH aJIMMUHUCTpaTOpa 6e3onacHocT cermMeHTa (pparmenta) UCII 1.

JInno 3TOM KaTeropuu:

o0J1ajjaeT BCeMH BO3MOKHOCTSIMU JIUIL ITPEIBIIYIINX KaTeropuii;

oOmajgaer TmMONHOW WHPOpPMAMEHl O CHCTEMHOM M TPUKIAJHOM IPOTPAMMHOM
obecrnieueHnH, UCoab3yeMoM B cermente (pparmente) UCI/Ix;

oOmazaer MOMHON MH(pOpMAMel O TEXHUYECKUX CPEICTBAX M KOH(PHUTypalMu CeTMEHTa
(¢parmenta) UCII/H;

UMeeT JOCTYNl K CpeAcTBaM 3allUThl MH(MOpMAIMK U MPOTOKOJMPOBAHHUSA, a TAKXKE K
OTJeNIbHBIM 3JIEMEHTaM, UCIOJIb3yeMbIM B cermenTe (pparmente) UCIIH;

MMEEeT JIOCTYI KO BCEM TEXHHUYECKUM cpesicTBaM cermenTa (pparmenta) UCTI/IH;

obnajaer mpaBaMH KOH(UTYPUPOBAaHUS W aJMHUHHMCTPATUBHOW HACTPOMKH HEKOTOPOTO
MOJMHO’KECTBA TEXHUYECKUX cpencTB cermMenTa (pparmenta) MCII/IH.

K msroii kareropum OTHOCSTCS 3apEerMCTPUPOBAHHBIE IOJIB30BATENIN C IMOJHOMOYHUSIMHU
cucremHoro aamuaucrparopa UCIIIH.

JIuno sToi kareropuu:

o01aiaeT BCEMH BO3MOXKHOCTSMH JIMIL MPEABLAYIINX KaTEerOpHii;

obmajmaer monHOM uWHPOpManuell O CHUCTEMHOM M NPUKIAJAHOM MPOTrPaAMMHOM
ob6ecnieuenun UCIIn;

o0aziaet noaHON uHpopMalel o TeXHUYeCKUX cpeacTBax u koHpuryparuu UCII/H;

UMEeT JOCTYIl KO BCEM TEXHMYECKHUM CpelcTBaM o0paboTKM MHGOpMaluu U JaHHBIM
NCIIH;

oOnanaer mpaBaMu KOH(DUTypUpOBaHUS M AIMUHUCTPATUBHOM HACTPOMKH TEXHHUYECKHUX
cpeacts UCIT/IH.

CucreMHBIf  aIMUHUCTPATOp  BBIOJHAET  KOH(UTypUpOBaHME W  YOpaBleHUE
nporpamMubiM obecnieuenueM (I1O) u oGopynoBanuem, BKiItoyast 000pya0BaHHE, OTBEYAOIIEE
3a 0€30MacHOCTh 3allMIIAeMOro 00bEKTa: CpecTBa KpUNTorpaduyeckoi 3auTsl HHpopmanuu,
MOHMTOPHHIA, pETUCTPALNK, apXxuBaluy, 3amuTel ot HCJI.

K mrectoii kareropuu OTHOCSITCSI 3apETUCTPUPOBAHHBIE MOJIH30BATENN C MOJIHOMOYUSIMHU
aamuHuctpatopa 6e3onacaoctu UCIIH.

JInno 3TOM KaTeropuu:

o0ajaeT BCeMH BO3MOXKHOCTSIMH JIUIL TPEIBIIYIIHNX KaTerOpHii;

obnamaeT nmomHo# uHpopmanueit 06 UCII/IH;

UMeeT JOCTYN K CpeACTBaM 3alluThl MH()OpPMAIMM W TMPOTOKOJIMPOBAHUS M K YACTH
kmroueBbIx neMenToB MCII/IH;



HE HMEeT NpaB JOCTylMa K KOH(MUTYPUPOBAHUIO TEXHUYECKUX CPEICTB CETH, 3a
UCKJIFOUEHHEM KOHTPOJIbHBIX (MHCIIEKIIMOHHBIX).

AnmuHHCTpaTOp 0€30MacHOCTM OTBEYaeT 3a COOJIOJCHHE TpaBWII  pa3TpaHUYCHUS
JIOCTYIIA, 33 TEHEPALUIO KIIFOYEBbIX JIEMEHTOB, CMEHY Mapojieid. AAMUHUCTPATOp 0€30MacCHOCTH
OCYILECTBIISICT ayIUT TEX K€ CPEJICTB 3AIIUTHI 00BEKTA, YTO U CHCTEMHBIN aIMUHHUCTPATOP.

K cenpMoil Kareropum OTHOCATCA MPOTrPaMMUCTHI-pa3pabOTUMKKM  (IOCTaBILIMKH)
NPUKJIAJHOTO MPOTrPaMMHOI0 OOecrieueH s U JIUIA, 00eCIeUunBaIOIINe ero CONMPOBOXKICHUE Ha
3alIMIaeMOM OOBEKTE.

JInuo 31O KaTeropuu:

obnagaer MHpOpMaNHMEH 00 aaropuTMax M Iporpammax oO0pabOTKM HMH(pOpMAlHMH Ha
NCTIH;

o0iajaeT BO3MOXKHOCTSMU BHECEHHUS OIIMOOK, HENEKIapUPOBAHHBIX BO3MOYKHOCTEH,
INPOTPaMMHBIX 3aKJIaJI0K, BPEAOHOCHBIX Mporpamm B mporpammHoe obecneuenne VCIIAn Ha
CTaJuM ee pa3pabOTKH, BHEAPEHUS U COIIPOBOXKIECHUS;

MOXET pacmojaraTh Jr00bIMH (parmeHTamu uHGopmanuu o Tomosorun WCIIAa u
TEXHUYECKUX cpesicTBax o0paboTku U 3amuThl I1/]H, o6padaTeiBaembix B UCII/IH.

K BocbMOI Kareropuu OTHOCATCSA pa3padOTUMKU M JIMIA, OOECIEUMBAIOIIME MOCTaBKY,
COIPOBOKACHHUE U PEMOHT TexHUu4eckux cpencts Ha MCIT/H.

JInno 3TOM KaTeropuu:

obyajjaeT BO3MOXKHOCTSIMU BHECEHHUsS 3akiagok B TexHuueckue cpeactBa MCII[An Ha
CTaJIuy UX pa3pabOTKU, BHEAPEHUS U CONPOBOXKICHUS;

MOJXKET pacnojaraTb JrObIMH ¢parmeHTamu uHpopmauuu o Tomosorun HCII[AH wu
TEXHUYECKHUX CpelCTBaxX 00paboTku u 3amuThl nHpopmarmu B UCII/H.

VYKa3aHHbIE KaTerOpUU HapyLIMTENEH JOJDKHBI YUUTBIBATHCS IPU OLICHKE BO3MOXHOCTEHN
peanuzauuu Y BIT/IH.

Hocurenem BpelOHOCHON IporpaMMbl MOXKET OBITh anmapaTHbBIM 3JEMEHT KOMIbIOTEepa
WM IPOTPaMMHBIN KOHTeWHep. Eciaun BpeqoHOCHas mporpaMma He acCOLMUPYeTCsl ¢ Kakoi-Tnbo
IIPUKIJIATHOM TPOrPaMMOM, TO B KA4ECTBE €€ HOCUTEISI pACCMaTPUBAIOTCSA:

OTUYXKIaeMbI HOCHUTENb, TO €CTh auckera, ontudeckuii auck (CD-R, CD-RW), dmam-
NaMATh, OTYYK1a€MbIii BUHUECTED U T.IL.;

BCTPOEHHBbIE HOCUTENIN HMH(OpManuu (BUHYECTEPHl, MUKPOCXEMbI ONEPATUBHOW MaMATH,
IIPOLIECCOP, MHUKPOCXEMBI CHCTEMHOHM IIIaThl, MUKPOCXEMBI YCTPOWMCTB, BCTPaWBAaE€MBbIX B
CUCTEMHBIN OJIOK, - BMJI€OaJanTepa, CETEeBOW IUIAaThl, 3BYKOBOW IUIAaThl, MOJEMa, YCTPOMCTB
BB0/1a/BbIBOJIa MATHUTHBIX KECTKUX M ONTHUECKUX TUCKOB, OJIOKA MUTAHUS U T.II., MUKPOCXEMBbI
IPSIMOTO JIOCTYTA K MaMATH, IIMH Nepe/lauk JaHHBIX, IOPTOB BBO/A/BBIBOJIA);

MHUKPOCXEMBbI BHEIIHUX YCTPOWUCTB (MOHHUTOpA, KIaBHATYphl, IPUHTEPA, MOJIeMa, CKaHepa
U T.IL.).

Ecnu BpeoHOCHas ITporpamMma acCcoluupyercs ¢ Kakoi-1u00 MpUKIAAHON MporpaMMoi, ¢
daitnaMy, UMEIOLUIUMH OIpe/eJeHHbIE PACIIUPEHUsST WM WHBbIE aTpUOyThI, C COOOLICHUSIMH,
NepeJaBaeMbIMHU 10 CETU, TO €€ HOCUTENISIMHU SIBIISIOTCSA:

MAKEThI NepPe1aBaeMbIX 110 KOMITBIOTEPHOM CeTH COOOLIECHMIA;

¢aiinel (TEKCTOBBIE, rpadIecKre, UCTIOIHAEMBIE U T.].).

5.2. Obu1ast xapakTepUCTHKA YSI3BUMOCTEH HH()OPMAITMOHHON
CUCTEMBI IEPCOHANIBHBIX JAHHBIX

VI3BUMOCTE PIH(i)OpMaHI/IOHHOI;'I CUCTEMBI IIEPCOHAJIBHBIX MOAaHHBIX - HEAOCTATOK HIIN
ciaboe MeCTO B CHUCTEMHOM WM NPUKIAJHOM HPOTPaMMHOM (TIPOrpaMMHO-aNIapaTHOM)
o0ecrieueHn aBTOMATH3WPOBAaHHOW WH(POPMAIIMOHHONW CHCTEMBI, KOTOpPhIE MOTYT OBITh
HCIIOJIB30BAHLI AJId p€ain3aliiu yrpo3bl 6630HaCHOCTI/I NEPCOHAIBHBIX JaHHBIM.

[TprurHAMU BO3HUKHOBEHHUS YSI3BUMOCTEH SIBIISTIOTCSI:



OLMOKH MPU MPOSKTUPOBAHUHU M pa3pabOTKe MPOrpaMMHOrO (IPOrpaMMHO-aNnapaTHOIO)
obecreyeHus;

NpeJHAMEPEHHBIC JEHCTBHS 1O BHECCHHMIO YSA3BHUMOCTEH B XOJ€ IPOCKTUPOBAHHS H
pa3paboTKu IpOrpaMMHOro (IIPOrpaMMHO-aIIIapaTHOr0) O0ECTIeUeHus;

HENpPaBWIbHbIE HACTPOWKM MHPOTPAMMHOTO OOECIEeUeHHs, HENpaBOMEPHOE H3MEHEHUE
PEKUMOB PabOTHI YCTPOUCTB U MPOTPamMMm;

HECAaHKIIMOHMPOBAHHOE BHEIPEHHWE W HCIOJB30BAaHME HEYYTEHHBIX IPOTPaMM C
MOCIEAYIOIUM HEOOOCHOBAaHHBIM PACXOJIOBAaHHUEM pECypCcoB (3arpys3ka mpoleccopa, 3axBaT
OTIEPATUBHOW MaMSATH U MAMSTH HA BHEITHUX HOCHUTEIISX);

BHEJPEHUE BPEIOHOCHBIX MPOTpPamMM, CO3JAIOLIUNX YSI3BUMOCTH B MPOTrPAMMHOM U
POTPaMMHO-aNapaTHOM 00€CIIeYeHUH;

HECaHKUMOHUPOBAaHHbIE HEYMBIIIJICHHbIE JEUCTBUSA I0JIb30BAaTENCH, MPHUBOIALINE K
BO3HHUKHOBEHUIO YS3BHUMOCTEH;

coon B paboTe ammapaTHOrO W IPOrpaMMHOTO oOecriedueHHs (BbI3BaHHBIC COOSIMH B
DIIEKTPONUTAHUH, BBIXOAOM H3 CTPOs aIMapaTHBIX DJEMEHTOB B pe3yjibTaTe CTapeHHs |
CHW)KCHUSI HAJIeKHOCTH, BHEIIHMMH BO3JCUCTBUSMHU SJICKTPOMATHUTHBIX IMOJIEH TEXHHUYECKUX
YCTPOMCTB U Ip.).

Knaccudukanus ocaoBHbIx ysa3Bumocteid UCIT/In npuBenena Ha pucyHke 4.

Knaccubmkaumsa ysa3BUMOCTEN
NpOTPaMMHOI'O ODecIleueHus

IIo Tuny IIO I[Io sTany XM3HEHHOTO I[Io npuumHe I[lo xapakTepy
LMKJIa [IPOTPAaMMHOIO BO3HMKHOBEHUSA [IOCJIEOCTBUM OT
obecrnedyeHusa, Ha YA3BUMOCTN peanMszaluuM aTak

> [CucremMHOE KOTOPOM BO3HMKAET
10 YA3BUMMOCTb
> | HegocTaTkum F> | YazBumMmocTH,
MEeXaHM3MOB MCIIOJIb 3y EMEIe
> [[IpukagHoe F> | Ya3BuMocCcTH, ayTeHTubu- 0J1s
IpoTrpaMMHOE BO3HMKAaLIME Ha Kaumm IepenoJyIHEHU S
obecneueHre 3Tane oydepa
IPOEKTUPOBAHUSA
IPOIPaMMHOTO > |HenmocraTkn
obecrnedyeHmss BalMTH > | YasBuMoCTH,
Yy4deTHBIX JICIIOJIb 3y EMEIE
peanms3aumnmn sanmucen ojisa nomdopa
——> | IPpOTPaMMHOTI'O napoJjisa munm
obecneueHus UOEHTUOMKATO—
> | Hammume pa
MHCTAJIJIAUUM U byHKLMHI,
> | HaCcTpOoVKM IO3BOJIALIMX
IPOTPaMMHOTIO BBIIIOJIHATH > | Yas3BuMOCTH,
obecrneueHussa OEeCTPYKTUB— MCIIOJIb 3y EeMEIE
HBIE OJ19 M3MEeHEeHUS
OencTBUS npaB OOCTyIla
> | 0TCcyTCTBME > | Y43BUMOCTH,
IPOBEPKU MCIIOJIb 3y EMEIE
KOPPEKTHOC— OJid peaams3a-
T BXOIHBIX UMM aTaku
IaHHBIX "OTkazs B
obcayxmBaHUm"

Pucynok 4. Knaccudukamnus ysa3BumocTen
MPOrPaMMHOTO OOeCTIeUeHUs



Hwxke mnpeacraBieHa oOmias xapakTEpUCTHKAa OCHOBHBIX rpymm ys3Bumoctedd WCIIH,
BKJIFOYAIOITUX

YSI3BUMOCTH CHCTEMHOTO IIPOrpaMMHOr0 obecrieueHus (B TOM YHCIie MPOTOKOJIOB CETEBOTO
B3aUMOJICCTBHUS);

YSI3BUMOCTH TPUKIIATHOTO MPOTPaMMHOI0 obecriedeHusi (B TOM YHCIIe CPE/ICTB 3alllUThI
uHpOpMAaLINN).

5.2.1. OGmiast XxapaKTepUCTUKA ySI3BUMOCTEH CHCTEMHOTO
MPOrPaMMHOTO 00eCTIeUeHUs

VSA3BUMOCTH CHUCTEMHOIO MPOTrPaMMHOIO OOecledyeHUs: HeoOXOAMMO paccMaTpuBaTh C
IPUBSI3KON K apXUTEKTYpPE OCTPOEHUS BBIUNCIUTEIBHBIX CUCTEM.

IIpu 5TOM BO3MOXHBI ySI3BUMOCTH:

B MUKpomnporpammax, B npommuskax [13V, [II13V;

B CPEICTBaxX ONEPALMOHHON CHCTEMBI, IIPEIHA3HAYCHHBIX Ul YIPABICHUS JIOKAIbHBIMU
pecypcamu MCII/IH (oGecneunBaromux BBINOJIHEHUE (DYHKUMH yIpaBiIeHUS IPOLECCaMH,
naMsThlO, YCTPOMCTBAMM BBOJA/BBIBOJA, MHTEp(delicoM ¢ Moib3oBaTeneM M T.II.), ApaiiBepax,
YTUIIUTAX;

B CpEICTBAaX ONECPAllMOHHOM CHCTEMBI, IPEIHA3HAYEHHBIX JUIS  BBIIOJHEHUS
BCIIOMOTATENbHBIX (PYHKIUH, - yTHINTaX (ApXUBUPOBAHUS, AehparMeHTAIUH U Jp.), CHCTEMHBIX
oOpabaTbIBalOIIMX HporpaMMax (KOMIMJIATOpaX, KOMIIOHOBLIMKAxX, OTJIaJ4uKax M T.IL.),
nporpaMMax —IpeAOCTaBICHUS  IOJIb30BATEI0  JIONOJHUTENBHBIX  yCIyr (ClenuaIbHbIX
BapuaHTax uHTepdeiica, KaIbKyJIsATOpax, Urpax U T.N.), OMOIMOTEKaxX MpOLEeAyp Pa3lIUuYHOIro
Ha3zHayeHUs (OMOIMoTeKax MaTeMaTUYeCKuX QyHKIMHA, (PyHKIUI BBO/Ia/BbIBO/IA U T.J1.);

B CPEICTBaX KOMMYHUKAIIMOHHOTO B3aMMOJEHCTBHS (CETEBBIX CPEACTBAX) ONEPallMOHHOM
CUCTEMBI.

Va3BUMOCTH B MHKpONpOrpaMmMax M B CpPEACTBaX ONEPALlMOHHOW  CHUCTEMBI,
IpelHAa3HAYeHHBIX U1 YIpPaBJICHUS JIOKAJIbHBIMU pecypcaMM M  BCIIOMOTraTeJIbHBIMHU
(GYyHKLIUAMEI, MOTYT IPEACTABIATH COOOI:

GyHKIMM, TPOUEAYpbl, H3MEHEHHE IapaMeTPOB KOTOPBIX OIpPENEICHHBIM 00pa3omM
MO3BOJISIET MCIOJB30BaTh MX Ui HECAHKIMOHUPOBAHHOTO J0CTyna 0e3 OOHAapyXeHHMsS TaKHUX
M3MEHEHUH ONEPallMOHHON CUCTEMOM;

¢parmenTsl  kojma mporpamMm  ("meipel”, "mroku"), BBEJEHHblE  pa3pabOTUHKOM,
MO3BOJIAIOIIME  OOXOOUTh  MPOLENypbl  HMJIEHTU(UKALNUK, AayTeHTU(PUKALWU, MPOBEPKHU
LIEJIOCTHOCTH U JIp.;

OTCYTCTBHE HEOOXOJMMBIX CPEJCTB 3aIIMUTHI (ayTeHTU(UKAIMH, TPOBEPKU IEJIOCTHOCTH,
npoBepku (HopMaToB COOOIIECHHM, OIOKHMPOBAHUS HECAHKIIMOHMPOBAHHO MOJU(UIIMPOBAHHBIX
GyHKIMHN U T.11.);

omuOKH B mporpammax (B OOBSBICHMM NMEPEMEHHBIX, (QYHKIMHA M TpoOLenyp, B KoJax
porpaMM), KOTOpbIE MPHU OINPEAETICHHBIX YCIOBUSAX (HAIPUMEp, MPHU BBINOJIHEHUU JOTMUECKUX
Nepexo0B) MPUBOJAT K cOOSM, B TOM 4Hcle K c00AM (DYHKIIMOHUPOBAHUS CPEJICTB M CHCTEM
3alUThl HGOPMAIUH.

VS3BUMOCTH TPOTOKOJIOB CETEBOTO B3aWMOJICHCTBHS CBSI3aHBl C OCOOEHHOCTSAMH UX
IPOrpaMMHOM peanu3alii U OOYCJIOBJIEHBl OTPaHUYEHUSMU Ha pPa3Mepbl MPUMEHSEMOTro
Oydepa, HerocTaTKaMH MPOLEAYPhl ayTeHTU(UKAIIUH, OTCYTCTBUEM INPOBEPOK MPaBUIBHOCTH
ciyxeOHo# nHdopmanuu u ap. KpaTkas xapakTepucTuka 3TUX ysI3BUMOCTEH MPUMEHUTENBHO K
IPOTOKOJIaM MpHUBeieHa B TabauIe 2.



Tabnuua 2

VY S3BUMOCTH OTJICIBHBIX TPOTOKOJIOB CTEKA
npotokosioB TCP/IP, Ha 6a3e KoToporo GyHKIIHOHUPYIOT
I00ANbHBIE CETH OOIIETO MOJIb30BAHUS

HamMeHOBaHUE YpoBeHb HamMeHOBaHUE ConepxaHre HapyleHMsS
IPOTOKOJIA creka (xapakTepmucTUKa) H6eszomnacHOCTHU
IIPOTOKOJIOB YSI3BUMOCTU vHbOPMaLMM
FTP (File [IpUKIIanHOM, 1. AyTreHTUMOMUKALUS BO3MOXHOCTEL IepexBaTa
Transfer npencraBu- Ha 0ase OTKPBETOI'O IaHHBEIX YUETHOM 3allucCu
Protocol) - TeJIbHRIM, TexkcTa (maposan (mmeH
IIPOTOKOJI CeaHCOBHMI IIepeCcHanTCcsa B 3apernuCTPUPOBAaHHEIX
nepenaum HezaumdpoBaAHHOM IoJib30BaTesien,
dbanjoB o cetu BUIEC) napoJjeu) .
2. JocTyn mo [lonyyeHMe yIaJIEHHOT'O
YMOJIUaHMIO mocTyrna K XoCcTaM

3. Hanuume nByX
OTKPEITEIX I[IOPTOB

telnet - IpuknanHoM, |AyTeHTuOMKALMSA Ha BozsmMoOxHOCTE NepexparTa

[IPOTOKOJI npencraBu- fasze OTKPBEITOI'O IOAaHHEIX YYEeTHOM 3alMCHU

yIpaBJIeHUA TEeJIbHBIM, TeKCTa (Iaposmu [I0JIb30BATEJIA .

yIaJIeHHEIM CEaHCOBHM [IepecCHJIalnTCsa B [loslyyeHre yIaJjlIeHHOTI'O

TEPMMHAJIOM HezaumppoOBaHHOM OOoCTyIla K XOCTaM
BUIE)

UDP - OpoTokoJ |TpaHCHOPTHHM|OTCyTCTBME Bo3MOXHOCTE peanmsaumnm

nepenaum MexXaHr3Ma UDP-mTopMma.

IOaHHEIX Oes npenoTBpalleHua B pesynbTaTe oOMeHa

YCTaHOBJIEHUA neperpysok Oybdepa nakeTaMm NPOMCXOOUT

COenOVHEHUI CylLleCTBEHHOE CHIWXEHME

IPOM3BOOUTEJILHOCTHU
cepBepa

ARP - npotokon |[CereroM AyTeHTUbOMKALUMA Ha Bo3MoxHOCTE mHepexBaTa

npeobpaszoBaHmUsa fasze OTKPBEITOI'O Tpadrka OJIbL30BAaTEJIA

IP-ampeca B TekcTa (MHbOOpMaLUI BJIOYMEIUJIE HHMKOM

bmsMuecKumn [IepeceJiaeTCcsa B

ampec HezaumMppoOBaHHOM
BUIE)

RIP - npotrokoJ |TpaHCHOPTHHM|OTCyTCTBMUE BosmMoxHOCTB

MapUpyTHOM ayTeHTUudMKaLumUm [IepeHalnpaBJleHUa

nHOPMaLUM YIIPaBJIIAINX Tpadprka uyepes XOCT
coobmeHum 06 3JTOYMHBIIIJIEHHUKA
M3MEHEHMM MaplupyTa

TCP - npoTokoJ |TpaHCHOpTHHIM|OTCyTCTBUE CylmecTBeHHOEe CHUXEeHME

yIIpaBJIeHUA MexXaHM3Ma [IPOBEPKU CKOpOCTM OOMeHa U maxe

nepenaden KOPPEKTHOCTHU IIOJIHEIM pPas3pHB
3aloJIHEHMA IIPOM3BOJIbHEIX
CITyXeOHBIX COeIMHEeHUM I10
3aTr'0JIOBKOB IakeTa nporokoJyty TCP

DNS - npotokois |IIpuxknanHoy, |OTCcyTCcTBME CPEInCTB danpcubdmukaumsa orBeTa

YCTaHOBJIEHUA npencraBu-— [IPOBEPKMA DNS-cepsBepa

COOTBETCTBUA TeJIbHBIM, ayTeHTUOMKALUN

MHEMOHMYECKUX CeaHCOBHM [IOJIYYEHHEIX IaHHBIX

VMEH U CEeTEeBHIX
ampecos

OT MCTOYHMKA




IGMP - CeTeBoOl OrcyTcTBUE 3aBuUCaHME CUCTEM
IPOTOKOJI ayTeHTUdMKauUM Win 9x/NT/200

nepenauu coobueHum 06

cooBbumeHum o V3MEeHEHUU

Mapupy THU3aLum napaMeTpoBR MapupyTa

SMTP - [IpukianHoM’, OrcyTcTBUE Bo3MOXHOCTB

IIPOTOKOJI npencraBu-— IO OEPXKHA IonneJsiElBaHus COOOUEeHUM
obecrieueHus TeJIbHBI, ayTeHTubrnKaumum BIIEKTPOHHOM IIOUTH, a
cepBHUCa CeaHCOBHM 3aT0JIOBKOB TakXxe anpeca

IOCTaBKU coobueHuMn OTHNpPaBUTEeJId COOOWeHUS
cooBumeHuM I10

BIIEKTPOHHOM

noure

SNMP - [IpukanHoM, OrcyTcTBHUE Bo3MOXHOCTB

IIPOTOKOJI npencraesm— IO OOEPXKM TIEePerioJIHEHM A
yIIpaBJIeHUS TeJIbHBI, ayTeHTHubruKaumum IIPONYyCKHOM CHOCOOHOCTHU
MapupyTU3aTopa- | CEaHCOBEIM 3aT0JIOBKOB ceTu

MM B CEeTaX coobueHnn

s cucreMaTH3ali ONMMCAHWS MHOXKECTBA YS3BHMOCTEH HCHOJB3yeTcsl enuHas 0Oasa
nanHbix ysa3BuMmocTeit CVE (Common Vulnerabilities and Exposures), B pa3paboTke kKoTopoi
NPUHUMAIM YYaCTHE CIICIUAIMCTHl MHOTUX M3BECTHBIX KOMITAHWHA M OpPraHU3aIMi, TAaKHX KaK
MITRE, ISS, Cisco, BindView, Axent, NFR, L-3, CyberSafe, CERT, Carnegie Mellon
University, uactutytr SANS 1 T.1. DTa 6a3a JaHHBIX TOCTOSIHHO TOTIOJIHACTCS U UCIOIB3YETCs
npu  QopmupoBaHuu 0a3 JaHHBIX MHOTOUYHWCICHHBIX MPOTPAMMHBIX CPEICTB aHaIHM3a
3alIUIIEHHOCTH U, IPEKIE BCETO, CETEBBIX CKaHEPOB.

5.2.2. OOutas XapakTepUCTUKA YSI3BUMOCTEN MPUKIAHOTO
MIPOrpaMMHOT0 0OecreueHus

K mnpuknagHoMy nporpaMMHOMY OOECHEUEHHMIO OTHOCSTCA NPUKIIAJHBIE MPOrpamMMbl
001Iero MoJab30BaHUS U ClIeUaIbHbIE MPUKIIAIHBIE IPOTPAMMBI.

[TpuknaaHble mporpaMMbl OOIIETO MOJIb30BAHUS - TEKCTOBBIE U Irpa)uiyecKre peJaKTopshl,
MeAMa-porpaMMbl  (ayiMO- W BUJCONPOUTPHIBATENIM, MPOrpaMMHBIE CpEJCTBA IpUeMa
TEJIEBU3MOHHBIX NpPOTpaMM M T.I.), CHCTEMBbl yIpaBieHus 0a3aMu JaHHBIX, MPOrpaMMHBbIE
mw1aTGopmbl OOIIEro MOJIb30BAaHUS ISl Pa3pabOTKH MPOrpaMMHBIX NMpojaykToB (Tuma Delphi,
Visual Basic), cpeacta 3amuThl HHPOPMALIUU OOIIETO MOJIB30BAHUS U T.11.

CriennanbHble TPUKIIAJHBIE IPOrPAaMMBI - 3TO MPOTPaMMBbl, KOTOpbIE pa3pabdaThIBAlOTCS B
UHTEpecax pELIeHUs KOHKPETHBIX MNpHUKIagHbIX 3agady B jgaHHod WCII[IH (B TOoM umcne
IpOrpaMMHBIE Cpe/ICTBA 3aIUThl HH(pOpMaluy, pazpadbotanusie A KoHkpeTHor UCIIIH).

VY S3BUMOCTH MPUKIATHOTO MPOTPAMMHOTO 00€CTIeYeHHsI MOTYT MPEACTaBIATh COOOM:

GYHKIMM W TPOIENypbl, OTHOCSIIMECS K pa3HbIM MPUKIAAHBIM IporpamMmaMm u
HECOBMECTHMBbIE MEXAY co00i (He (PYHKIIMOHHUPYIOIIUME B OJHOM ONEpallMOHHON cpene) u3-3a
KOH(JIMKTOB, CBSI3aHHBIX C paclpeieIeHUEM PECypCOB CUCTEMBI;

GyHKIMU, TpOLEaypbl, H3MEHEHHE OINpENeJIeHHBIM 00pa3oM MapaMeTpoB KOTOPBIX
MO3BOJISIET MCMOIb30BaTh UX Ui MPOHUKHOBEHMs B omepamuonHyio cpeny VCIIJIH u BbI30oBa
IITaTHBIX (YHKLIUH OMEpanMOHHON CUCTEMBI, BBHIOJHEHUS HECAHKIMOHHUPOBAHHOTO JOCTYMa
0e3 00HapyKEHUS TAKUX U3MEHEHUH OMepalliOHHON CHCTEMOM;

¢parmenTsl  koma mporpamMm  ("meipel”, "mioku"), BBEJCHHbBIE  Pa3pabOTUHUKOM,
NO3BOJISIOIIME  OOXOOUTh  MPOLENyphl  MACHTHU(QUKALMK, AayTEHTH(QHUKALHUK, I[POBEPKU
LIEJIOCTHOCTH U JIp., IPEyCMOTPEHHBIE B ONIEPALIMOHHON CUCTEME;



OTCYTCTBHE HEOOXOIMMBIX CPEJCTB 3aIIMUTHI (ayTeHTU(UKAIMH, TPOBEPKU IEIIOCTHOCTH,
npoBepku (HopMaToB COOOIIEHH, OJIOKUPOBAHHS HECAHKIIMOHHPOBAHHO MOAUMDUIIMPOBAHHBIX
byHKUIMHT ¥ T.1L.);

omuOKH B Mporpammax (B OOBSBICHHHM TEPEMEHHBIX, (QDYHKIMHA W TPOIEIyp, B KoJax
pOrpaMM), KOTOPBIE MPHU ONPEACTCHHBIX YCIOBUSAX (HAIPUMED, MPU BBIMOJIHEHUN JIOTHUECKUX
NEPEX0I0B) MPUBOMAT K COOSM, B TOM YHCIIe K cOOSIM (PYHKIIMOHUPOBAHHSI CPEJICTB U CUCTEM
3alUThl MHQOPMAIMH, K BO3MOXKHOCTH HECAHKIIMOHUPOBAHHOTO AOCTYIA K HH(OPMAIIHH.

JlaHHBIE 00 YA3BHUMOCTSIX pa3pabaThIBAEMOTO M PACIPOCTPAHSIEMOrO0 Ha KOMMEPUECKOW
OCHOBE MPUKIAJAHOTO MPOrpaMMHOTO  obecnedeHus coOuparorcs, 0000maOTCI U
aHanu3upyroTes B 6aze nanHbpix CVE <*>,

<*> Benercs 3apyoexxnoit pupmoit CERT Ha kommepueckoi OCHOBE.

5.3. O6mmas xapakTepucTHKa
yIpo3 HEMOCPEICTBEHHOTO JOCTYIa B ONEPALUOHHYIO CpENY
MH(OPMALIMOHHON CHUCTEMBI IIEPCOHATLHBIX JaHHBIX

VYrpo3sl Joctyna (IPOHUMKHOBEHHUS) B  ONEPAlMOHHYIO Cpely KOMIIBIOTEpa H
HECaHKI[MOHMPOBAHHOIO focTyna K [IJIH CBsI3aHbI C 1OCTYIIOM:

K uHbOpMAMK M KOMaHAaM, XpaHsAIMMcs B 0a3oBoil cucteme BBOjaa/BhiBojga (BIOS)
HUCTI[JH, ¢ BO3MOXKHOCTBIO II€pexBaTa yIpaBICHMs 3arpy3KOd ONEPAaLMOHHOW CUCTEMBI U
HOJIy4EHUEM IIpaB JIOBEPEHHOI'O MOJIb30BaTENs;

B OIEPAIMOHHYIO CPEIyY, TO €CTh B cpeny (QYHKIIMOHUPOBAHHUS JIOKAIBHOW ONEPAIlMOHHON
cucteMbl oTnaenbHOro TexHuueckoro cpenctsa MCII[IH ¢ BO3MOKHOCTBIO BBIIOJIHEHUS
HECaHKIIMOHMPOBAHHOI'O JOCTYyMa IyTEM BbI30Ba IITATHBIX MPOrPaMM ONEPALMOHHON CHUCTEMBI
WIY 3aI1yCKa CMEeLUalIbHO pa3padOTaHHBIX IPOTPaMM, pealIU3yIOIINUX TaKue IeHCTBYS;

B cpeny (YHKIMOHUPOBAHUS MPUKIIATHBIX MPOTpaMM (HarpUMep, K JOKAJIbHON cucTeme
ylnpaBiieHus: 0a3aMu 1aHHBIX );

HEMOCPEACTBEHHO K HH(OpManuu mnonb3oBarens (K QailiaM, TEKCTOBOM, ayauo- HU
rpadudeckoil nHpopMaluH, MOJISAM M 3aMUCSAM B JIEKTPOHHBIX 0a3ax JaHHBIX) U 00YCIOBICHBI
BO3MO>KHOCTBIO HapyIlIeHUs €€ KOH(PUACHIINAIbHOCTH, LIEIOCTHOCTH U JOCTYITHOCTH.

OTH yrpo3bl MOTYT OBITH pEaNM30BaHbl B Cilydae MOIy4eHUs (PU3MUECKOro AocCTyma K
UCTIJn wnu, no kpaiiHeil mepe, kK cpeactBam BBoaa uHpopmauuu B WCIIJIH. WX MoxHO
00BEeTMHUTD MO YCIOBUSAM peaIN3aluy Ha TPU TPYIIIHL.

[lepBas rpymnma BkitouaeT B ceOs yrpo3bl, pealnu3yeMble B XOJ€ 3arpy3Ku ONeparioHHON
cUCTeMBl. DOTHU Yrpo3bl 0e30macHOCTH HMH(OpMaIMM HalpaBieHbl Ha IepexBaT Hapojiedl uim
UIEeHTU(OUKATOPOB, MOAU(PUKAIIMIO  MPOTPAaMMHOTO  oOecredeHusi  0a30BOM  CHCTEMBI
BBO/a/BbIBoAa (BIOS), mepexBar ympaBiieHUs 3arpy3Koil ¢ M3MEHEHHEM HEO0OXO0IuMOi
TexHosiornaeckoit nHpopmanuu s nonydenus HCJl B onepammonnyto cpeny UCIT/In. Yame
BCET0 TaKHe Yrpo3bl PEATU3YIOTCS C UCTIOIb30BAHUEM OTUYKIAEMbIX HOCUTENEH nH(pOpMaIUU.

Bropas rpynma - yrpossl, peaiun3yeMmMble IMOcie 3arpy3kd OIEpalMOHHON cpeabl
HE3aBHCHMO OT TOT0, KakKas MPHUKJIaJHas IPorpaMMa 3aIycKaeTcs MOoJIb30BaTeIeM. DTH yIPO3bl,
KaK IPaBUJIO, HAMPABJICHBI Ha BBIITOJIHEHNE HEMOCPEACTBEHHO HECAaHKIIMOHUPOBAHHOTO JIOCTYIa
Kk uHbopManuu. [Ipy momydeHHH AOCTyNa B OINEPALMOHHYIO Cpely HapyUIUTelb MOXKET
BOCIIOJIb30BaThCsSl KAaK CTAaHAAPTHBIMHM (YHKLHUSMHU OIEPAllMOHHON CHUCTEMbl MJIM KaKOH-IH00
MPUKIAJHON TMporpaMMbl OOLIEro MOJb30BaHUs (HampuUMep, CHCTEMBbI YIpaBiieHUs Oa3zaMu
JTAHHBIX), TaK U CHEIHAIbHO CO3AAHHBIMU JUIS BBIMOJHEHHS HECAaHKIMOHHPOBAHHOIO JIOCTYIIA
porpamMMaMu, HallpuMep:

IporpaMMaMu MPOCMOTpa U MOTUGPHUKAIINU PEECTPa;

IporpaMMaMu IIOMCKa TEKCTOB B TEKCTOBBIX (haillax MO KIIOYEBBIM CJIOBaM H
KOIIMPOBAHUS;

CrelMalbHBIMU IPOrpaMMaMu IPOCMOTpa U KOMMMPOBaHUS 3amnKceil B 0a3ax JaHHBIX;



nporpaMMaMu OBICTPOTO TMpocMoTpa Tpaduueckux (aiaoB, MX PEAAKTUPOBAHUS WIIH
KOIIMPOBAHUS;

nporpaMMaMu  IMOJJCPKKHA BO3MOXKHOCTEH pPEKOH(UTypaluu MPOTPaMMHON  CpeJibl
(mactporiku MCII/IH B uHTEpEeCcax HApYIIMTEN) U Ap.

Haxonern, TpeThsi rpymma BKIOYAeT B ce0s yrpo3bl, pean3anusi KOTOPBIX OMpeesseTcs
TeM, Kakas W3 INPHUKJIAJHBIX I[POrpaMM 3aIlyCKaeTcsl IOJb30BaTeNeM, WIM (PAKTOM 3amycka
10001 M3 MPHUKIAAHBIX HPOTrpaMM. bojbllas 4acTh TakKUX YIPO3 - 3TO YIpO3bl BHEAPCHUS
BPEIOHOCHBIX IIPOrPaMM.

5.4. O0mas xapakTepucTHKa yrpo3 0€30MacHOCTH
MEPCOHANIBHBIX JIAHHBIX, PEATMU3YEMBIX C UCIOJIb30BAaHUEM
MIPOTOKOJIOB MEXCETEBOT0 B3aUMOICHCTBUS

Ecmun UCITJIH peanmu3oBaHa Ha 0ase JIOKAJILHOW WJIM pacnpenesieHHON HH(OpMaIMOHHON
CHCTEMBI, TO B HEW MOTyT OBITh pPEaTM30BaHBI Yrpo3bl 0€30HMacCHOCTH WHGOPMAIHU ITyTEM
UCIIOJIb30BaHUS ITPOTOKOJIOB MEXCETEBOro B3aumoeicTBus. [Ipu 3ToM MoxeT o0OecreunBaThest
HCJ k II/In nnu peanu3oBbIBaThCs yrpo3a oTka3a B o0ciaykuBaHus. OCOOEHHO ONacHbl yrpo3bl,
korqa UCII[IH mnpencraBisier coOOH  pacnpeneneHHYI0 HHPOPMALMOHHYIO CHCTEMY,
MOAKIIOYEHHYI0 K CeTsAM OOIIero TModb30BaHMs W (WJIM) CETSIM  MEXIyHapOIHOTO
uHpopMaunoHHOrO oOMeHa. KilaccuduxanvoHHas cxema yrpo3, peaau3yeMbIX I10 CETH,
IIpUBE/ICHAa Ha PUCYHKE 5. B ee OCHOBY IOJIOXKEHO CEMb CIEAYIOUIMX MEPBUYHBIX MPU3HAKOB
KJ1acCU(PUKALIHH.

1. Xapakrep yrpossl. [lo 3ToMy nmpu3HaKy yrpo3sl MOT'YT ObITh ITACCUBHBIE U aKTHBHBIE.
[TaccuBHas yrposa - 3T0 yrposa, Ipu peajin3allii KOTOPOH HE OKa3bIBAeTCs HENOCPEACTBEHHOE
BaussHue Ha pabotry UCII/lH, HO Moryr OBbITh HapyII€Hbl YCTAHOBJICHHbIE IpaBHJIa
pasrpanndenust gocryna K [I/[H mam cereBeiM pecypcam. IIpumepom Takux yrpos sIBISETCS
yrpo3a "AHanu3 cereBoro Tpaduka', HampaBlieHHas Ha MPOCITYIIMBAHHUE KAaHAJIOB CBSI3H U
nepexBar nepeaaBaeMoil HHPOpMaLnu.

AKTHUBHasl yrpo3a - 3TO yrpo3a, cBsi3aHHas ¢ Bo3zeiictBueM Ha pecypcel MCIIH, npu
peanu3alMM KOTOPOM OKa3bIBae€TCsl HEMOCPEJACTBEHHOE BIMAHHE Ha paboTy CHUCTEMbI
(u3MeHeHrne KoH(pUTrypalnuu, HapylieHHe paboTOCIOCOOHOCTH W T.A.), W C HapylIeHUEM
YCTaHOBJIEHHBIX MpaBWJ pasrpaHudeHus aoctyna K IIJ[H wimm cereBsiM pecypcam. IIpumepom
Takux yrpo3 sBisierca yrposa "OTka3 B oOcmyxuBaHuu', peanuszyemas kak "mropm TCP-
3anpocoB".

2. lenp peanuzauuu yrposbl. [1o 3ToMy nmpu3HaKy yrpo3bl MOTYT OBbITH HalpaBliEeHbl Ha
HapyleHHe KOH(QUACHINATBHOCTH, LIEJIOCTHOCTH U IOCTYITHOCTH MH(pOpMaLuu (B TOM YHCIe Ha
Hapymenue padorocrocooHocty UCII/IH unu ee a1nemMeHToB).

3. YcnoBue Hauana OCYyIIECTBIEHHS Ipoliecca peanu3auuu yrpossl. 1o aToMy npusHaky
MOJKET peajl30BbIBATbCA yTpo3a:

[0 3arpocy OT 00BEKTa, OTHOCUTEIHO KOTOPOrO peaau3yercss yrpo3a. B atom ciyuae
HapyIIUTEIh OXKUAAET IMepellayd 3ampoca ONpPEeNelIeHHOro TUIa, KOTOPbI U OyleT ycIoBHEM
Hayajia OCYIECTBICHHS HECAHKIIMOHUPOBAHHOTO JIOCTYIIA;



Knaccupurkauma yrpos Oes30NacHOCTM MHOOpMauum,

pealm3yeMblXx C MCIIOJIb30BaHMEM IIPOTOKOJIOB MEXCeTeBOI'O B3aVMOIEVICTBUS
B aBTOMaTM3VPOBAHHEIX CHUCTeEMax

Ilo xapakTepy o wenm Ilo ycrnoBMo Hadala Ilo Hamuumio oBpaTHOM IIo pacroJIOoXeHMUIO
BO3IOeNCTBUSA BO3IEeNCTBUSI npouecca peanmusaunmn cea3u ¢ MUCIHIOH cy®beKTa aTaku
YIPO3EL oTHOCUTeJIbHO JCIIIH
[ T T T 1
- _|_ -t - - - - ‘|_ I | r---- |‘ - - r- - - - I | r---° [ - -
\/ [ \/ || \/ | \/ || \/
I[TaccuBHEIE || YTpPO3E C HapylleHUEM | | YTPO3E, peanms3yeMele | C obpaTHOM CBA3LIO | | BHyTpUCEeTMEeHTHEE
KOHOMIOEeHUMAaJIbHOCTHU no szanpocy ot MCIIH
|| nHbopMaL M | | | Bes3 obpaTHOM | | MexcerMeHTHEe
AKTMBHEIE CcBA3M
J| | | YIpossl, peanm3yeMse | (omHOHamNpaBJIeHHas |
- - - - - - YTposel C HapylleHMeM IO HaCTYNJIEHUIO araka) - - - - - - - - - -
| LeJIOCTHOCTHU | | OXMIOAEMOT'O COOBITUS |
mHbopMaLIVIM B UCIOH
| | b
| |vrposm ¢ napymenyem | | |Besycnosnre [I0 YPOBHIO STAJIOHHOM MOIEJIA
LOOCTYIHOCTU BO3IOENCTBUSA B3aMMOIENCTBMSA OTKPHLITEIX CUCTEM
| mHbOPMaLU |
| e v/
YI‘pOBH C KOMILJIEKCHEIM r-—-—--~- - - - - - - - -
| BO3IENCTBMEM Ha | II0 COOTHOWEHMIO KOJIMYEeCTBa
mHGOPMALIVIO HapymmTeJey M XOCTOB, | Yrposu Ha ¢u3MueckoM
| | OTHOCHUTEJIBHO KOTOPHIX YPOBHE
peanmayioTcs yI'PO3b
e T TP \/ YTPO3H Ha KaHAJIbHOM
r---~—>----=-=-=--"=-"=-=-"=-"=-"=-=--=-=-°=-°-- == - - === - == - - —1| YpOBHE
| Yrpozsa "OmuH k onmHOMYy" Yrpoza "OmOuH KO PacnpenesyieHHEE || YTPO3H Ha CeTeBOM
MHOTM" (CKOOPOMHUPOBAaHHEE) YPOBHE
| YITPO3H |
YIpo3E Ha TPaHCIOPTHOM
L_ ypOBHE
e D C D D D o D D D D D D f f f f m MM m m M - e -2 J|
YTPO3El Ha CEeaHCOBOM
| YPOBHE
| YTpPO3H Ha
| IpernCcTaBUTEJIbHOM YPOBHE
YI‘pOSBI Ha IIPUKIIagHOM
| YPOBHE
L - - - - - - - - - - - - =

=

Pucynok 5. Knaccudukanuonnast cxema yrpo3 ¢ UCIOJIb30BaHUEM
IIPOTOKOJIOB MEKCETEBOI0 B3aUMO/IEHCTBHUSA



[0 HACTYIUICHHIO OXHJAeMOro COOBITUS Ha OOBEKTEe, OTHOCUTEIBHO KOTOPOTO
peanu3yercst yrpo3a. B aToM ciydae HapyHmIMTeNIb OCYLIECTBISIET MOCTOSHHOE HAOIMIOACHUE 32
cocrosiHueM onepannoHHoi cucreMbl UCII/IH u pu BO3HUKHOBEHUH ONPEIEIIEHHOTO COOBITHS
B 3TOM CUCTEME HAYMHAECT HECAHKIIMOHUPOBAHHBIN JOCTYIL;

0e3yciI0BHOE BO3JICHCTBHE. B 3TOM ciy4ae Hayajo OCYUIECTBJICHUS
HECaHKIIMOHUPOBAHHOTO JOCTYyMa 0E3yCIOBHO MO OTHOILICHUIO K IIETH JOCTYIA, TO €CTh yrpo3a
pean3yeTcsi HeMeIJICHHO U 0€30THOCUTEIBHO K COCTOSIHUIO CUCTEMBI.

4. Haimmume o6patnoii csizu ¢ UCIT/H. [To sToMy mpu3HaKy MpoLecc pealn3alnnu yrpo3bl
MOJKET OBITh C 00paTHOI! CBs3bI0 U 0€3 00paTHOM CBS3U. YTP0o3a, OCYLIECTBIsIeMast PU HATUYUU
obpatunoit cBs3u ¢ UCII[IH, xapakrepusyercs TeM, YTO Ha HEKOTOPbIE 3aIPOCHI, NepeaHHbIe Ha
NCTIdnH, HapymmuTeno TpeOyeTcs mosyduTh oTBeT. ClieoBaTeNbHO, MEXKIY HapyIIUTEIEM H
NCIIu cymiectByeT oOpaTHasi CBsi3b, KOTOpAs MO3BOJISIECT HAPYIIUTENIO aJeKBaTHO PearupoBaTh
Ha Bce u3MeHeHus, npoucxogsamue B UCII/H. B otinnune ot yrpos, peaan3yeMbIX PpU HAIUYUU
obparnoii cBs3u ¢ MCII/[IH, mpu peammzaumu yrpo3 0e3 oOpaTHOW cBA3M HE Tpelyercs
pearupoBaTrh Ha Kakue-1100 u3MeHeHus, npoucxosaiue B MCI1/IH.

5. Pacnonoxenue Hapymutens otHocutenbHo WMCII[In. B coorBercTBUHM ¢ 3TUM
IIPU3HAKOM YIp03a Peaau3yeTcs KaKk BHYTPUCETMEHTHO, TaK U MEXCETMEHTHO. CErMeHT CeTH -
¢usnueckoe oObenuHenne xoctoB (TexHuueckux cpenctB MCII[H mian KOMMYHUKAIIMOHHBIX
3JIEMEHTOB, UMerIIUX ceTeBoil aapec). Hanpumep, cerment MCII[H 06pazyeT COBOKYNHOCTh
XOCTOB, MOAKIIOYEHHBIX K cepBepy o cxeme "oOmas muHa". B ciydae, Kkorga UMeeT MECTO
BHYTPUCETMEHTHAsl YIpo3a, HapyIIUTEIh UMeeT (PU3NYECKUIl JOCTYI K anmapaTHbIM dJeMEHTaM
NUCIIdn. Ecam umeeT MeCTO MEXKCErMEHTHasi yrpo3a, TO HApYIIMTENb pacrojliaracTcsi BHE
NCTI/H, peanu3ys yrpo3y u3 aApyrou cetu uinu us apyroro cermerra UCII/IH.

6. YpoBeHb ATAJIOHHOM MOJENIM B3aMMOZEHCTBUSI OTKPBITHIX cucteMm <*> (ISO/OSI), na
KOTOpOM peanusyercs yrposa. Ilo 3TomMy npusHaky yrpo3a MOKET peaIu30BBIBATHCS Ha
¢u3znyecKkoM, KaHaJIbHOM, CETE€BOM, TPAHCIOPTHOM, CEAaHCOBOM, IIPEICTAaBUTEIBHOM U
npukiIaaHoM yposae moaenu ISO/OSI.

<*> Mexnynaponnas Opranusanus no Cranmaptuzanuu (ISO) npunsana crangapt [SO
7498, onuceiBaromMi B3auMOeCTBIE OTKPBITHIX cucteM (OSI).

7. CootHomienne konudectBa Hapymmtenei u anemeHtoB MCII/IH, oTHOcuTEnbHO
KOTOPBIX peanu3yercst yrposa. [lo 3ToMy npusHaky yrpo3a MOXeT ObITh OTHECEHa K Kilaccy
yrpo3, peaju3yeMbIX OJHUM HAPYLIUTEIEM OTHOCHTEIBHO OJHOTIO TEXHHUYECKOI'O CpEeCTBa
NCIIx (yrpo3a "oauH K OJHOMY"), cpa3y OTHOCHTEIbHO HECKOJIBKMX TEXHHYECKHX CPEICTB
UCTIJn (yrpoza "oauH KO MHOTMM") WM HECKOJIbKMMH HApYIIUTEISIMH C Pa3HBIX
KOMIIBIOTEPOB OTHOCUTEJIBHO OJHOIO WJIM HECKOJIbKMX TexHuueckux cpencts MCII/In
(pacnpeneneHHble UM KOMOUMHUPOBAHHBIE YTPO3bI).

C yueroM mpoOBeNEeHHON KiacCU(UKAUK MOXXKHO BBIICTUTh CEMb HamboJee 4YacTo
pean3yeMbIX B HACTOSIIEEe BpEMS yIpo3.

1. Ananu3 cereBoro Tpaduka (pUCYHOK 6).



MapmpyThsatop 1 MapumpyTtuaarop 2

TIpocnympnsanne
KaHanalcBA3N

XOCT HAapymHTens

Pucynok 6. Cxema peanuzanuu yrpo3ssl "AHalIu3 CETEBOIO
Tpapuka"

Ora yrposa peaqu3yeTrcsi ¢ MOMOUIbI0 CIEHHAIbHOM MPOrpaMMbl-aHAIN3aTOpa MaKEeTOB
(sniffer), nmepexBarpiBaroIeii Bce MakKeThl, MEepeJaBacéMble 10 CEIMEHTY CETH, M BbLAEISIOIIEH
CpeIu HHMX T€, B KOTOPbIX NEPENAlOTCs MIEHTU(UKATOpP IOJIb30BaTENd U €ro naposib. B xoze
peanu3alyy yrpo3bl HAPYLIMTENb U3Yy4aeT JOTUKY paboThl CETH - TO €CTh CTPEMUTCS MOJYYHUTh
OJIHO3HAYHOE COOTBETCTBUE COOBITUM, MPOUCXOIAIIMX B CUCTEME, U KOMAHJ, NEPEChUIAEMBbIX
IOpU 3TOM XOCTaMH, B MOMEHT IOSIBJICHHs JIaHHbIX COObITHH. B nanpHeiimeM 3T0 MO3BOJISET
3JIOYMBIIIJICHHUKY Ha OCHOBE 3aJaHUsl COOTBETCTBYIOLIMX KOMaHJ IOJY4YHUTb, HaIlpUMeEp,
IIPUBWIECTMPOBAHHBIE NIPAaBa Ha ACHCTBHS B CUCTEME WJIM PACIIUPUTh CBOU IIOJHOMOYMS B HEW,
NePEXBAaTUTh MOTOK IEPelaBaeMbIX JAHHBIX, KOTOPHIMH OOMEHMBAIOTCSI KOMIIOHEHTHI CETEBOI
OTNEPALIMOHHOM CHUCTEMBI, JUIsI W3BJICYEHUS KOHOQUACHIMATBbHOW WM WACHTU(DHUKAIIMOHHON
uH(popManuu (HampuMep, CTaTUUYECKUX MapoJiel Mojb3oBaTenedl uisl JoCTyna K yAajJeHHBIM
xoctam 1o nporokonam FTP u TELNET, e npenycmaTpuBatomiuM mu@poBaHue), ee moAMEHBI,
MOAUGUKAIIIH U T.II.

2. CKkaHUPOBaHUE CETH.

CymHocTh mpolecca peaau3aldd yrpo3bl 3aKIvaeTcs B Iepeadye 3alpocoB CETEBBIM
ciyxx6am xocroB MCIIIH u anamu3e oTBeToB OT HuX. Llenb - BbIsABIEHHE MCIIOJIB3YEMbIX
IIPOTOKOJIOB, JOCTYIHBIX MOPTOB CETEBBIX CIYX O, 3aKOHOB (POPMHUPOBAHUSA UICHTUPUKATOPOB
COEMHEHUH, ONpe/ieNIeHHe aKTUBHBIX CETEBBIX CEPBUCOB, MOJI00P UACHTU(HUKATOPOB U Mapoieit
MIOJIB30BaTENEH.

3. Yrpo3a BbIABIECHUS APOIISL.

Lenp peanuzanuu yrpo3bl coctouT B nonydennun HCJl myrem mpeomosieHus maposibHOM
3aIUTHL. 3JI0YMBIIUIEHHUK MOXET PEaJu30BBbIBaTh YIpO3y € MOMOIIBIO LIEJIOr0 Psiia METOMAOB,
TaKUX KaK MpocToi nepebop, mepedop ¢ MCHOIb30BaHUEM CHEIUAbHBIX CIOBapel, yCTaHOBKA
BPEIOHOCHOI MpOrpaMMBbl Ui IMepexBaTa Maposis, NoJMEeHa JoBepeHHOro oowvekra cetu (IP-
spoofing) u mepexsat makeToB (sniffing). B ocHOBHOM 151 peanu3amnuu yrpo3bl UCIIOIB3YIOTCS
CHEHUAJIbHBIE POIPaMMBbI, KOTOpBIE NBITAIOTCA IOJNYYUTh JOCTYI K XOCTY IIyTEM
nocie0BaTeNbHOro noadopa naposeid. B ciydae ycnexa, 370yMBIIUIEHHUK MOKET CO31aTh AJIs
ce0s "mpoxon" ans OyAymiero AocTymna, KOTOPHI OyaeT JeicTBOBaTh, Jake €CIM Ha XOCTe
M3MEHHUTH NapoJib JOCTYIA.

4. [TonMeHa toBepeHHOTr0 00BEKTa CETH U Mepeiada 1o KaHajlaM CBSI3U COOOILICHUN OT €ro
MMEHHU C TTPUCBOEHUEM €ro TpaB J0cTyma (PUCYHOK 7).



1. Xocr X Bener nabmonense 3a xocrami A 1 B 1 onpenesisier Hymepaumio
MAKeToOB COOOMERHH, HAYILYIO OT XocTa B

Xoct X - XOCT HapyBIMTENs

2. Xocr X noceutaer Ha XocT A cepuio TCP-3a11pocoB Ha CO3/IaHHE COENMHEHHS,
3aroJIHsAS TEM CaMbIM OUYEPEb 3aNIPOCOB C LIEJIBbIO BBIBECTH M3 CTPOS Ha HEKOTOPOE
BpeMs XOCT A

SYN,
1SSx
TCP-3anpoc Ha OTKPBITHE COSIIMHEHHS OT UMEHH XocTa A XocT B
SYN-6UT CHHXPOHHW3AaIMH HOMEDA MNOCIE0BATENBHOCTH
ISSx-npou3BOABHEIN HOMEP NOCIEAOBATELHOCTH
XOCT A BBIBEIEH M3 CTPOsA

v

OrseT xocTa B na TCP—3arM

SYN, ACK, ISSb XocT B
ACK(ISSx+1)
@%‘%ﬁ SYN-6uT CHHXPOHH3aLMK HOMEPA 110CTIEA0BATENIEHOCTH
N ISSb-npon3BoNBHEIH HOMEP NOCNEN0BATENLHOCTH X0CTa B

Xocer A ACK(ISSx-+1)-Homep nonreepxaenus npuema TCP-nakera ot
xocta A, paBHbIi ISSx+1

ASK(ISSb+1)-Homep noaTeepxaenns npuema TCP-nakera ot xocra B,
B KOTOPOM &TakyIOIn# ykassiBaeT nofoGpanHelii Homep ISSb+1

ACK, ISSx+1 -
ACK(ISSb+1) T -
- }(' ~ "ASK(ISSx+1)-HoMep Xoor B

cnenyromero TCP-nakera

-
-
P
-
-
-
-—
-
-

(\@

XocT A

OrcyterByeT coobuenne o paspeise TCP-coeinHenus oT
BBIBEJIEHHOTO K3 CTPOs XocTa A (TIaKeT ¢ 3aTIoNHEHHEIM
ciyxeGHbM 3arosioBkoM RST)

Pucynox 7. Cxema peanuzanuu yrposs! «IlonMeHa JoBepeHHOro 0OBEKTa CETH»

Takast yrpo3a 3(QeKkTHBHO peanu3yercs B CHCTEMaX, TJIe MPUMEHSIOTCS HECTOWKHE
QITOPUTMBl  MACHTU(GUKAIIMM W ayTEHTU(HUKAIMM XOCTOB, Mosib3oBatened u t1.4. Ilox
JIOBEPEHHBIM OOBEKTOM TIOHMMAeTCs OOBEKT CeTH (KOMIIBIOTEpP, MEXKCETEBOH OKpaH,
MapILIPYTU3aTOp U T.I1.), JIETAJIbHO MOAKIIOUEHHBINA K CEpPBEPY.



MoryT OBITh BBIJIEJIEHBI JIBE€ PA3HOBHIHOCTH IPOIECCA PEeATU3allUi YKa3aHHOM yrpo3bl: ¢
YCTaHOBJICHHEM U 0€3 YCTaHOBJIEHUS BUPTYAIbHOI'O COCTUHEHUSI.

[Iponiecc peanmu3anMu C YCTaHOBICHHEM BHPTYAJIBHOTO COCJMHEHUS COCTOUT B
IIPUCBOEHUU TIPaB JJOBEPEHHOT0 CyObhEeKTa B3aMMOJICHCTBUS, UTO MO3BOJISIET HAPYIIUTENIO BECTH
ceaHc paboThl ¢ 0OBEKTOM CETH OT MMEHU JIOBEPEHHOTr0 CyOheKTa. Peanuzaius yrpo3sl JaHHOTO
Tuna TpedyeT NpPeoAOJeHHUs] CHUCTEMbl HJEHTU(GUKAUUKW U ayTeHTU(UKALUU COOOIIEHUN
(mampumep, ataka rsh-ciyx6s1 UNIX-xocTa).

[Ipouecc peanuzanuu yrpo3sl 0€3 YCTAaHOBJICHHS BUPTYAIbHOT'O COEIMHEHUSI MOKET UMETh
MECTO B CETSAX, OCYIIECTBISIIOIIMX HICHTU(MUKAIMIO TEepPelaBaeMbIX COOOIIEHHI TOJBKO IO
ceTeBOMY ajpecy oTrnpaButeis. CynHOCTh 3aKJII0UaeTCs B Iepeade CyKeOHbIX COOOIICHH OT
UMEHHM CETEBBIX YIPABIAIONUX YCTPOWCTB (HAmpuMmep, OT HUMEHHM MapLIpyTH3aTOpoB) 00
W3MEHEHUU MapUIPYTHO-aIPECHBIX MaHHBIX. [Ipy 3TOM HEOOXOAMMO HUMETh B BHUIY, UTO
€/IMHCTBEHHBIMH HJICHTU(UKAaTOpaMH a0OHEHTOB U coequHeHus (1o nmpotokory TCP) sBistorcs
nBa 32-6utHbix mapametpa Initial Sequence Number - ISS (HoMep mocnenoBaTeabHOCTH) U
Acknowledgment Number - ACK (momep moarBepxaenusi). CiieoBaTeNbHO, IS
¢dopmupoBanus joxHoro TCP-makera HapymMTenro HEOOXOOUMO  3HaTh  TEKyILUe
UICHTU(PHUKATOPHI U JaHHOTO coenuHenus - ISSa u ISSb, rae:

ISSa - HekoTopoe uMCIEHHOE 3HAYEHHE, XapaKTepU3YIOIIee IMOPSAKOBBIA HOMEp
ornpasisiemoro TCP-makera, ycranaBnuBaemoro TCP-coenuHeHus, HWHUIMMPOBAHHOIO
XocToM A;

ISSb - HekoTropoe YHCICHHOE 3HAYCHHE, XapaKTePHU3YIOIIee MOPSAKOBBIA HOMEp
ornpaBisiemoro TCP-makera, ycraHaBiauBaemoro TCP-coemuHeHus, HWHHIIMHUPOBAHHOTO
xoctoMm B.

3nauyenue ACK (Homepa noarsepskaeHus ycranoBieHus TCP-coequHenus) onpenensercs
KaK 3Hau€HHE HOMeEpa, MOJYyUYeHHOTro OT pecrnoHeHTa ISS (Homep mociaenoBaTenbHOCTH) TUTFOC
enununa ACKb = 1SSa + 1.

B pesynbTare peanuzanuu yrpo3bl HAPYIIMTENb MTOJTyYaeT MpaBa I0CTYIa, yCTaHOBJICHHbIE
€ro MoJb30BaTeNIeM JJIsi JOBEPEHHOro aboHeHTa, K TexHumueckomy cpenactsy MCII[AH - nenn
yrpos3.

5. HaBsi3pIBaHUE JIOKHOT'O MapIIpyTa CETH.

JlaHHast yrpo3a peaqu3yercs OAHUM M3 ABYX CIIOCOOOB: MyTeM BHYTPHCETMEHTHOTO WIIU
MEKCEIrMEHTHOI'O HaBs3bIBaHMS. BO3MOXXHOCTh HaBA3BIBAaHUS JIOXKHOTO MapuIpyTa 00yclioBlIeHa
HEIOCTaTKaMH, MPHCYIIUMH aJrOpUTMaM MaplIpyTH3alud (B YacTHOCTH, H3-3a IPOOIIEMBI
UJCHTU(QHUKAIIMKA CETEBBIX YIPABIAIOLMX YCTPOWCTB), B pe3yibTaTeé 4Yero MOKHO IONAcTh,
HarpuMep, Ha XOCT WM B CETh 3JIOYMBIIIICHHNKA, T/l MOXXHO BOWTH B ONEPALMOHHYIO CPENY
TexHudyeckoro cpeacrsa B cocraBe MCIIJIH. Peanusaums yrpo3sl OCHOBBIBaeTcs Ha
HECaHKIIMOHMPOBAHHOM HCIIOJIb30BaHUU MpoTokosoB Mapupytuszauuu (RIP, OSPF, LSP) u
ynpasieauss cerbio (ICMP, SNMP) s BHeceHHMsT W3MEHEHUN B MAapIIPYTHO-aJIPECHBIE
tabmupl. [Ipu 3TOM HapymmTenro HEoOXOAMMO IMOCIaTh OT UMEHH CETEBOTO YIPABIISIOIIETO
YCTpOMCTBa (Hampumep, MaplIpyTH3aTopa) ynpasJsoliee coodieHue (pucynku 8 u 9).



1. Tlepenaua napywmutenem Ha xocT | noxuoro coobwenun no nporokony ICMP Redirect ot
WMEHH MapLIpyTH3aTopa | 06 H3MeHeHHN Tabnuusl

MapwpyTuzarop 1 Mapuupytnsarop 2

Jloxroe coobiuenne Cepsep
ICMP Redirect top.secret.com

Xoet 2 Xoct wapyumrens

2. TMaxeTs! Ha top.Secret.com HaNPaBIAKTCA Ha HECYLeCTRYIOMMH MapLpyTh3arop (XocT 2), a
CJICAOBATENBHO, CBA3H C tOp.SeCret.com Hapylaerca

TaGavna
MapUIPYTHIALNK

top.secret.com:
gateway=xocT 2

Cesép
top.secret.com

Pucynok 8. Cxema peanuzauuu ataku "HasizpiBaHHE J10KHOTO
Mapipyra" (BHYTPUCEIMEHTHOE) C UCIIOJIb30BaHUEM IIPOTOKOJIA
ICMP c uenpto HapylIeHUs CBSI3U

1. ®asa nepenaun noxuHoro coobuenus ICMP Redirect ot nMenrn mapmpyTisaTopa Ha xocT 1

Jloxuoe coo61ueHTue ICMP Redirect

B HAWTYYILIEM MapUIPYTe K XOCTY
top.secret.com

Xocr napyummrtens

2. dasa npuema, aHann3a, BO3ACHCTBUS U Nepeiadi nepexsaueHHON HHPOPMAIIM HA JIOKHOM
cepeepe

Xocr 1 nepenaer
NaKersl,
NPEAHA3HAYCHHEIC
top.secret.com, Ha

XOCT aTakyloLIero
XocT HapyHTes

ATakyiolmui oT HMEHH
xocta 1 nepesaer nakeTs
Ha top.secret.com

Cepsep top.secret.com

Pucynok 9. Cxema peanuzauuu yrpo3sl "Haps3piBaHue
JIO’)KHOTO MapiipyTa" (MEKCEerMEHTHOE) C IeJIbI0 TiepexBara Tpaduka



6. BHenpeHue 10)HOTro 00beKTa CeTH.

Dra yrpo3a OCHOBaHA Ha UCIOJb30BaHUHU HEJIOCTATKOB aJITOPUTMOB YIAJICHHOTO ITOKMCKa. B
ciIy4ae, eclii OOBEKThI CETH HM3HAYaIbHO HE HMMEIOT aJpecHOi WH(GOpMaluu APYr O JApYyre,
UCIIOJIL3YIOTCSl PA3JIMYHBIC MPOTOKOJIBI yhaJleHHOro mnoucka (Hampumep, SAP B cersix Novell
NetWare; ARP, DNS, WINS B cersax co crekom mpotokonioB TCP/IP), 3akmouaromniuecs B
nepegavye I0 CETH CIEIUATbHBIX 3alpOCOB M IOJYYCHHH HA HHUX OTBETOB C HCKOMOM
uHpopmanmeit. [lpu TOM cymiecTByeT BO3MOKHOCTH IepeXxBaTa HAPYIIUTEIEM IMTOUCKOBOTO
3alpoca M BBIJIaYU Ha HEro JIOKHOT'O OTBETA, UCIIOJIb30BAHUE KOTOPOTO IIPUBEIIET K TPeOyeMOMY
W3MEHEHHUIO MAapIIPyTHO-aJIPECHBIX JIaHHBIX. B JanbHelIneM BeCh NOTOK WH(MOpMAIUH,
ACCOLIMMPOBAHHBIH € OOBEKTOM-)KEPTBOH, OyIeT MPOXOIUTh Yepe3 JIOKHBIH OOBEKT CETH
(pucynku 10 - 13).

1. ®asa oxupanus ARP-3anpoca %
I

Mapuipytusatop

ATaxyolui npocaylussaer
KaHal, OXujas nepejavy
ARP-zanpoca

2. da3a peann3auuu yrposs

Xoct nepenaer Mepexsarus ARP-3anpoc, MapuipyTusatop

ARP-sanpoc aTaKyHOLWHH NEPelacT JOKHbIH
Hurepner

ARP-otBET

Xocer 1

3. dasa nprema, aHaTH3a, BO3ACHCTBHSA U Nepe/lauy nepexBaveHHoON HHopMaluy Ha
noxHom ARP-cepsepe

% MapupyTrsarop

Ces3b xocta l ¢
MapIIpyTH3aTOPOM IPOKCXOANT
4epe3 noxHell ARP-cepsep

Jloxupii
ARP-cepsep

Pucynok 10. Cxema peanuzanuu yrpo3sl "BHeapeHne J10KHOTO
ARP-ceprepa"



1. daza oxunanua arakyomumM DNS-3anpoca ot xocTa 1 (aTakyromuii HaXoAuTCA JHGO Ha XocTe
HapywwTens 1, 1u6o Ha XocTe HapyluuTens 2)

Cepsep
top.secret.com [N

MapupyTn3atop MapupyTisarop

Xoct Ha);iumenﬂ 1 XocT Hapy

2. (baza nepenayyu atakyrowmM JoxHoro DNS-oTseTa (aTakyomui HaxoauTcs 6o Ha XocTe
Hapymprens 1, nnbo Ha xocre HapywuTens 2)

< T 4
JIoxHBIA
DNS-3anp 0C HO)KHbIﬁ MapmpyT":;aTop MapmpyTHI!aTOP DNS'OTBeT
DNS-oTBeT

Pucynok 11. Cxema peanusanuu yrpo3s! «Brenpenune noxxHoro DNS-cepsepa»
myTteM nepexsata DNS-3anpoca



1. Hapywurens nepenaet HanpaenenHsiit wropM DNS-oTBeToB Ha xocT 1

MapupyTtHzarop

IlTopMm JIOXKHBIX
DNS-oTBETOB OT
uMenn DNS-

(xocT HapylHTENA)

2. Xoct 1 nocwinaer DNS-3anpoc u HemennenHo nosydaeT aoxHsii DNS-oTeeT

MapupyTtusarop

“fop.secret.com

IITopM JIOXKHBIX
DNS-0TBETOB OT

% umenn DNS-
DNS-3anpoc‘%¢) ) MapiupyTusarop cepsepa
DNS-cepgep
Xocr 1 T 2 JloxHbIH cepaep
(XoCT HapyLIHTENA)

3. ®a3a npuema, aHann3a, BO3ACHCTBHSA M NEPEfaiy NepexBaueHHON HHQOPMALK Ha IOXKHOM CepBeEpe

— esss

Mapuwpytn3arop

MapupyTrsarop MappyTtrsarop

Cepsep
.secret.com

&

DNS-cepsep

JloxHbii cepsep
(xocT HapymHTens)

Pucynok 12. Cxema peanuzalun yrpo3sl «BHeapeHue noxxHoro DNS-cepsepa»
nmyteM mTopma DNS-0TBETOB Ha KOMIIBIOTEP CETH



1. Hapymmurens co3faeT HanpaBleHHbIH TOPM J10XHBIX DNS-0TBETOB OT HMEHH OJIHOTO H3 KODPHEBBIX
DNS-cepBepoB ¥ IIpH 3TOM MPOBOLIPYET 3TOT CEPBEP Ha OTBET, Nockuias Ha Hero DNS-3anpoc

MapmymsaTop

- DNS-3anpoc Ha nouck
DNS-cepsep top.secret.com

Kopneoi

DNS-cepsep
XocT HapyuTens

2. DNS-cepaep nepenaer DNS-3anpoc Ha kopHesoit DNS-cepBep ¥ HeMEIUIEHHO NoMyqaeT NoxHbIH DNS-oTBeT OT
aTaKyIoLIero

Wwnrepner

Mizarop

Map%pymsa’rop

MapuipyTu3saTo
DNS-3anpoc PHiPY P

” HanpaBnerHsli ITOpM

noxHeIXx DNS-oTBeTOB
OT HMEHH KOPHEBOTO

=

DNS-cepsepa

DNS-cep

’ Kopnepoh
;e DNS-cepaep
P XocT HapymuTens

3. XocT HapymmTens u3MeHseT k3m-Tabmiy DNS-cepeepa n oGecrneurBaeT NpoxoxaeHue TpadHKa yepes
JoxHeli Cepsep top.secret.com

Y

mi& Cepsep
N top.secret.com
DNS-
Ko Tabnua DNS- TOS}>3SEIE?:§E"{1?S(())PIISIK
cepsepa ‘ .

top.secret.com:

DNS-oTBET € NOKHBIMA
1P anpec arakyiowero

CBEJICHHAMH O XOCTe
TOP.SECRET.COM

DNS-cepsep

Pucynoxk 13. Cxema peanuzaimu yrpo3ss! «Breapenue noxHoro DNS-cepsepay
nyteM mropma DNS-oteeroB Ha DNS-cepsep



7. OTKa3 B 00CTyXKHUBaHUU.

OTU yrpo3sl OCHOBAHBI HAa HEAOCTaTKaX CETEBOr0 IMPOTrPAMMHOIO O0OECleyYeHHs, €ro
YSI3BUMOCTSIX, MO3BOJISIOIIMX HAapYLIMTEIO CO3/aBaTh yCJIOBHS, KOTJa OIEpalMOHHAs CUCTEMA
OKa3bIBACTCSI HE B COCTOSIHUU 00pa0aThIBaTh MOCTYMAIOUINE TaKETHI.

MoryT OBITH BBIJICJIEHBI HECKOJIBKO Pa3HOBUIAHOCTEH TAKHX Yrpo3:

a) CKPBITBIA OTKa3 B OOCTY)KHBAHUH, BRI3BAaHHBIN MpUBJIeYeHHEM YacTH pecypcoB UCII/IxH
Ha 00paboOTKy MaKeTOB, NEpPEAaBaEMBIX 3JIOYMBIIUIEGHHUKOM CO CHH)KEHHEM IPOITYCKHOMH
CIIOCOOHOCTH KaHAJIOB CBSA3H, IIPOU3BOJUTEILHOCTH CETEBBIX YCTPOMCTB, HapylIEHUEM
TpeGoBaHUI KO BpeMeHH 00paboTKH 3anmpocoB. [Ipumepamu peanuzanuu yrpo3 noJ00HOTO poaa
MOTYT CIYXKWTb: HAIpPaBJICHHBIA IITOPM 3X0-3arpocoB 1o mnpoTtokony ICMP (Ping flooding),
mrropum 3anpocoB Ha ycranoBienue TCP-coenqunenwii (SY N-flooding), mropm 3anpocos k FTP-
CepBepy;

0) sBHBI OTKa3 B OOCITY)XMBAaHWH, BBI3BaHHBIA ucuyepnanueMm pecypcoB MCII[IH npu
00paboTKe MaKeTOB, MepeAaBacMbIX 3JIOYMBIIUICHHUKOM (3aHSTHE BCEH IMOJIOCHI MPOMYCKAHUS
KAaHaJOB CBSI3M, IIEPEIOJIHEHHE OYepeleil 3ampocoB Ha O0OCIY)KHMBaHHE), IPU KOTOPOM
JerajgbHble 3ampochl HE MOTYT OBbITh MepefaHbl 4Yepe3 CeTh H3-3a HEAOCTYIMHOCTH Cpeibl
nepegauu OO MOJy4yaroT OTKa3 B OOCIIy)KMBaHUM BBUJly IIEPEIIOJIHEHUSI OYepesieil 3alpocos,
JUCKOBOTO TPOCTPAHCTBA MaMATH U T.O. [IpuMepamu yrpo3 HaHHOTO THUIIAa MOTYT CIYXHUTb
mropMm mupokosemarenbubix [CMP-3xo0-3anpocoB (Smurf), nanpaBiaenusiii mropm (SYN-
flooding), mropm coob1ieHn TOYTOBOMY cepBepy (Spam);

B) SIBHBIM OTKa3 B OOCIYKHMBAaHWUHU, BBI3BAaHHBIM HapyLIEHHEM JIOTMYECKOW CBA3HOCTH
Mexnay TtexHudyeckumu cpenctBamu HWCIIJIH npu mnepemadye HapylIuTeleM YIPaBIISIOMIMX
COOOILIEHUN OT UMEHHU CETEBBIX YCTPOWCTB, MPUBOJAIIMX K U3MEHEHHIO MAapUIPYTHO-aJPECHBIX
nanHeix (Hanpumep, ICMP Redirect Host, DNS-flooding) wnm uaeHTHPUKATUOHHON U
ayTeHTU(UKAIIMOHHON MH(pOpMaLnu;

I) IBHBIA OTKa3 B OOCIYXXHBAHWH, BBI3BAHHBINA Nepeiadeil 3JI0yMbIIUIEHHUKOM MaKeTOB C
HecTaHnapTHbIMU aTpubyramu (yrpossl Tuma "Land", "TearDrop", "Bonk", "Nuke", "UDP-
bomb") unn uMmeromuUX JUIMHY, NPEBBIIIAIONIYI0 MaKCUMAaJbHO JOMYCTUMBIA pa3zMep (yrposa
tuna "Ping Death"), uro MoxxeT mpuBecTH K COOIO CETEBBIX YCTPOMCTB, YyYacTBYIOLIUX B
00paboTKe 3aIpoCcoB, IPU YCIOBUU HAJIMYMS OIIMOOK B MIPOrpaMMax, peau3yromuX MPOTOKOIbI
CETeBOro 0OMeHa.

PesynpraTom peanusanuu JaHHOM Yrpo3bl MOXET CTaTh HapylLIeHHE paboTOCIIOCOOHOCTH
COOTBETCTBYIOIICH CyKObI npegoctaBienus yaanennoro gocryna k [1JIn 8 UCIIJIx, nepengaya
C OJIHOTO aJpeca TaKOTro KOJIMYECTBA 3allPOCOB HA MOJAKIIOUYEHUE K TEXHUYECKOMY CPEICTBY B
cocraBe MCII/IH, kakoe MakCUMaJbHO MOXXET "BMeCTUTh' Tpauk (HampaBiIeHHBIH "MITOPM
3arpocoB"), 4To Bi€YET 3a cOOOW MepernosHeHNe OYepeid 3apoCcOB U OTKA3 OJJHOM U3 CETEBBIX
CIy)k0O WJIM TOJIHYI0O OCTAHOBKY KOMIIBIOTEpA M3-32 HEBO3MOXKHOCTH CHUCTEMBl 3aHUMAThCS
HUYEM JIpYTUM, KpoMe 00pabOTKH 3arpocoB.

8. Y naneHHsll 3ayCK MPUIIOKEHU.

VYrpo3a 3akmoyaerca B cTpeMieHMM 3anycTuTb Ha xocte MWCII/IH paznuusbie
IpeBApUTENILHO BHEJIPEHHbIE BPEAOHOCHBIE IMPOTPaMMbl: MPOrpaMMBI-3aKIa KU, BUPYCHI,
cereBble IMHUOHBI", OCHOBHAas 1€Jb KOTOPHIX - HapylleHHEe KOH(UICHIMAIBHOCTH,
LEJIOCTHOCTH, TIOCTYITHOCTH MH(POPMAIMK U MOJHBIA KOHTPOJIb 3a padoToil xocta. Kpome Toro,
BO3MOXKEH HECAHKIIMOHMPOBAHHBIA 3alyCK TMPUKIAIHBIX IPOrpaMM IOJb30BaTeNeH Ui
HECaHKIIMOHMPOBAHHOTO TIOJYYEHUS HEOOXOJMMBIX HApyLIUTEN0 JaHHBIX, Ui 3aIycka
YIPaBIIsAEMBIX IPUKIAJHONW IPOrpaMMOil IPOLIECCOB U JIp.

BriaensroT Tpu nmoakiiacca TaHHBIX yIpo3:

1) pactipoctpanenue (haiioB, comepKanux HeCAHKIIMOHNPOBAHHBIN UCTIOTHIEMBIN KO,

2) yoaJIeHHBIN 3ayCK MPUIIOKESHUS TIyTeM MepenoHeHUs Oydepa npriioKeHUuH-CepBEPOB;

3) ynaneHHBIM 3amycK IPWIOKEHUS IYTEM HCIOJB30BAHUS BO3MOYKHOCTEH YAAIEHHOTO
yIOpaBJICHUS CHUCTEMOM, NPEIOCTABISAEMbIX CKPBITBIMH MPOrPaMMHBIMM U  anmapaTHBIMU
3aKJIaKaMH JTH00 NCTIIOIb3yEMBbIMHU ITATHBIMH CPEJICTBAMH.



TumoBsle yrpo3bl MEpBOTO U3 YKa3aHHBIX IOJKIACCOB OCHOBBIBAIOTCS Ha aKTHUBH3AIUU
pacnpocTpaHsieMbIx (ailJioB Mpu ciydaiiHOM oOpaiieHuu K HuUM. [Ipumepamu Takux ¢aitioB
MOTYT CIYXKHUTbh: (pailiibl, comepKame UCIOMHSAEMbIH KOJ B BHJIEC MaKpPOKOMaH] (JOKYMEHTHI
Microsoft Word, Excel u T1.11.); html-g0KyMeHTBI, COACp Kalllie HCIIOIHSACMBIA KOI B BHIE
aneMeHTOB ActiveX, Java-anmiuieToB, MHTEPIPETUPYEMBIX CKPUINTOB (HAampuUMep, TEKCThl Ha
JavaScript); daiinbl, conepkamue HCHOJIHSAEMbIE KOIbI MporpaMM. J[is pacmpocTpaHeHHs
(ailioB MOTYT HCHOJB30BATHCS CIYXKObI AJIEKTPOHHOW IMOYTHI, Nepenaun (aiinoB, ceTeBoOit
(halI0BOM CHCTEMBI.

[Ipu yrpozax BTOpPOro MOJKIACCa MCIOJIB3YIOTCS HEJOCTAaTKU MPOTPaMM, Peau3yrOIIUX
CEeTeBbIE CEPBUCHI (B YaCTHOCTH, OTCYTCTBHE KOHTpPOJS mepernosHeHus Oydepa). Hactpoiikoit
CHUCTEMHBIX PETUCTPOB WHOT/IA YIAeTCs MEPEKIIOUUTh MPOIEccop TOCie TMpephIBaHMA,
BBI3BAHHOTO IepernojHeHneM Oydepa, Ha HCHOJHEHUE KOJa, COJEpKallerocss 3a TpaHUlei
Oydepa. [Ipumepom peann3alii TaKOW Yrpo3bl MOXKET CIYKUTh BHEPEHUE ITMPOKO N3BECTHOTO
"Bupyca Moppuca".

[Ipu yrposzax TpeTbero mojkjacca HapyIIUTENb HCIOJIB3YET BO3MOXKHOCTH YIAJICHHOTO
VIOpaBIEHUS  CHCTEMOH, MPEAOCTaBISIEMbIE  CKPBITBIMA  KOMIIOHEHTaMu  (Hampumep,
"tpostackuMu" mporpammamu THma Back Orifice, Net Bus) mmubo mrTaTHBIMH CpelncTBaMH
yIpaBiACHUS M aIMHHHUCTPUpPOBaHUs KommbioTepHbix cereit (Landesk Management Suite,
Managewise, Back Orifice u T.m.). B pe3ymbrate uUX HUCHOIB30BaHUS yHaeTCs TOOUTHCS
yIaJE€HHOTO KOHTPOJISI HaJl CTAHLIUEH B CETH.

CxeMaTH4HO OCHOBHBIE 3TAIbl PA0OTHI ATHX MPOTPAMM BBITIISIAT CICAYIOIIM 00pa3oM:

WHCTAJJISIUS B AMSITH;

OXKUJIaHUE 3ampoca C YNAIEHHOTO XOCTa, Ha KOTOPOM 3alylleHa KIHMEHT-IpOorpaMMa, M
0OMeH C Hell COOOIIEHUSIMU O TOTOBHOCTH;

nepeaada nepexBadyeHHON HHPOPMALIUU KIMEHTY WM MPEJOCTaBICHUE €My KOHTPOJISI HaJl
aTaKyeMbIM KOMIIBIOTEPOM.

Bo3MokHBIE TIOCTIENCTBUSI OT pealn3allii yrpo3 pPa3InYHBIX KJIACCOB TPUBEICHBI B
tabnure 3.

Tabnuma 3

Bo3MoxHBIE TOCTIEICTBUSI peaji3anu Yrpo3 pa3IMYHbIX KJIIACCOB

N Tuno ataku Bo3MorkHbBIE TOCTEICTBUA
o/

1 AHanu3 ceteBoro Tpaduka HccnenoBanne xapaKTEpUCTHK CETEBOTO
Tpaduka, mepexBaT IepeaaBaeMbIX
JTAHHBIX, B TOM YHCIIE HICHTU()UKATOPOB U
11apoJie MOJIb30BATENCH

2 CxaHnpoBaHUE CETH OnpeneneHre NPOTOKOJIOB, JOCTYIHBIX
MOPTOB CETEBBIX CIYkO, 3aKOHOB
dbopMupoBaHHs UJIEHTU(DUKATOPOB
COCIMHEHUMN, AaKTUBHBIX  CETEBBIX
CEPBHCOB, UACHTU(DUKATOPOB U Mapoiieit
10JIb30BATENEH

3 "ITaponbHas" aTaka BreimonHenue 1100010  JeCTPyKTUBHOTO
JIEHCTBUS, CBS3aHHOTO C IOJIYYEHHUEM
HECAHKIIMOHMPOBAHHOIO AOCTyNa




[TogmeHna moBepeHHOTO 0OBEKTA

CCTHU

N3Menenue Tpaccel — IPOXOXKICHUS
COOOIICHMUIA, HECAHKIIMOHUPOBAHHOE
W3MEHEHUE MapUIPYTHO-AIPECHBIX JTaHHBIX.
HecankumonupoBaHHbIN TOCTYI K CETEBBIM
pecypcaM, HaBS3bIBAHME  JIOKHOM
uHpopManun

Haps3p1BaHme J10:KHOTO MapmpyrTa

HecankimonupoBanHoe W3MCEHEHHE
MapHIpyTHO-aJIPECHBIX JaHHBIX, aHAIU3 U
MoaudUKaIMs TepeJaBaeMbIX JTaHHBIX,
HaBS3bIBAHUE JIOXKHBIX COOOIICHUH

BHe,I[peHI/IC JIO’KHOTO 00BEKTA CETH

[lepexBatr u mnpocMoTp Tpaduka.
HecankumoHupoBaHHbIN TOCTYI K CETEBBIM
pecypcaM, HaBS3bIBAHME  JIOKHOM
uH(popMalnuu

Orxka3s B YactuyHoe ucuepnaHue CHuXeHue MpONYCKHOM CIIOCOOHOCTH
o0city’)ku- | pecypcoB KAHAJIOB CBS3H, IPOU3BOIUTEIBHOCTH
BaHUU CeTeBBIX  YCTpoHCTB.  CHUKEHHE
IIPOU3BOJUTENBHOCTH CEPBEPHBIX
MIPUITOKEHU I
IlonHoe  wucuepnanue HeBo3MoKHOCTB Iepesiauu cCooOIIEeHU 13-
pecypcoB 3a OTCYTICTBHA JOCTyIma K Cpene
nepenayd, OTKAa3 B YCTaHOBJICHUU
coenquHeHus. OTKa3 B IPeNOCTaBJICHUU
cepBuca (3JIEKTPOHHON NOYTHI, (haitIoBOro
U T.J.)
Hapymenne normueckon HeBo3moxHOCTH Nepeauu, COOOIEeHNH n3-
CBA3HOCTH  MEXIY 34 OTCYTCTBUSL KOPPEKTHBIX MapLIPyTHO-
aTpuOyTaMu, JaHHBIMH, aJpecHbIX JaHHBIX. HeBO3MOXHOCTB
o0BeKTaMu MOJTyYEeHUS yCIIyr BBUAY
HECAHKIIMOHMPOBAHHOW  MOJU(UKAIIH
UJCHTU(YUKATOPOB, MApOJeH U T.11.
Hcnonb3oBaHue ommOoK Hapymenne paboTocrocoOHOCTH CETEBBIX
B IIporpaMmax YCTPOWCTB
VYnanen- |Ilyrem pacChUIKU Hapyiienue KOH(HIEHIINAILHOCTH,
HBII ¢aiinos, coaepKalUx L[EJIOCTHOCTH, TIOCTYITHOCTH MH(OpMaLIUn
3aIyCK JNECTPYKTUBHBIN
MIPUIIOXKE- | UCIIONHAEMBIM  KOJ,
HUI BUPYCHOE 3apAKECHUE

[Iyrem mnepenosHeHus
Oydepa cepBepHOro
PUIOKECHUS

[Tyrem wucnosbp30BaHUS
BO3MOXKHOCTEH
YAAJIEHHOTO YIPABICHUS
CHCTEMOH,
MPEIOCTABIISIEMBIX
CKPBITBIMU MPOTPAMMHBIMU
u arnmapaTHbIMU
3aKIagKaMU 0o
HCTOJIb3YEMbIMU
IITaTHBIMH CPEJICTBAMHU

CkpbITOE YIIpaBIECHUE CUCTEMOMN




[Tpornecc peanuszanuu yrpo3sl B 00IIEM Cllydae COCTOUT U3 YETHIPEX ITAIOB:

coopa uHbopmaruu;

BTOp’KEHUS (IIPOHMKHOBEHUSI B ONIEPALIMOHHYIO CPENY);

OCYULIECTBJIEHUSI HECAHKIIUOHUPOBAHHOTO JIOCTYIIA;

JIMKBUJIALIUU CJIEJIOB HECAHKIIMOHUPOBAHHOTO JOCTYIIA.

Ha srane cOopa uH(popmaly HapylUTeIss MOT'YT HHTEPECOBATh pa3InYHbIE CBEICHUSI 00
NCIIdn, B TOM yuce:

a) O TOMOJOTMH CeTH, B KOTOpod ¢yHKIMOHHpYeT cucrema. Ilpu s3TOoM Moxker
UCCIIEIOBAThCA O0JIACTh BOKPYT CeTH (HAampUMep, HapyIIUTeNlss MOTYT HWHTEpecOBaTh ajpeca
JIOBEPEHHBIX, HO MEHEE 3alllMIICHHbIX XOCTOB). JlJis ompeaeneHusi NOCTYIMHOCTH XOCTa MOTYT
UCTIOJIb30BaThCsl MPOCTEHIINEe KOMaHIbl (Hampumep, komanzaa ping s noceuiku |ICMP-
sanipocoB. ECHO REQUEST c¢ oxuganmem Ha HuXx ICMP-otBetoB ECHO REPLY).
Cy11ecTBYIOT YTHJINTBI, OCYLIECTBIISIOIINE MAPAJUIEIbHOE OMNPEEIIEHUE JOCTYIIHOCTH XOCTOB
(rakne kak fping), KOTOpble CHOCOOHBI MPOCKAHHPOBATH OOJBIIYI0 00JacTh aAPECHOTO
IPOCTPAHCTBA HA MPEIMET JOCTYIHOCTH XOCTOB 3a KOPOTKUH IPOMEXYTOK BpPEMEHHU.
Tomonorust ceTu 4acTo OIpenaesseTcsl Ha OCHOBaHHWM 'CueTdyMKa Y3J0B" (IUCTAHIIMHM MEXKIY
xoctamu). Ilpu 3TOM MOryT mpuUMeHATbCA Takue MeToibl, kak "monynsuuu TTL" u 3anucu
MapuipyTa.

Metox "monmymsiun TTL" peammsoBan mporpammont traceroute (it Windows NT -
tracert.exe) u 3akioyaerca B monynsauuu nons TTL IP-makeros. [[ist 3anucu mMapuipyra MOTYT
ucnoinb3zoBatbcsi ICMP-niakeTsl, co31aBaeMble KOMaHI0M ping.

COop undopmaruu MOKET ObITh TAK)KE€ OCHOBAH Ha 3ampocax:

Kk DNS-cepBepy o criricke 3aperucTprupOBaHHBIX (U, BEPOSITHO, aKTUBHBIX ) XOCTOB;

K MapiIpyTu3aTopy Ha ocHoBe mpoTokoia RIP 06 u3BecTHbIX MapiipyTax (MHbOpManus o
TOTOJIOTHH CETH);

K HEKOPPEKTHO CKOH(UI'YpUPOBAaHHBIM YCTPOHCTBAM, HOJAEP)KUBAIOLIMM IPOTOKOI
SNMP (undopmariys o TOOJIOTHUU CETH).

Ecnu UCIT[IH HaxonuTcs 3a MexkceTeBbIM dkpaHoM (MD), BoaMoxkeH cOop nHpopmanuu o
koHpurypauuu M9 u o tononoruu UCII/In 3a MO, B TOM uuncie nmyTeMm MOCBUIKYA MAKETOB Ha
BCE MOPTHI BCEX MPENoIaraeMbIX XOCTOB BHYTPEHHEH (3aluiaeMoil) ceTu;

6) o tune omnepauuonHo cucremMbl (OC) B MCIIJIH. Camblii U3BECTHBIH c€rOCOO
onpeaenenus tuna OC Xxocra OCHOBaH Ha TOM, 4TO pasauyHsle Tunbel OC no-pazHOMY
peanusytor TpeboBanus cranaaptoB RFC k creky TCP/IP. Dto mno3BosieT HapyUIUTEIIO
ynanesHo uaeHtuduuupoBath tun OC, yctaHoBieHHoi Ha xocte MCII[IH myTeM HOCBUIKH
cHenuralbHbIM 00pa3oM c(OPMUPOBAHHBIX 3alIPOCOB U aHAJIM3a MOJIYYEHHBIX OTBETOB.

Cy1ecTByOT CHEIUAIbHBIE CPEACTBA, PEAIN3YIOIIME AAHHBIE METOIbI, B YacTHOCTH,
Nmap n QueSO. MoXHO OTMETHUTh TakXke Takod Meroy omnpenenenus tuna OC, kak
NPOCTEHIINIA 3alIpOC HAa YCTAHOBIIEHHE COEMHEHMs 10 MPOTOKOY yJAJeHHOro JocTymna telnet
(telnet-coequuenus), B pe3ynbTaTe KOTOPOro MO "BHEIIHEMY BHAY" OTBETa MOKHO OMPEICTUTD
tunn OC xocrta. Hannune onpeneneHHbIX CEPBUCOB TAK)KE MOXKET CIY)KUTh JOIOIHHUTEIbHBIM
npu3HaKoMm 1 onpenenenus tTuna OC xocra;

B) 0 ()YHKIIMOHHPYIOIIUX Ha XOcTax cepBucax. OmnpeaeneHne CepBUCOB, UCIIONHAEMBbIX Ha
XOCTE€, OCHOBAaHO Ha METOJIe BBISBICHHUS "OTKPBHITHIX IOPTOB", HAMpPaBICHHOM Ha cOOp
uHpOpMaLUU O JOCTYHHOCTH Xocrta. Hampumep, ans ompenenenus pocrynaoctu UDP-nopra
HE00XO0UMO MOJIYUYUTh OTKJIMK B OTBET Ha nochliky UDP-nakera cooTBeTCTBYOIEMY MOPTY:

ecnu B oTBeT npuiwio coobmenue ICMP PORT UNREACHEBLE, To cooTBeTCTBYIOIIHIA
CEpPBHC HEJOCTYIICH;

€CIIM JAHHOE COOOIIEHNE HE MOCTYIIIIO, TO TTOPT "OTKPHIT".

Bo3moxHBI BechbMa pa3HOOOpaszHble BapuUalliyd HCIHOJIb30BAaHUS ITOrO0 MeTola B
3aBHCUMOCTH OT MCIIOJIB3yEMOT0 MPOTOKOJIA B cTeke npoTokoioB TCP/IP.

Jnst  aBromatm3anuu cbopa wuHpopmanuu 00 WCII[IH pa3paboTaHO MHOKECTBO
IIPOrPaMMHBIX CPEICTB. B kauecTBe mpuMepa MOKHO OTMETUTD CIEAYIOLIUE U3 HUX:



1) Strobe, Portscanner - onTHMH3UPOBAaHHBIC CPEICTBA OMPEACICHUS JTOCTYTHBIX CEPBUCOB
Ha ocHoBe ornpoca TCP-nopTos;

2) Nmap - cpeacTBO CKaHMPOBAHUS JOCTYIHBIX CEPBUCOB, NpeaHazHaueHHoe aiusi OC
Linux, FreeBSD, Open BSD, Solaris, Windows NT. SBasercs caMbpiM TNONYJISpHBIM B
HACTOSALIEE BPEMS CPEJICTBOM CKaHUPOBAHUS CETEBBIX CEPBUCOB;

3) Queso - BbicokoTOuHOE cpezacTBO ompenencaus OC X0CTa CeTH Ha OCHOBE TMOCHUIKH
LENU KOPPEKTHBIX M HEKOpPpeKTHbIX TCP-makeToB, aHanmu3a OTKIMKAa M CpPaBHEHUS €ro C
MHOKECTBOM H3BECTHBIX OTKIMKOB paznuyubix OC. JlaHHOEe CpeacTBO Takxke SBISETCS
HOMYJISIPHBIM Ha CETOAHSIIHUN JEHb CPEACTBOM CKaHUPOBAHUS;

4) Cheops - ckaHep TOIOJOTHH CETH IO3BOJISET MOJYYUTh TOMOJOTHIO CETH, BKIIOYAs
KapTuHy jaomeHa, obmactu IP-agpecoB um T.1. Ilpm stom ompenensiercss OC xocTa, a Takxke
BO3MOJXKHBIE CETEBbIE YCTPONCTBA (MIPUHTEPHI, MAPIIPYTU3ATOPHI U T.1.);

5) Firewalk - ckanep, HCIOJB3YIOMIMHA METOIBI MPOrPaMMBbI traceroute B HHTEpecax
aHanM3a OTKiMKa Ha I[P-makeTel [uig ompeaeneHUs KOH(PUTypalid MEXKCETEBOIO JKpaHa M
[IOCTPOEHHUS TOTOJIOTHU CETH.

Ha »rtame BTOpeHHsS UCCleyeTcs Hajludhe THUIIOBBIX YSI3BUMOCTEH B CHCTEMHBIX
CepBHCAaX WJIM OWIMOOK B AJMHUHUCTPUPOBAHUU CHCTEMbI. YCHEHIHBIM PpE3yJIbTaTOM
UCIIONIb30BAaHUsL  YA3BUMOCTEH OOBIYHO SIBISIETCS IOJYYEHHE MPOIECCOM HApYIIUTEINs
IPUBWIETUPOBAHHOTO PEXKMMa BbBIINOJHEHUS (JOCTyna K NPUBWIETMPOBAHHOMY PEXUMY
BBIMIOJTHEHHUS] KOMaHAHOTO MpOoIleccopa), BHECEHHE B CHUCTEMY YUYETHOW 3aIUCH HE3aKOHHOTO
MOJIb30BaTENs, MOJydeHue (aiiyia rmapoJied WM HapylleHHe pabOoTOCIOCOOHOCTH aTaKyeMoro
X0cTa.

DTOT 3Tanm pa3BUTHs Yrpo3bl, Kak MpaBmilo, sBisercs MHorodasusM. K ¢dazam mporecca
peanu3aiuy yrpo3bl MOTYT OTHOCUTHCS, HAIPUMED:

YCTaHOBJIEHHE CBSI3U C XOCTOM, OTHOCUTEIHHO KOTOPOTO peain3yeTcsl yrpo3a;

BBISIBIIEHUE YSI3BUMOCTH;

BHEJPEHNE BPEIOHOCHOM MpOrpamMMbl B HUHTEpecax pacIiupeHus Mpas u Jp.

Yrpo3bl, peanusyeMble Ha JTale BTOPXKEHHUS, MOAPA3IEISAIOTCS IO YPOBHSAM CTEKa
npotokosoB TCP/IP, mockonbky GOpMHUPYIOTCS Ha CETEBOM, TPAHCIIOPTHOM WJIM MPUKIATHOM
YPOBHE B 3aBUCUMOCTH OT UCIIOJIB3yEMOT'0 MEXaHNU3Ma BTOPKEHUS.

K TtunoBeM yrpozam, peanuzyeMblM Ha CETEBOM U TPAHCIIOPTHOM YPOBHSIX, OTHOCSITCS
TaKue Kak:

a) yrposa, HallpaBJICHHasl Ha IOJMEHY JOBEPEHHOT0 00BEKTA;

0) yrpo3a, HalpaBJI€HHAs Ha CO3/IaHUE B CETH JIOKHOI'0 MapILIPYTa;

B) YIpO3bl, HAIIPaBJIEHHbIE HA CO3[JaHUE JIO)KHOTO OOBEKTA C UCIIOJIb30BAHUEM HEJOCTATKOB
JITOPUTMOB YAAJIEHHOTO ITOMCKA;

r) yrpo3sl Tuma "oTkaz B oOCIyXHBaHUH', OocHOBaHHble Ha [P-nmedparmenrtanuu, Ha
dopmupoBannu HekoppekTHbIXx ICMP-3anpocoB (Hanpumep, ataka "Ping of Death" u "Smurf"),
Ha ¢opmupoBaHun HeKOppekTHbIX TCP-3ampocoB (araka "Land"), Ha co3manum "mrTopma"
nmakeToB ¢ 3anpocamu Ha coequHeHue (ataku "SYN Flood") u ap.

K TunossiM yrpozam, peanu3syeMbIM Ha NPUKIAJHOM YPOBHE, OTHOCSTCS YIPO3BI,
HarpaBJIeHHbIE Ha HECAHKIIMOHUPOBAHHBIN 3aITyCK MPUIIOKEHUH, YTPO3bl, pealn3alns KOTOPBIX
CBf3aHA C BHEIPEHHEM NPOrpaMMHBIX 3aKJIAaJOK (TUma "TPOSHCKUN KOHB'"), C BBISIBJICHHEM
napoJsie JocTyna B CETh WM K OIIPEJIEIIEHHOMY XOCTY U T.A.

Ecnu peanusanus yrpo3sl He MNpHHECTa HapYUIMTENI0 HAMBBICHIMX IpaB JOCTyNa B
CUCTEME, BO3MOXHBI MOMBITKH PACIIMPEHHS 3TUX IIPAB 10 MAKCUMAJIBHO BO3MOXKHOT'O YpPOBHSI.
J1J1s 5TOro MOTyT MCIOJIB30BAThCS YA3BUMOCTH HE TOJIBKO CETEBBIX CEPBUCOB, HO U YS3BUMOCTHU
CHUCTEMHOT'0 TpOrpaMMHOT0 obecrieueHust xoctoB MCIIaH.

Ha srtame peanu3zanuy HeCaHKUHOHHUPOBAHHOTO JOCTYINa OCYIIECTBISETCS COOCTBEHHO
JOCTHXEHHE LIETHN pealn3aly yrpos3bl:

HapylIeHne KOHPUACHIIMAIBHOCTH (KOTMPOBAaHUE, HETIPABOMEPHOE PACIIPOCTPAHCHHE);,

HapyLIeHUE LENOCTHOCTU (YHUUTOXKEHHNE, U3BMEHEHNUE);



HapyleHHe JOCTYIHOCTH (OJIOKUPOBAHHUE).

Ha srom xe »Tame, mocie yka3aHHBIX JEWCTBUH, Kak MpaBWio, (opMupyercs Tak
Ha3bIBaeMbId "depHBIM BXOA"' B BHUAEC OJHOTO U3 CEPBUCOB (JIEMOHOB), OOCIYKHBAIOIIHUX
HEKOTOPBIA MOPT M BBHINOJHSIOMIMX KOMaH/Abl Hapymutend. "HepHbld BXoa" OCTaBigeTCS B
CHCTEME B HHTEpecax 00eCTIeYCHUS:

BO3MOXXHOCTH IOJIYYUTh JIOCTYI K XOCTy, JaXKe €CIM aJMHUHHCTPATOp YCTPaHUT
MCIIOJIb30BaHHYIO JUJISl YCIIEIIHON peaanu3aluu yrpo3bl yA3BUMOCTb;

BO3MO>XHOCTH MOJYYHUTh TOCTYI K XOCTY KaK MOXHO 00Jiee CKPBITHO;

BO3MOXXHOCTH IIOJIYYUTh JOCTYI K XOCTYy OBICTpO (HE TIOBTOpSISI 3aHOBO IIPOLIECC
peau3aiuu yrposbl).

"YepHblli BX0[" MO3BOJISIET HAPYLIUTEIO BHEAPUTH B CETh WJIM HA OIPEJEIEHHBIN XOCT
BPEJOHOCHYIO IIporpaMMy, Hampumep, "aHanuzaTop napodei” (password sniffer) - mporpammy,
BBIJICJIAIONTYIO MOJIb30BATEIBCKUE UACHTU(UKATOPHI U MTAPOJIH U3 CETEBOroO Tpaduka npu padore
MIPOTOKOJIOB BBICOKOTO ypoBHS (ftp, telnet, rlogin u 1.1.). OOBeKkTaMu BHEAPEHUS BPEJOHOCHBIX
porpaMM MOTYT OBITH MPOTpPaMMbl ayTeHTU(DHUKAIMK ¥ UACHTU(DHUKAINH, CETEBHIC CEPBHCHI,
AJIpO OTEPAIIMOHHON cucTeMBl, (haiiiioBas cuctemMa, OMOIMOTEKH U T.1.

Hakonen, Ha 3Tane NUKBUAALMM CIEIOB peaM3alMU YTPO3bl OCYIIECTBISAETCS MOIBITKA
YHUUTOXKEHUS CIEAO0B AecTBUN HapymuTend. [Ipu 3ToM ynansiroTcsi COOTBETCTBYIOIINE 3aMTUCU
U3 BCEX BO3MOXHBIX KYPHAJIOB ayJHTa, B TOM YHCIE 3anucu o (hakre cOopa nHPOpMaIum.

5.5. O01as xapakTepucTHKa yrpo3
POTrPaMMHO-MaTEeMaTHYECKUX BO3JICHCTBUIA

IIporpaMMHO-MaTeMaTH4YECKOE BO3IEHCTBUE - 3TO BO3AEHCTBUE C IIOMOILIBIO BPEIOHOCHBIX
nporpamm. IIporpamMmMoil ¢ NOTEHUMANIBHO OIACHBIMU IIOCIEACTBUSMU WM BPEIOHOCHOU
OpOrpaMMOIl Ha3bIBAlOT HEKOTOPYIO CaMOCTOSATENbHYIO HpOrpaMMy (HabOp MHCTPYKIIH),
KOTOpasi ClocoOHa BBIMOIHATH JIF000€ HEMYCTOE MOAMHOXKECTBO CIENYIOIINX (QYHKIUI:

CKPBIBATh IIPU3HAKN CBOETO NMPUCYTCTBUS B IPOIrPAMMHOMN Cpelie KOMIIBIOTEPA,

o0naznaTe CMOCOOHOCTHIO K C€aMOAyOJMPOBAHMIO, ACCOLMHUPOBAHUIO C€€OSI € JIPYrUMHU
nporpaMMaMu U (MJIHM) TEPEeHOCY CBOUX ()parMeHTOB B HHBbIE O0JACTH ONEPATUBHOW HIIU
BHEIITHEH ITaMsITH;

paspymaTh (MCKaXaTh MPOU3BOJIBHBIM 00pa3oM) KOl IPOTrpaMM B ONEPaTUBHON MaMSATH;

BBINIOJHATh 0€3 HHUIMUPOBAHUS CO CTOPOHBI IOJIb30Barens (MOJIb30BaTENIbCKON
OporpaMMbl B IITAaTHOM DPEKUME €€ BBINOJIHEHUs) AECTPYKTHBHbIE (DYHKIMM (KOIMUpPOBaHMUE,
YHUUTOKEHUE, OJJOKUPOBAaHUE U T.I1.);

COXpaHATh (parMeHThl MHGPOpPMALMU M3 OMNEPaTHBHOM MaMsITH B HEKOTOPHIX OOJIACTSIX
BHEIIHEH MaMATH IpsIMOTo A0CTyMNa (JIOKaJbHBIX WIN yIAJICHHbIX );

UCKaXXaTh MPOM3BOJBHBIM 00pa3oM, ONOKMpPOBaTh M (WIM) MOJAMEHATh BBIBOJAUMBIA BO
BHEIITHIOIO TIaMATh WJIM B KaHaj CBS3M MAacCUB MH(pOpPMAIMH, 0OPa30BABIIUICS B pe3yjbTaTe
paboThI MPUKIJIAIHBIX IPOTPAMM, MIIH YK€ HAXOJIAIINECS BO BHEIIHEH MaMsATH MAaCCHBBI IaHHBIX.

BpenonocHble iporpaMMbl MOTYT ObITh BHECEHBI (BHEIPEHBI) KaK MPEIHAMEPEHHO, TaK U
cilyyaifHO B IporpamMMmHoe obecrieuenue, ucnonszyemoe B MICIIJIH, B mpouecce ero pa3paboTKy,
COTIPOBOXKACHMS, MOAU(PHUKAMU U HacTpoiiku. Kpome 3Toro, BpenoHOCHbIE MPOrpaMMbl MOTYT
ObITh BHeceHBI B mpolecce skcrutyatanuu MCII/IH ¢ BHEmIHUX HocuTened mHpopManuu Wiu
IIOCPEJICTBOM CETEBOr0 B3aumoneucTBuss kKak B pesynbrate HCJI, Tak wu ciaydaiiHO
nonb3oBaTensmu UCIIIH.

CoBpeMeHHbIE BpPEJOHOCHBIE MPOrPaMMbl OCHOBaHbl Ha MCIIOIb30BAaHUM YS3BHUMOCTEM
Pa3IMYHOTO poJia TMPOrPAaMMHOr0 obOecredeHus: (CHCTEMHOTo, OOIIero, NPHUKIATHOTO) H
pa3sHOOOpa3HBIX CETEBBIX TEXHOJIOTWMH, O00JIaAal0T HIMPOKUM CIEKTPOM JIE€CTPYKTHBHBIX
BO3MOXHOCTeH (OT HECAaHKIMOHMPOBAHHOTO wuccienoBanus mapamerpoB HWCII/IH  6e3
BMmemarenbcTBa B GyHknuonupoBanne WCII[AH, no yawutoxkenuss [IJlH m mporpamMHOrO



obecrieuenns MCII/IH) u Moryr neiicTBOBaTh BO BCEX BHUAAX HPOTPAMMHOTO OOecredeHus
(cucTeMHOro, NPUKJIAJAHOTrO, B ApaiiBepax anmapaTHOro 00eCceueHus U T.11.).

Hamnune B UCII[IH BpenOHOCHBIX MPOTpPaMM MOXKET CHOCOOCTBOBATH BO3HUKHOBEHHIO
CKPBITBIX, B TOM YHCJI€ HETPAJUIMOHHBIX KAaHAJIOB JOCTYyNa K HMH(pOpPMAlMH, MO3BOJISIOLIMX
BCKPBIBaTh, 00XOANUTH WM OJOKUPOBATH 3AIIUTHBIE MEXAaHU3MBI, IPEYCMOTPEHHBIE B CUCTEME,
B TOM YHCJIE TIAPOJIBHYIO U KPUIITOrpahuUIeCKyro 3aIluTy.

OCHOBHBIMU BUJAMH BPEAOHOCHBIX IIPOTPAMM SBIISIOTCS:

IIPOrPaMMHBIE 3aKJIa/IKH;

KJIACCMYECKHE ITPOrPaMMHBIE (KOMIIBIOTEPHBIE) BUPYCHI;

BPEJIOHOCHBIE ITPOrPaMMBbl, PAaCIPOCTPAHSIOLINECS IO CETH (CETEBbIE YEPBH);

JpyTUe BPEIOHOCHBIE IPOrpaMMBbl, peHa3HaueHHbIe 171 ocyiecTBiaeHuss HC/I.

K nporpaMMHBIM 3aKkjazKkaM OTHOCATCS MpPOrpamMmbl, ()parMeHTbl KOAA, WHCTPYKLUH,
dopmupyrolie  HEACKJIApPUPOBAaHHBIE  BO3MOXKHOCTM  NPOTPaMMHOTIO  oOecredeHusl.
BpenoHocHble mporpamMmbl MOTYT IEPEXOAMTH M3 OJHOIO BHJA B JAPYroW, HalpuMmep,
IIporpaMMHasi 3aKJIaJka MOXKET CIe€HEpUpOBaTh IPOrPAMMHBIN BUPYC, KOTOPBIH, B CBOO
ouepeslb, IONAB B YCIOBUS CETH, MOXET C(HOPMUPOBATH CETEBOrO 4YEpBA WM JPYTYIO
BPEIOHOCHYIO IIporpaMmy, IpeiHa3zHayeHHyo uist ocymectienus HC/I.

Knaccugukanus nporpaMMHBIX BUPYCOB U CETEBBIX UepBel MPECTaBIeHA HAa pUCYHKe 14.
KpaTkass xapakTepucTHKa OCHOBHBIX BpPEJOHOCHBIX MPOrpaMM CBOJUTCS K CIEIYIOILIEMY.
3arpy3o4yHble BUPYChI 3alHMCHIBAIOT ceOs JIMOO B 3arpy304Hblii cexTop aucka (boot-cextop),
00 B CEKTOp, COAEPIKAIIMUA CUCTEMHBIN 3arpy3unk BuHYectepa (Master Boot Record), nmu6o
MEHSIIOT yKa3aTellb Ha aKTUBHBIA boot-cexTop. OHM BHEPAIOTCS B MAaMATh KOMIIBIOTEpA IpU
3arpy3ke ¢ MHQUIMPOBAHHOIO 1ucKa. [Ipy 3TOM cHUCTEMHBIN 3arpy3urK CUUTBHIBAET COEPKUMOE
IIEPBOrO0 CEKTOpa JHNCKAa, C KOTOPOTO IIPOM3BOAUTCS 3arpys3ka, IOMEIIAET CUHUTAHHYIO
uH(popMaIrIo B IaMATh U TIEpeaeT Ha Hee (T.e. Ha BUpYyC) ynpaieHnue. [locie 3Toro HauMHaroT
BBINOJIHATHCSI MHCTPYKLUMHU BUpPYCa, KOTOPBIH, Kak IMpaBHJIO, YMEHbLIAaeT 00BbEM CBOOOIHOM
NaMsTH, KOTIUPYET B OCBOOOIMBIIIEECS] MECTO CBOM KOJ M CUUTBIBAET C JIUCKA CBOE MPOJIOJKEHUE
(ecmi OHO ecTh), MepexBaThIBaeT HEOOXOIMMbIe BeKTOpa mpepbiBanuii (00braHO - INT 13H),
CUUTHIBACT B MAMSTh OPUTHHAIBHBIN DOOt-CEKTOp ¥ MepeiaeT Ha Hero yIpaBJICHHUE.

B nanbHeiimem 3arpy3o4yHblii BUpyC BeseT ceOsl Tak ke, Kak (paiiioBbIi: mepexBaThIBAeT
oOpallleHusi ONEepallMOHHOM CHUCTeMbl K JUCKaM U HHQUIMPYET HUX, B 3aBUCUMOCTH OT
HEKOTOPBIX YCIIOBHI COBEpIIAeT JECTPYKTUBHBIE AEUCTBUS, BbI3bIBAET 3BYKOBbIE 3((HEKTHl WIN
BUJE03 (D (PEKTHI.

OCHOBHBIMU I€CTPYKTUBHBIMU JAEUCTBUAMH, BBITIOIHAEMBIMU ATUMH BUPYCAMH, SIBIISIOTCS:

YHUUTOKEHHE UH(OPMAIIUU B CEKTOpaxX JTUCKET U BUHUECTEPA;

HCKJIFOUE€HHE BO3MOKHOCTH 3arpy3KH ONEepalMoOHHOM cucTeMbl (KoMIbloTep "3aBucaet");

HCKa)KEHUE KOJ1a 3arpy34ynKa;

(dbopmaTupoBaHUE TUCKET WM JOTMYECKHX JAUCKOB BUHUECTEPA;

3akpeIiTHe foctyna k COM-u LPT-nnopram;

3aM€Ha CUMBOJIOB IIPU [1€YaTH TEKCTOB;

MO/IEPTUBAHMSI DKPaHa;

M3MEHEHNE METKHU AMCKa UIIU IUCKETHI;

CO3/1aHKE NICEBAOCOONHBIX KIIACTEPOB;

CO3JIaHHE 3BYKOBBIX H(MJIN) BU3YyalbHbIX 3P PEKTOB (HalpuMep, najieHue OyKB Ha IKpaHe);

nopya (aiyioB 1aHHBIX;

nepe3arpys3ka KOMIbIOTEDPA;

BBIBOJ] Ha 9KPaH pa3HOOOPa3HBIX COOOIIECHUH;

OTKJTIOYECHHUE MepUPepUitHBIX YCTPOICTB (HapuMep, KJIaBUaTyphbl);

WU3MEHEHHE NAINTPBI DKPAHA;

3aI0JIHEHUE YKPaHa MIOCTOPOHHUMHU CUMBOJIAMHU HITH H300paKEHUSMHU;

MIOTalICHUE DKpaHa U NIEPEBOJL B PEKUM OXKUAAHUS BBOJA C KIIABUATYPHI;

mM(ppoBaHue CEKTOPOB BUHYECTEPA;



BBIOOPOYHOE YHUUTOKEHUE CUMBOJIOB, BRIBOAMMBIX Ha SKpaH MpH Habope C KIIaBUaTyphI;

yYMEHbILICHHE 00beMa OIIepaTHBHON MaMSATH;

BBI30B I1€YATH COAEPKUMOTO IKPaHa;

OJIOKMpOBaHUE 3aIUCH Ha JAHCK;

yHUYTOXeHue Tabnuisl pazouenus (Disk Partition Table), mocie 3Toro KOMnprOTEp MOXKHO
3arpy3uTh TOJBKO C (HIIOMIHN-INCKA;

OJIOKMPOBAHNUE 3aITyCKa HCIIOHAEMBIX (DaiiiioB;

OJIOKHMpOBaHUE TOCTYIA K BUHUECTEDY.
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[Io MCnoJib30BaHUI
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Exel (.xls)

H OoxymMeHTEl MS

CeTeBOM BUPYC,

3apaxamoumni
bansel B
H DoxyMeHTE MS HECKOJIbKUX
Office OIepPalMOHHEIX
cucreMax
B3arpys304HEE

3arpysouHelt (boot)
CeKTOop IMcCKa

CeKkTOp CHUCTEMHOI'O
3arpys3ouHuka (MBR)

L Bupycr, umMenmye HEeKOTOPHIM
Habop pacumMdpoOBUMKOB C
IIOCTOSHHBIM KOIIOM;
3apaxeHur BHOMPAT OOUH
M3 HUX

npu

[MonmmMopdHEIE C HENOCTOSHHOM

OCHOBHOM YaCTbIO

PacumppoBumk BUPYyCa
COOEPXUT OOHY MIIM HECKOJIbKO
IIOCTOSHHEIX MHCTPYKLMI,
OCHOBHas Xe ero d4acTb
HENOCTOAHHA

4 Comepxalpe IIyCTHE MHCTPYKLMU

— [Ipoune

PacrnpocTpaHsaeMee
yepes OTYyXIaeMbe

HOCHUTEIN

Yepe3s OMCKETEL

Yepes KOMIAKT—
OVCKU

UYepes mpyrue
CBEMHBEIE HOCUTEJIN

10 ceTu

HIlo JIoKaJIbHOM CeTHu

OoInepalMOHHEM paboOTH M B 3aBMCUMOCTM OT BO3MOXHOCTAM VIHTEepHET-TEeXHOJIOTUN IPOHUKHOBEHMUSA
cucreMam CJIOXKHOCTM KOHOa B CHUCTeMy
— ®ansoBLEe HAKTUBMPYOIMECHS IIPU H BesBpenHee H TpoaHCKME KOHU
DaMIIOBE 3arpys3Ke CHUCTEME
BUPYC,
— VcniosiHAaeMele 3apaxamoumi H MaJsioonacHee H HTML-BUPYCH
baner baniel OnHOM H Hepes3uneHTHEE
OInepalMoOHHON H
CHCTEMEL H OnacHele H Maxpo
— ®anEl— IBOVHUKA H PesuneHTHLE
(KOMITaHBOH— H
BUPYCHI) daMIIOBEIN "W OueHb OIlaCHHEE H Java-BUpyCH
BUPYC, H ®ansbl-IBOMHUKA
3apaxamoumnn (KOMITaHBb OHEI)
— Ceasu Mexnay bannel B H/IHTepHeT-4epBA —
barnavm HECKOJIbKUX
(IMHK-BUPYCH) OnepalMoHHEX | HCeTeBre 4YepBU
cucremax H IRC-uepsu
— PacnocrTpaHseMbe
— Makpo H HonmMopdHEIE
CeTeBOll BUPYC, H ISS-uepsBu
3apaxamoumnn
H OoxymMeHTEl MS bannel onHOM H [HonynonmuMopdHee
World (.doc) OIlepPalMOHHOM HE-Mail-uepBu
CHCTEME

HIlo xopmopaTMBHOM

ceTun

IIo TnoBayibHOM
ceTu




L \ (nanpuMep NOP, CLI, STI)
YkasaTesb Ha
AKTUBHEI boot- L
CEeKTOp PacumppOBIMK COIEPXUT
HEUCIOJIb3yEeMble MHCTPYKLUU —
"Mycop"
CeTeBrle
H C NOCTOSHHEIM aJI'OPUTMOM
HCeTeBrle NPOTOKOJIL pacumdpoBKm
H CeTeBble KOMaHIE L B pacumbpoBIMKE MCIIOJNb3YIOTCSI
B3aMMO3aMeHsaeMble MHCTPYKLUUN
I M3MEHEeHMe MNOopsAankKa
cJenoeaHusa (mepeMmeummpaHue)
H 9JlekTpOHHasA HoYTa VHCTPYKUMI. AJITOPUTM
pacuMdpoBKM NPY 3TOM He
M3MeHseTCd
H JIpyTrmue ceTeBHe
CepBUCH

H ANITOPUTM pacundpoBKM
HENOCTOSHEH

[-MCHOﬂb3yDTCH BCe IepeuMCJIeHHbEe
BhIIE TPMEME], BO3MOXHO
NOBTOPHOE WMOPOBaHME KOIa
BHYTPM BMPYyCa M Jaxe 4YaCTUUHOe
mmdpoBaHMe camMoro Konda

pacumpposBIMKa

— MyTupyKime BUPY CH

[- VI3MEHEeHMIO MIOIJIEXUT OCHOBHOM
KOII BMpyCa - OH IOeJUTCHS Ha
OJIOKM, KOTOPHIE IIPU BapaxeHUM
[IePeCcTaBJg0TCsa B IIPOM3BOJILHOM
nopsanke. Bupyc mpu 3TOM
ocraeTcsa paboOTOCNOCOOHEM.
[logoOHEIE BUPYCHE MOT'YT OBITH
HesammdpoBaHEL

Pucynok 14. Knaccuduxkaius mporpaMMHBIX BUPYCOB
U CETEBBIX YepBer



BoJsIbIIMHCTBO 3arpy304HBIX BUPYCOB I1E€PE3aNUCHIBAIOT ce0s Ha (BIONIU-AUCKH.

@ailsioBble BUPYCHI IPU CBOEM PA3MHOKEHUU TEM WM HHBIM CIIOCOOOM HCHOJIb3YIOT
(halIoByI0 CHUCTEMY KaKOW-TMOO orepanmoHHOW cuctembl. [1o cmocoOy 3apakenus ¢hanaoB
BUPYCHI JenaTcs Ha 3amematomue ("overwriting"), mapasutuueckue ("parasitic'), KOMIaHbOH-
Bupychl ("companion"), "link"-BHpychl, BUPYCHI-4EpBH M BHUPYCHI, 3apakarolire OOBEKTHBIC
moayu (OBJ), 6ubnuorexu kommuiaTopos (LIB) 1 ucxoaHbie TEKCTH IPOTPaMM.

Merton 3apaxkenus "overwriting" siBisieTcss HanOoJee MPOCTBIM: BHPYC 3alMCHIBAET CBOM
KOJI BMECTO KoJia 3apaxxaeMoro (aiiia, yHHYTOXas ero coaepkumoe. EcTecTBeHHO, 4TO mpu
9TOM (ailn mepecraer paboTaTh M HE BOCCTaHABIMBAaeTCsA. Takue BHUPYChl OYEHb OBICTPO
OoOHaApy>KMBAIOT ce0s, TaKk KaK OIepaloHHas CUCTeMa M TPHIOKEHUS OBOJBHO OBICTPO
HepecTaroT padoTaTh.

K mapasutnyeckuMm OTHOCATCS BCe (PailJIoBble BHPYCHI, KOTOPHIE MPH PACIPOCTPAHECHUH
CBOMX KOMMH 00s3aTE€IbHO M3MEHSIOT colepxumMoe (ailyioB, ocTaBisis caMu (ailiibl Ipu 3TOM
MOJTHOCTBIO MJIM YaCTHUYHO PaboTocmocoOHbIMI. OCHOBHBIMU THUIIAMU TaKUX BUPYCOB SIBIISFOTCS
BUPYCBHI, 3alMCHIBAIOIIMECS B HAyajo, CepeAMHy WM KoHel QaiinoB. OTAeIbHO clenyeT
OTMETHUTH JOBOJIbHO HE3HAUUTEIbHYIO IPYIIY Mapa3suTHUYECKUX BUPYCOB, HE UMEIOUINX "TOYKHU
Bxoma" (EPO-Bupycsl - Entry Point Obscuring viruses). K HuM oTHOCATCS BHPYCHI, HE
3aMMCHIBAIONINE KOMaHIy Tepenadn ympapieHus B 3aroioBok COM-¢aiinos (JMP) u He
U3MEHSIoIMe ajapec TOuku crapra B 3aronoBke EXE-¢aiinoB. Takue BHpYChI 3aluCBIBAIOT
KOMaHJy Iepexoja Ha CBOM KOJI B Kakoe-IMOO MeCTo B cepeAuHy daiila ¥ MOoIydaroT
yIpaBJIeHUE HE HEMOCPEICTBEHHO MIPU 3aIlyCKe 3apaKeHHOTOo (ailsia, a mpu BbI30BE MPOLEAYPHI,
coJieprKalleil Koj rnepeaayu yrnpasjieHHs Ha Teso BUpyca. [IpudyeM BBINOIHATHCS 3Ta Mpoleaypa
MOJXET KpaiiHe peaKo (Hampumep, MpH BBIBOJE COOOLICHUs O KakoW-1Mbo creruduueckon
omnbOke). B pesynbrare Bupyc Moxer goirue roasl "cnath" BHYTpH (aiiia U MpOSIBUTH ceOst
TOJIBKO ITPY HEKOTOPBIX OTPAHUYEHHBIX YCIOBHUSX.

K kareropum "koMnaHbOH" OTHOCSTCS BHPYCHI, HE M3MEHSAIOIINE 3apakaeMble (haiiibl.
AnropuTt™ paboThl 3TUX BUPYCOB COCTOUT B TOM, UTO JJIS 3apaXkaeMoro ¢aiina coznaercs daiii-
JIBOMHUK, NMpUYEM IMpH 3alycKe 3apakKeHHOro ¢aiia ymnpaBieHHE I0JIy4aeT HUMEHHO ATOT
JIBOWHUK, TO ecTh BHUpyc. Hambomnee pacmpocTpaHeHbl KOMIIAaHbOH-BUPYCHI, HCHOJb3YIOLIHNE
ocoberHocts DOS nepBbIM BBINONHATE (aitibl ¢ pacmupenueM .COM, eciii B 0IHOM Kartajore
HNPUCYTCTBYIOT JiBa (paiijia ¢ OTHUM U T€M ke UMEHEM, HO Pa3IMYHbIMU PACIIMPEHUSIMU UMEHH -
.COM u .EXE. Takue Bupycsl co3natoT ainsi EXE-daiinoB ¢ainbl-CliyTHUKH, UMEIOLINE TO XKe
camoe ums, Ho ¢ pacmupenueM .COM, nHanpumep, ans daina XCOPY.EXE co3naercs daiin
XCOPY.COM. Bupyc 3anuceiBaercss B COM-¢aiin u Hukak He uzMenser EXE-¢ain. Ilpu
3anycke Takoro (aiina DOS mnepBbiM 00HapyxuT u BbIMoJHUT COM-(aiin, To ecTh BUpYC,
KoTophelii 3areM 3amycTUT U EXE-¢aitn. Bropyto rpynmy cocTaBisioT BUPYChI, KOTOpPbIE MPHU
3apakeHUHM TEPEeMMEHOBBIBAIOT (aill B Kakoe-TubO Jpyroe uMs, 3allOMHHAIOT €ro (Juis
MOCNEAYIOLIEro 3amycka (aiiia-xo3siMHa) M 3alMChIBAlOT CBOM KOJ Ha JAMCK IOJ HMEHEM
3apakaemoro (aiina. Hampumep, daitn XCOPY.EXE nepeumenossiBaercs B XCOPY.EXD, a
Bupyc 3anuchiBaeTca nog mMmeHeM XCOPY.EXE. Ilpu 3amycke ymnpaBiieHHE MOJy4aeT KOJ
BHUpYyCa, KOTOpBIM 3areM 3amyckaeT opuruHanbHbli XCOPY, Xxpansamuiics noj HMEHEM
XCOPY.EXD. Unrepecen ToT (akT, 4To JaHHBIA MeToj paboTaer, MO-BUIUMOMY, BO BCEX
OTIEPAIlMOHHBIX CHCTeMaxX. B TpeTplo Tpynmy BXOAAT Tak HaseiBaeMmble '"Path-companion™
BUpychl. OHU MO0 3amMUCHIBAIOT CBOW KOJ IMOJ MMEHEM 3apaxaemoro (aiina, HO "Beime" Ha
OJIMH YpoBeHb B mpomuckiBaeMblx nyTsax (DOS, takum o0Opa3oM, mHepBbIM OOHApYXUT M
3anmycTUT (paila-BuUpyc), 1100 nepeHocat (haia-kepTBy Ha OJUH MOJKATAJIOr BbIIIE U T.JI.

Bo3MOXHO cyliecTBOBaHUE U IPYIMX THUIIOB KOMIIAHBOH-BUPYCOB, HCIIOJIB3YIOIIUX WHBIE
OpPUTHHAJIBHBIE U/IEN WM OCOOCHHOCTH APYIHX ONEPALMOHHBIX CUCTEM.

QaiiioBple 4yepBH (WOrms) SBISIOTCA, B HEKOTOPOM CMBICIE, Pa3HOBUIHOCTHIO
KOMITaHbOH-BUPYCOB, HO IIPY 3TOM HUKOMM 0Opa3oM He CBS3bIBAIOT CBOE NPUCYTCTBUE C KAKUM-
au00 BbIMONHAEMBIM (QaiioM. [Ipu pasMHOKEHHH OHHM BCErO JIMIIL KOIMUPYIOT CBOM KOJA B



KaKue-TuO0 KaTaJoru JUCKOB B HAJEXK]E, YTO STU HOBBIE KOMHUU OYAYT KOTIa-THOO0 3amylieHbI
noJsib3oBareneM. MHoraa 3TH BUPYCHl JAIOT CBOMM KOMUSAM ''cClielUalbHble" HMEHA, YTOOBI
IOJATOJIKHYTh IIOJIb30BaTeNsl Ha 3amyck cBoed komuu - Hamnpumep, INSTALL.EXE win
WINSTART.BAT. CymecTByloT BHUPYCHI-UEPBH, HCIIONB3YIONIUE JOBOJBHO HEOOBIYHBIC
IIPUEMBI, HAaIIpUMEp, 3aluchiBatolue cBou konuu B apxusbl (ARJ, ZIP u npoune). Hekoropsie
BHUPYCHI 3aITMCHIBAIOT KOMaH/y 3aIycka 3apakeHHoro ¢aiina B BAT-daitnel. He cnenyer myrath
(aiinoBble BUPYCHI-UEPBU C CETEBBIMH YepBSIMHU. [lepBble HCHOIB3YIOT TOJBKO (hailioBbIe
GyHKIMM  KaKoH-IMOO ONEepallMOHHONW CHCTEMbl, BTOpBIE K€ IPU CBOEM Pa3MHOXKEHUU
II0JIB3YIOTCSL CETEBBIMU ITPOTOKOJIAMH.

Link-Bupychl, Kak M KOMIIAaHbOH-BHPYCHI, HE H3MCHSIOT (DU3UUECKOrO COACPIKUMOTO
¢aiinoB, omHAaKO MpHU 3amycke 3apakeHHOro ¢aitna "3actaBisiror” OC BBHINOJHUTH CBOM KOII.
DTOH 1IeJIM OHM TIOCTUTAIOT MOoIM(HKanue HEOOXOUMBIX TTOJIeH (GaitIoBON CHCTEMBI.

Bupycsl, 3apaxatonipe OMOIMOTEKM KOMIMIATOPOB, OOBEKTHBIE MOIYIH U HCXOIHBIC
TEKCThl MPOrpaMM, JOCTATOYHO SK30THYHBI W TMPAKTUYECKH HE pPaclIpocTpaHeHbl. Bupycsl,
3apaxatone OBJ- u LIB-¢aiinbl, 3anuceiBaroT B HUX CBOM KOJ B (hopMaTe 0OBEKTHOTO MOIYJIS
win Oubnuoreku. 3apakeHHbINH Qail, TakuM 00pa3oM, HE SBISETCS BBIMOIHAEMBIM U HE
CIOCOOEH Ha JlabHeMIee pacpoCTpaHEHUE BUpPYyca B CBOEM TeKyllleM coctosiHuu. Hocurenem
xe "xuBoro" Bupyca cranoBurcs COM- unu EXE-daiin.

[TosryunB ynpapnenue, GaityioBbIid BUPYC COBEPIIACT CIACAYIONINE OOIINE TCHCTBHS:

MPOBEpSICT OINMEpPaTHBHYIO MaMATh Ha HaJlW4Me CBOGH KOMMM U HHOUUUPYET NaMsITh
KOMIIBIOTEpA, €CJIM KOIUSl BUpyca HE HaiilieHa (B ciyyae, ecii BUPYC SIBISETCS PE3UJIEHTHBIM),
UIIeT He3apaKeHHbIe (ailibl B TeKylleM U (WIM) KOPHEBOM KaTajore MyTeM CKaHUPOBaHUS
JiepeBa KaTajJoroB JIOTHYECKHX JIMCKOB, a 3aTeM 3apakaeT OOHapy)KeHHBIE (ailiibr;

BBITIOJTHSET JOIMOJIHUTENbHBIE (€Clu OHM €CTh) (YHKIMH: ASCTPYKTHBHBIC NEHCTBUS,
rpaduueckre Ui 3ByKOBbIe 3P PEKThI U T.J. (IOMOTHUTEIbHbIE (PYHKINN PE3UAEHTHOTO BUpYCa
MOTYT BBI3BIBaThCS CILCTS HEKOTOPOE BPEMs IIOCIE aKTUBU3ALMU B 3aBUCUMOCTH OT TEKYILETO
BPEMEHH, KOHQUIypaluu CUCTEMbl, BHYTPEHHUX CUETYMKOB BUpYyCa WM JAPYTUX YCJIOBUMH, B
TOM cllyyae BHUpPYC TIpH aKTHUBU3ALMM 00pabaTHIBA€T COCTOSHHE CHCTEMHBIX YacoB,
YCTaHABJIMBAET CBOM CYETUUKH U T.J1.);

BO3BpallaeT ylpaBJlIeHHUE OCHOBHOI nporpaMme (eciu oHa ecth). [lapasurndyeckue BUPYCHI
IIpU 3TOM JINOO Jiedat (paiisi, BBIMOIHSIOT €Tr0, a 3aTEM CHOBA 3apakatoT, TMOO BOCCTAaHABJIUBAIOT
nporpaMMmy (HO He (ailnm) B ucxogHoM Buae (Hampumep, y COM-mporpammsl
BOCCTAHABIIMBAETCS HECKOJbKO mepBbiX Oailt, y EXE-mporpammsl BbIUHCHSETCS HWCTUHHBIN
CTapTOBBIN aJpec, y ApaiiBepa BOCCTAHABIMBAIOTCS 3HAUEHUS aJpPECOB IPOrpaMM CTPATErHMH U
IPEpPBIBAHUS).

Heo6xoauMo OTMETHTH, YTO 4YeM OBICTpEe pacHpoOCTpaHsSETCsl BUPYC, TEM BEpOsiTHEE
BO3HMKHOBEHUE SNUAEMHUU 3TOTO BHpYyCa, YeM MEAJIEHHEEe paclpoCTpaHseTcs BHUPYC, TEM
CIIO)KHEE €ro OOHapyXHUTh (eciau, KOHEYHO K€, ITOT BHpYyC HeusBecTeH). HepesupeHTHbIE
BHUPYCHI 4acTO SIBJISIOTCS "MenjeHHBIMU" - OOJNBIIMHCTBO M3 HUX MpPHU 3allyCKe 3apa)kaeT OJuH
WIA JBa-TpH (Qaiila M He ycHeBaeT 3aloJIOHUTh KOMIIBIOTEp 1O 3allycka aHTHBHUPYCHOM
porpaMMbl (WM TOSIBJICHHS HOBOW BEpPCHM aHTHUBUpPYCA, HACTPOSCHHOW Ha JTaHHBIM BUPYC).
Cy1ecTByIOT, KOHEUHO K€, Hepe3uAeHTHBIE "ObICTpble" BUPYCHI, KOTOPBIE MPH 3aIyCKe UILYT U
3apakaloT BCE BBIMOJNHsEMblE (aillibl, 0OJIHAKO TaKue BUPYChl OUYEHb 3aMETHBI: IPH 3aIyCKe
KaXJI0OT0 3apaXeHHOTo (ailia KOMIBIOTEp HEKOTOpoe (MHOTAa JO0CTaTOYHO JOJroe) BpeMs
aKTUBHO paboTaeT ¢ BUHYECTEPOM, UYTO JeMackupyeT Bupyc. CKOpOCTb pacnpoCTpaHEHHs
(MH(GUIUPOBaHUSA) y PE3UJIEHTHBIX BHUPYCOB OOBIYHO BBIIIE, YEM Y HEPE3UACHTHBIX - OHHU
3apakaroT (Qaiyipl MPU KaKuX-IM00 oOpareHusx K HUM. B pe3ynbrare Ha THCKE OKa3bIBAIOTCS
3apakeHHBIMH BCE WJIM TOYTH Bce (Pailiibpl, KOTOpHIE MOCTOSHHO HCIOJB3YIOTCSI B paboTe.
Ckopocth  pacnpocTpaHeHus  (MHQUIMPOBAHMS)  PE3UIACHTHBIX  (AHIOBBIX  BUPYCOB,
3apakaronux (aiisl TOMBKO MPH UX 3aIyCKe Ha BBIIOJHEHHE, OyIeT HUXKE, YeM y BUPYCOB,
3apakaomux (aiiabl U MpU UX OTKPHITHH, MEPEUMMEHOBAHUN, U3MEHEHUU aTpuOyTOB daiina u
T.J.



Takum 00pa3oM, OCHOBHBIE JECTPYKTHUBHBIC JCHCTBHUS, BBINOJHIEMbIC (HallIOBBIMU
BUPYCaMHU, CBSI3aHbl C IOpakeHHeM (aiaoB (dalle HCHOJHSIEMbIX WM (DAMJIOB JaHHBIX),
HECaHKLMOHMPOBAHHBIM  3allyCKOM  pa3IU4HbIX KOMaHJ (B TOM  4HCIe, KOMaHJ
(GopMaTupOBaHUs, YHUYTOXKEHUS, KONUPOBAHWS U T.N.), U3MEHEHHEM TaOJIMLbl BEKTOPOB
npeppiBaHUM U Ap. BmecTe ¢ TeM, MOTYT BBINOJIHATHCS U MHOTHE JIECTPYKTHBHBIC JEHCTBHUS,
CXOJHBIE C TEMH, KOTOPBIE YKa3bIBAJIUCH JJIS 3arPy304HBIX BUPYCOB.

MaxkpoBupychl (macro viruses) SIBISIOTCS NpOrpaMMaMH Ha sI3bIKaxX (MaKpOs3bIKaXx),
BCTPOECHHBIX B HEKOTOpBIE CUCTEMBI OOPA0OTKU JAHHBIX (TEKCTOBBIE PEIAKTOPHI, IEKTPOHHbBIE
Tabuuubl U T.10.). Is CBOEro pasMHOXKEHMSI TAaKUE BUPYChl HCIIOJIB3YIOT BO3MOYKHOCTU
MaKpOSI3bIKOB U IPU HUX MOMOLIM MEPEHOCAT ceOs U3 OJHOr0 3apakeHHoro (aina (J0KyMeHTa
win Tabnuubl) B Apyrue. Haubonbiiee pacrpocTpaHeHHE MOTYYHIN MaKpOBHPYCHI JUIS MaKeTa
NpUKIAIHBIX Tporpamm Microsoft Office.

Jlnist CyIiecTBOBaHUSI BUPYCOB B KOHKPETHOW CHUCTEME (pelakTope) HEOOXOAUMO HaIH4yue
BCTPOEHHOI'0 B CUCTEMY MAaKpOSI3bIKa C BO3MOKHOCTSAMH:

1) mpUBS3KH IPOrpaMMBbI Ha MaKPOS3bIKE K KOHKPETHOMY (aiiiy;

2) KONMMPOBAHUS MAKPOIPOrpaMM U3 OAHOTO (aiina B APYrou;

3) nosyueHus YHOpaBICHUS MaKpOIporpaMMoil 0e3 BMeELIaTeNbCTBA I10JIb30BATENS
(aBTOMaTHYECKHE WIIM CTAaHAAPTHBIE MAKPOCHI).

JIaHHBIM YCJIOBHSIM YAOBJIETBOPSIOT NMpHUKIAaaHbIe TporpamMMbel Microsoft Word, Excel u
Microsoft Access. Oum comepxkar B cebe wmakpos3piku: Word Basic, Visual Basic for
Applications. ITpu sTom:

1) MakponporpaMmbl IPUBA3aHbI K KOHKPETHOMY (aiilily Win HaxoJsATcsl BHYTpH (aiina;

2) Makpos3bIK IO3BOJISIET KONMUPOBATh (ailyibl WM TepeMeniaTb MakponporpaMMbl B
ciry>keOHble (pailiibl CUCTEMBI M pelakTUpyeMble (hailibl;

3) npu pabore ¢ ¢ailzioM MpU OMNPENCIIEHHBIX YCIOBUSX (OTKPBITUE, 3aKPbITHE U T.1.)
BBI3BIBAIOTCSI MAaKpONPOTrpaMMbl (€CIM TaKOBbIE €CTh), KOTOPHIE OIpPEJENIeHbl CHEIHAIbHBIM
00pa3oM U UMEIOT CTaHapTHbIE HMEHA.

JlaHHast 0COOEHHOCTb MAaKpOS3BIKOB NpeAHAa3HAa4YeHa JJIsi aBTOMATHUECKOW 00paboTku
JAaHHBIX B OOJIBIIMX OpPraHMU3alMsIX WIM B TJIOOAJbHBIX CETAX U MO3BOJIAET OPraHMU30BaTh TaK
Ha3bIBaeMblll "aBTOMATH3UPOBAHHBIN JOKYMEHTO000poT". C npyroil CTOpPOHBI, BO3MOKHOCTH
MaKpOSI3bIKOB TAKMX CUCTEM IO3BOJISIOT BUPYCY NMEPEHOCUTH CBOM KOJI B Apyrue (aiibl U TAaKUM
00pa3oM 3apaxarp UX.

BonbmnHCTBO MaKpOBHPYCOB aKTHBHBI HE TOJIBKO B MOMEHT OTKPBITHS (3aKpbITUs) (aiina,
HO JI0 TeX MOp, MOKa aKTHBEH caM peaakTtop. OHM conaepkaT Bce CBOM (DYHKIUMHM B BHJE
crangaptHeix MakpocoB Word/Excel/Office. CymecTBytor, 0JHAKO, BHPYCHI, HUCIOJB3YIOIIHE
IIPUEMBI CKPBITHSI CBOETO KOJAa M XpaHsSIIME CBOW KOJX B BHJE HE MakpocoB. M3BecTHO Tpu
MOJI0OHBIX IIPHUEMa, BCE OHM UCMOJb3YIOT BO3MOKHOCTh MAaKpOCOB CO3/1aBaTh, PEJaKTUPOBATh U
UCTIOJIHATH Jpyrue Makpocsl. Kak mpaBuio, mojjo0HbIe BUPYChl UMEIOT HEOONbIION (MHOTA -
noJMMOP(HBIN) MaKpoc-3arpy3udK BHpPYCa, KOTOPBIH BBI3bIBAET BCTPOCHHBINM pegakTop
MakKpOCOB, CO3Ja€T HOBBIH MAaKpOC, 3aIllOJIHAET €r0 OCHOBHBIM KOJOM BHpYCAa, BBINOJHSIET U
3aTeM, KaK MpaBUJI0, YHUUTOXKAET (UTOOBI CKPBITh Cle/lbl MPUCYTCTBUS BUpyca). OCHOBHOM KOJ
TaKUX BUPYCOB MPUCYTCTBYET MO0 B CAMOM MaKpoce BHUpyca B BHJI€ TEKCTOBBIX CTPOK (MHOT/AA
- 3amMPOBAHHBIX ), TUOO XPaHUTCS B 00JIACTH TIEPEMEHHBIX JOKYMEHTA.

K cereBbIM OTHOCATCS BUPYCBI, KOTOpBIE [UIsI CBOErO pPACHpPOCTPAHEHUS AKTHUBHO
UCIOJIB3YIOT MPOTOKOJIbI M BO3MOXKHOCTH JIOKaJIbHBIX U TJI00ANbHBIX ceTeil. OCHOBHBIM
IPUHIUIIOM paboThl CETEBOTO BHpYCa SBISIETCS BO3MOXHOCTh CAMOCTOSTENIBHO MepeiaTh CBOM
KOJl Ha yJaJIeHHBIH cepBep win padbouyro craniuio. "IlogHoleHHbIe" ceTeBble BUPYCHI ITPH 3TOM
o0aaroT eme M BO3MOXKHOCTBIO 3allyCTHUTh Ha BBINOJHEHHWE CBOM KOJ Ha YAAJICHHOM
KOMIIBIOTEPE WJIM, MO KpahHell Mepe, "MOATONKHYTH" MOJIb30BATENSI K 3allyCKy 3apa)K€HHOIO
daiina.

BpenonocupiMu nporpammamu, obecnieunBaronumu ocymiectsienne HCJI, MoryT ObITh:

MIPOTrpaMMBbI 110100pa U BCKPBITHS MapOJIei;



MIPOrPaMMBI, PEATU3YIOIIUE YTPO3bI;

MIPOrpaMMbl, JAEMOHCTPUPYIOIIME HCIIONb30BAHUE HEACKIAPUPOBAHHBIX BO3MOXKHOCTEH
MIPOrpaMMHOTO U IIporpamMmHo-amnmapataoro ooecneuenust UCI/In;

[IPOrpPaMMBbI-T€HEPaTOPbl KOMIIbIOTEPHBIX BUPYCOB;

MIPOrPaMMBI, IEMOHCTPHUPYIOIIHNE YSI3BUMOCTH CPEICTB 3aIIUTHI HH()OPMALIUU U JIp.

B cBs3M ¢ ycnokHEHHMEM M BO3pacTaHMEM pPa3HOOOpaszus MPOrpaMMHOrO OoOecreyeHUs
YHCII0O BPEIOHOCHBIX Tporpamm ObicTpo Bo3pacraeT. CeromHst m3BecTHO Oonee 120 Thicsu
CUTHATyp KOMIIBIOTEPHBIX BHpPYcOB. Bmecte ¢ TeM, fqaneko He BCe U3 HUX MPEICTaBISIOT
peaibHyI0 yrpo3y. Bo MHOTHX ciydasx yCcTpaHEHHE YS3BUMOCTEH B CHCTEMHOM WIIH
MPUKJIATHOM MPOrpaMMHOM O0ECIEeYeHHH MPUBENIO K TOMY, YTO PsiJl BPEAOHOCHBIX IMPOrpamm
y)Ke He CHOCOOCH BHEAPUTHCA B HHUX. YacTO OCHOBHYIO ONACHOCTh IPEACTABISIOT HOBBIE
BPEIOHOCHBIE MPOTPaAMMBI.

5.6. O01mas xapakTepucTUKa HETPATUITMOHHBIX
MH(POPMAIIMOHHBIX KAHAJIOB

Herpaguumonnslii uvHGOPMAMOHHBI KaHAJT - 3TO KaHAJI CKPBITHOW Mepeaadu
UHPOpPMALlMM C  HUCHOJb30BAHUMEM TPATUIMOHHBIX KAaHAJIOB CBA3M U  CIELUAIBHBIX
npeoOpa3oBaHuil iepeaaBaeMoi HH(GOPMAIIUU, HE OTHOCAIINXCS K KPUTITOTPA(PHISCKUM.

Jlnst popMHpOBaHUS HETPAIUIIMOHHBIX KAHAJIOB MOT'YT MCIIOJIb30BaThCs METOMbI:

KOMIIBIOTEPHOH cTeranorpaduu;

OCHOBAHHBbIE Ha MaHMITYJSLUHM pa3nyHbIX XapakrepucTuk MCIIJIH, KOTOpble MOKHO
MOJTy4aTh CAaHKIIMOHUPOBAHHO (HAIPUMEp, BpEMEHH 00pabOTKH Pa3IMYHBIX 3aIPOCOB, 00BEMOB
JOCTYITHOW MaMATH WU JOCTYIHBIX JUIS YTEHHUS UICHTU(UKATOPOB (DaiIoB MM MPOLECCOB U
T.IL.).

Metozabl KOMIBIOTEPHON cTeraHorpaduu MpegHasHaueHbl U CKPHITHA (akTa mepeaadu
COOOIIIEHUsI MyTEM BCTPAaWBaHHS CKpPhIBA€MOW WH(OpPMAIMK BO BHEIIHE O0€300MHBIC JTaHHbBIC
(TexcToBbIe, rpaduvecKue, ayAno- WiIK BUAeO(DaIbl) U BKIOYAIOT B ce0s 1BE IPYIIIBI METO/IOB,
OCHOBaHHBIX:

Ha WCHOJb30BAHUU CHENMAJIbHBIX CBONCTB KOMIBIOTEPHBIX (OPMATOB XpaHEHUS H
nepesavyn JaHHbIX;

Ha M30BITOYHOCTH ayauo-, BHU3yaJbHOM MM TEKCTOBOW HWHGPOPMALUU C TO3UILUH
NCUX0(U3HOIOTHUECKUX OCOOEHHOCTEW BOCIPUSTHS YEJIOBEKA.

Knaccugukanus MeTo10B KOMIBIOTEpHON cTeraHorpaduu npusefeHa Ha pucyHke 15. Ux
CpaBHMTEJbHAS XapaKTEepPUCTHKA MTPUBEACHA B Tabule 4.

HauOonbiiee pa3Butue M MPUMEHEHHE B HACTOSIIEE BPEMsl HAXOAAT METOMABI COKPBITHS
uH(popMaluu B rpadUyecKUX CTETOKOHTEHHEpax. ITO 0OYCIIOBIEHO CPaBHUTEIHHO OOJIBIIUM
00beMOM HH(pOpMAIUK, KOTOPBIH MOXKHO Pa3MECTHTh B TaKUX KOHTeHHepax 0e3 3aMeTHOro
UCKaXEHUSI W300pakeHMs, HaJU4YMeM alpHOpPHBIX CBEACHMM O pa3Mmepax KOHTeiHepa,
CYIIIECTBOBaHMEM B OOJIBIIMHCTBE PEaJbHBIX M300paKEHUH TEKCTYpHBIX 00JacTei, MMEIOIINX
OIYMOBYIO  CTPYKTYpY H©  XOpOIIO MOAXOMAUIMX JJs  BCTpauBaHus  HHpopmanuu,
IpopabOTaHHOCTBIO METOA0B LU(POBOM 00paboTkM H300paxeHUid U HUPPOBBHIX (OpPMATOB
npeJcTaBieHus u300pakeHui. B HacTosIee BpeMs CyIIecTBYET LEbli Pl Kak KOMMEPUECKHX,
Tak W OeCIUIaTHBIX MPOrPaMMHBIX MPOAYKTOB, JOCTYMHBIX OOBIYHOMY II0JIb30BAaTEIIO,
pean3yIoNMX U3BECTHbIE CTeraHorpapuyeckue MeTonbl COKpbITUS HHopmanuu. [Ipu sTom
PEUMYIIECTBEHHO UCTIONB3YIOTCS rpaudecKre U ayAuOKOHTEHHEPHI.



Ilo cnocoby

[Io Tuny KOHTEeMHepa

MeTronwur CIIU

MeTonsl,
JCIIOJIb 3YyoWMe

ayIMOKOHTEMHEPEL

COKPEITUA

MeTogsl,
VICIIOJIb 3yIMeE
TEKCTOBEE KOHTEMHEPEH!

ITo IIPEBEHTMBHOCTU

bopMMpPOBaHMS KOHTEMHepa

MeTogsl,
rpadnueckue
KOHTEeMHEPEL

MCIIOJIb 3yrime

[Io crnoco®y COKPHETUA

MeToner MeToner MeTonel
COKPEITUA B COKPBITUA COKPEITUA
HaVMeHbUIMX Ha OCHOBe B GaszsoByn0

OuTax MyMOIIOIO0— nocyiegoBa-
HEIX TEeJIbLHOCTb
CUT'HAJIOB

[Io cnocoBy COKPHITHUA

MeTonel COKPEITUA
Ha OCHOBE
pacrnpenesyieHus
IO CIEeKTPpY

MeTonsl COKPEITUSA
Ha OCHOBEe
VCIIOJIb30BAaHMA
9XO—-CHUT'HaJla

ABTOMaTUUECKUE
METOIbEl COKPBITUA

[TosmyaBTOMaTUUECKME
MEeTOIBEl COKPEITUSA

[Io cnocoBy COKPHITUSA

TexHUUEeCKHue
MeTOIEL
COKPEITUA

JIMHTBUCTUUECKME
METOIEl COKPBITUSA

MeTonsl COKPBITUA
Ha OCHOBEe
npobesyion

MeTomel COKPHBITUS
Ha OCHOBE
CUHTaKCUUYECKUX
ocoBeHHOCTEN
TEeKCTa

MeTOnObsl COKPEITUA
Ha OCHOBE
CHMHOHVMOB

— MeTonsl COKPEITUSA MeTone!

Ha OCHOBE COKPHITHS Ha
VCIIOJIb30BaHUSA OCHOBEe
ocoBeHHOCTEN VCIIOJIb30BaHUSA

mpudTa KaPTOHHOTO
— Kozma
MeToOmel COKPHITUS
Ha OCHOBeEe
MCIIOJIb30BaHUS MeTomst
KOIoa IOKYMEHTOB COKPBITHS Ha
u danios OCHOBE
— VCIIOJIb30BaHMUSA
reoMeTpuuec-—

KO CUCTEMEL

MeTonel MeTonel MeToner
COKPBITUS B COKPBITMS VCIIOJIb30BaHUS
IPOCTPaHCTBEHHO— Ha OCHOBE MaTpPuLL
BPEMEHHOMU pacnpene- IPOMEXY TOUHBIX
obnacTu JIEHUA TI0 BEIUMCJIE HUM
CIIEKTPY npolecca
cxaTusa
rpaduu. uHb.
lo Tuny |MoOyaaumn
[Io nmpueMy COKPBITUS [Io MeTOnmy CXaTUs
MeTonns H MeToner H MeTonnsl —
COKPBITUS B COKPHITUS C COKPBITHSA,
HaMMEHBbIUX VCIIOJIb30Ba— OCHOBAHHHEE
3Hayalmx HYEM Ha BeMWBJIET-—
ourax HEeJIMHEMHOM npeobpas3o-
MOIYJISLIUN BAHUMU
BCTpampae— rpadnueckon
MOT'O nHbopMaL UM
MeTonmet H coobumeHns
COKPHITMS Ha
OCHOBE
Mo OubdMKaLM




MeTonE! COKPEITUA

Ha OCHOBe OuUMOOK

MeTomel COKPEITVA Ha OCHOBE
reHepaluuy KBa3MTEKCTAa

MeTonel
COKPBITMS Ha
OCHOBE
JCIIOJIb30BaHUSA
JyepenoBaHMAa
IJIMHEL CJIOB

VMHIEKCHOTO
dbopmaTa
npencTaBJjeHus

MeTomnsr
COKPHITMSA Ha
OCHOBE
JMICIIOJIb30BaHUSA
IepPBHX OYKB
TeKCcTa

MeTonel
COKPBITMS Ha
OCHOBE
VCIIOJIb30BaHUA
aBTOKOpPpEeJsa—
LMOHHOM
byHKUMM

MeTonel
COKPEITMSA C
MCIIOJIb30Ba—
HYEM
3HAKOBOM
MOLYJISLUM
BCTpamBae-—
MOTO
coobueHma

MeTo el
COKPHITHA,
OCHOBAHHEBIE
Ha KOCMHYyC-—
HOM Npeob-—
pasoBaHuu
rpaduyueckon
nHbopMaL UM

Pucynox 15. Knaccuukanms MeTo10B cTeranorpaduueckoro
npeobpaszoBanus naopmaruu (CIIN)




npeoOpazoBanus HHGOPMAITIH

Tabnuma 4

CpaBHHTENbHAS XapaKTEPUCTUKA CTETAaHOTPAPHUECKUX METOIOB

Creranorpadu- Kparkas Henocrarku [Ipeumyiiecrna
YECKHUH METO/ XapaKTepUCTUKA
MeToaa
MeTo1pl COKPBITHSI HHPOPMAIIUK B ayJMOKOHTEHHEPax
Merton cokpbiTusi | OCHOBaH Ha 3amMucH Hesricokas Hocratouno

B HAUMEHBIIUX
3HAYanuUx OuTax

COOOIIIEHNS B
HAaUMCHBIIIKC 3HAYAIIHC
OUTBHI HCXOJIHOIO
curHaia. B xagectse
KOHTEHHepa
HCIIONB3YETCs, KaKk

CKPBITHOCTb Iepeiayu
coobmenus. Huzkast
YCTOMYUBOCTD K
UCKXCHHSIM.
Hcnonb3yercst TOIbKO
VTSI OTIPEJICIICHHBIX

BBICOKAsl EMKOCTb
KOHTeWHepa (110
25%)

MIPaBUIIO, HECIKATHIN (dhopmaroB

ayJIMOCHUTHAIT ayuodaition
Meton cokpeitust | OCHOBaH Ha TeHepaliu Huskuit koapdunuent | CpaBHUTENBHO
Ha OCHOBE TICEBIOCTyYaitHOTO UCTIOJIb30BaHUS BBICOKAS
pacnpezeneHus 1IyMa, sIBJISIFOIIETOCS KOHTeiHepa. CKPBITHOCTD
M0 CIEKTPY (GyHKIUEH BHEAPSEMOTO 3HauUUTENbHbBIE coo0IIeHUs

cooO1IeHus, 1 BBIUMCIIUTEIbHBIC

MTOIMETITUBAHU T 3aTpaThl

MOJIYYEHHOTO IIyMa K

OCHOBHOMY CHUTHAJY-

KOHTEHepy B KauecTBe

aJITATUBHOMN

COCTaBJISAIOLIEN.

KoaupoBanue norokon

nH(pOpMaLIUY TyTEM

paccestHus

KOJMPOBAHHBIX TAHHBIX

T10 CIIEKTPY YacCTOT
Meton cokpeitust | OcHOBaH Ha Huskuit koapdunment | CpaBHUTENBHO
Ha OCHOBE WCIIOJIb30BAHUH B WCIIOJIb30BAHHUS BBICOKAs
UCTIONIb30BaHUS KauecTBe KOHTelHepa. CKPBITHOCTD
9X0-CHTHAIA IITyMOTIOJOOHOTO CHTHAIA | 3HAYUTEIILHBIC COOO0IIeHUs

CaMoro ayJIMOCHTHaa, BBIYHCITUTENLHBIC

3aJIep’)KaHHOTO Ha 3aTpaThl

pa3IMYHbIE TEPUOIBI
BPEMCHH B 3aBUCUMOCTHU
OT BHEJPSIEMOTO
COOOIIIeHN
("mo3BoHOYHOTO 3xa")




Meto COKpBITUS
B (ha3e curuanga

OcHoBaH Ha (hakTe
HEYYBCTBUTEITHHOCTHU
yXa YeoBeKa K
a0COIOTHOMY 3HAYEHUIO
(ha3bl rapMOHHK.
Aynuocurnain
pazOuBaeTcs Ha
M0CJIeI0BATEIbHOCTD
CETMEHTOB, COOOIICHHE
BCTPAMBACTCS MTyTEM
Moaudukanuu Gasbl
MIEPBOTO CErMEHTA

Massrit ko3¢ dunueHt
WCIIOJIb30BAHUS
KOHTEiTHEepa

OO6magaer
3HAYUTEIHLHO
0oJ1ee BBLICOKOH
CKPBITHOCTBIO,
YeM METOJIbI
cokpbiTus B H3b

MGTOI[BI COKPBITHA I/IH(i)OpMaI_[I/II/I B TEKCTOBBIX KO

HTEIHEepax

Merton cokpeitusi | OCHOBaH Ha BCTaBKE Mertobl Hocrarouno
Ha OCHOBE po0OesIoB B KOHILIE YYBCTBUTEIbHBI K OosbLast
po0OesoB CTPOYEK, [1OCJIE 3HAKOB IEPEHOCY TEKCTa IPOIyCKHAsI
IPENUHAHUS, MEXKITY U3 oHOro opmara CIOCOOHOCTh
CJII0BaMH IIpH B JIPYTOM.
BbIPAaBHUBAHWUHU JJIMHBI Bo3MmorkHa noteps
CTPOK COOOIIEHUSI.
Hesbicokas
CKPBITHOCTb
Merton cokpeituss | OCHOBaH Ha TOM, 4TO OueHpb HU3Kas CymectByeT
Ha OCHOBE IpaBWia MyHKTYalluu IPOIyCKHAsI NOTEHLUATbHAas
CUHTaKCUYECKMX | JOIYCKaIOT CIOCOOHOCTb. BO3MO>KHOCTh
0coOeHHOCTeHN HEOJIHO3HAYHOCTH NPU CnoxHOCTb nos00paTh
TEKCTa pacCTaHOBKE 3HAKOB JNETEKTUPOBaHUS TaKO! METOZ,
MPENUHAHUS coo01eHus IpU KOTOPOM
noTpedyroTCs
BECbMa CJIOKHbIE
IpOLEAYpPBI AJIs
PacKpbITUs
cOOOIIeHUs
Merton cokpbiTisi | OCHOBaH Ha BCTaBKe CrnoxeHn OnuH u3
Ha OCHOBE uH(pOpMAIUU B TEKCT IPUMEHHTENBHO K HaunOosee
CUHOHHMOB MIPY IIOMOIIIN PYCCKOMY SI3BIKY B MEePCIIEKTUBHBIX
4epe0BaHUs CIIOB U3 CBSI3U C OOJIBIINM METOJIOB.
KaKoM-T100 TPYIIIbI pa3zHooOpasuem Ob6nanaer
CUHOHUMOB OTTEHKOB B pa3HbIX CPAaBHUTEIBHO
CUHOHMMAaXxX BBICOKOM
CKPBITHOCTBIO

COOOIIEHNS




Merton cokpeitug | OCHOBaH Ha Hesbicokast Becbma npoct B
Ha OCHOBE MacKHpOBKE MIPOITYCKHAs MPUMEHEHUHU.
UCIIOJIb30BaHUS MH(OPMALIMOHHBIX OUTOB | CHOCOOHOCTD. Bricokas
OmoOOoK I10J1 ECTECTBEHHBIE BricTpo BckphiBaeTcst CKPBITHOCTb NPHU
OLIMOKH, ONEYaTKH, P CTATUCTHUYECKOM aHayuze
HapyLIeHUs [TpaBUIl aHaJu3e YEJI0BEKOM
HaMMCaHUs COYETaHUN
IJIACHBIX U COTJIACHBIX,
3aMeHe KMPUJUTUIIBI Ha
aQHAJIOTUYHBIE 110
BHEUIHEMY BUY
JIATUHCKHE OYKBBI U JIP.
Merton cokpbituss | OCHOBaH Ha reHepaluu Hesbicokas CKpBITHOCTB
Ha OCHOBE TEKCTOBOT'0 KOHTEWHEpa IPOIyCKHAsI ornpezensercs
reHepanuu C HCTIOJIb30BaHHEM CIOCOOHOCT. METOJIaMU
KBa3UTEKCTa Habopa mpaBuII BbeccMmbiciieHHOCTD mrpoBaHUs H,
MOCTPOCHUS CO3/IaHHOTO TEKCTa KaK MpaBUo,
MPEJIOKEHU . BECHhMAa BBICOKA
Hcnonb3yercs
CUMMETpUYHAs
Kpunrorpadus
Merton cokpeitusi | OCHOBaH Ha BCTaBKE Jlerko BbIsSIBIsIETCS Bricokuii
Ha OCHOBE nH(popMaIuy 3a cyeT P IpeoOpa3oBaHUU ko3 purmeHT
MCIIOJIb30BaHUs W3MEHEHHUs TUIa Mmacirada JTOKyMEHTa, | UCIIOJIb30BaHUs
ocobeHHocTe mpudTa u pazmepa IPU CTATUCTHYECKOM KOHTEelHepa
mpugra OyKB, a TaKXKe Ha CTErOaHajun3e
BO3MO>XHOCTH
BCTpaWBaHUS
uHpopManuu B OJIOKH C
HEU3BECTHBIMU JJIS
Opaysepa
UJEHTH()UKATOpaMH
Merton cokpeitusi | OcHOBaH Ha pazMenieHun | Huskas cKpbITHOCTh [Ipoct B
Ha OCHOBE nH(popmMaluu B MIPU U3BECTHOM MpUMEHEHUHN
MCIIOJIb30BaHUs 3ape3epBUPOBAHHBIX U tdopmare daitna
KOJla TOKyMEHTa HEHUCIOJIB3YEMbIX MOJISIX
u Qaiina IIEPEMEHHON JJINHBI
Merton cokpbitusg | OCHOBaH Ha U3MEHEHHUH Hwuskas nponyckHas IIpoct B
Ha OCHOBE 3HAYEHUH CIIOB CIOCOOHOCTh. ¥Y3KO IPUMEHEHNN
UCIIOJIb30BaHUs CHeIHau3UPOBaH.
JKaproHa Huskast ckpbITHOCTB
Meron cokpbitusi | OCHOBaH Ha reHepaluu CoXHOCTD JHocraTouHo
Ha OCHOBE TEKCTa - KOHTeHHepa (dhopmupoBaHUs BBICOKAs
HCIIOJIb30BaHUS ¢ popMUpPOBaHUEM CIIOB KOHTEMHepa u CKPBITHOCTb IpHU
YyepeOBaHUs oTpeeIeHHOM JITMHBI coo01IeHus aHayn3e
JUTUHBI CJIOB 10 U3BECTHOMY 4eJI0BEKOM
TIPaBUITY KOJTUPOBAHUS
Meron cokpbitusi | OCHOBaH Ha BHEJIPEHUU CoXHOCTD Haet OonbIryto
Ha OCHOBE COOOIICHUS B TIEPBHIC COCTaBJICHUS CcB0O0OOTY BBIOOpA
UCIIOJIb30BaAHUS OYKBBI CJIOB TEKCTa C cooOuienus. Huzkas oreparopy,
nepBbIX OYKB 0100pOM CJIOB CKPBITHOCTb IPUIYMBIBAIOLIEMY
cooOmIeHUs cooOrnieHne




MeTo 161 COKPBITUS HHPOPMAIMH B rpa@uecKUX KOHTeHHepax

Merton cokpbiTusi | OCHOBaH Ha 3amMUCcH Hesricokas Hocratouno
B HAUMEHBIIINUX cO0O01IeHUS B CKPBITHOCTb II€peIayil | BBICOKAasi EMKOCTh
3HAUaNIMX OMTAaX | HAMMEHBIIINE 3HAYAIIHEC coobmenus. Huzkast KOHTelHepa (110
OMTBI HCXOTHOTO YCTOMYHBOCTD K 25%)
M300paxeHUs HCKOKEHUSM
Merton cokpbiTus | OCHOBaH Ha peAYKIUH [Ipumensercs CpaBHUTEIIBHO
Ha OCHOBE (3amMeHe) BETOBOM MIPEUMYIIECTBEHHO K BBICOKAsl EMKOCTh
Mo U puKauu MAJIUTPBI U CKaTbIM KOHTeiHepa
MHJEKCHOTO YIIOPSAOYMBAHNUY I[BETOB | NU300paKEHUSIM.
dbopmara B [TUKCETISIX C Hesricokas
IIPEJICTaBICHUS COCETHUMHU HOMEpaMHU CKPBITHOCTb I1€peaun
COOOIIIEHNSA
Meton cokpbitisi | OCHOBaH Ha MOMCKE C CnoxHOCTh pacueToB Y CTON4YMBOCTS K
Ha OCHOBE MIPUMEHEHHEM OOJIBIIMHCTBY
HACTIOIBb30BAHUSA ABTOKOPPEISALIMOHHOMN HEJIMHENHBIX
ABTOKOPPEJIALIH- ¢byHkIMM obnacrei, npeoOpa3oBaHUA
OHHOU (QyHKIIMH COZEPIKALLKUX CXOIHBIC KOHTEHHepa
JTaHHbBIC
Meton cokpeitust | OCHOBaH Ha MOJYJISALIUU Huskas Tounocth JocraTouHo
Ha OCHOBE IICEBJI0CTYyYaitHOTO JETEKTUPOBAHUSI. BBICOKas
UCIIOJIb30BaHUS CUTHaJIa CUTHAJIOM, Uckaxxenus CKPBITHOCTD
HEJIMHEMHOMN COZEPKAILLINM CKPBIBAEMYIO coo0IIeHUs
MOJIYJIALIAN nH(bOpMaLIHIO
BCTPanBaeMoro
cooO1IeHUs
Merton cokpbitusi | OCHOBaH Ha MOAYJISIIUN Hwuzkas TouyHOCTH Hocratouno
Ha OCHOBE IICEBJOCITYyYaitHOTO JNEeTEKTUPOBAHUS. BBICOKas
MCIIOJIb30BaHUs CUTHaja OUIOJIIPHBIM Uckaxxenus CKPBITHOCTD
3HAKOBOM CUTHAJIOM, COJEPIKAIIUM cooOuieHus
MOJYJISLIUU CKPBIBAEMYIO
BCTPaMBAEMOTO HuHpOpMaIHIO
coo01eHus
Meton cokpeituss | OcHOBaH Ha C10XHOCTh pacyeToB Bricokas
Ha OCHOBE 0COOEHHOCTSIX CKPBITHOCTb
BEUBIIET- BEUBIIET-
npeobpazoBaHus | mpeobpazoBaHui
Merton cokpbitiss | OcHOBaH Ha Cno’KHOCTh pacueToB Bericokas
Ha OCHOBE 0COOEHHOCTSIX CKPBITHOCTD
MCIIOJIb30BaHUs JUCKPETHOTO
JTUCKPETHOTO KOCHHYCHOTO
KOCHUHYCHOTO npeoOpa3oBaHus
npeoOpa3oOBaHMs

B HerpamuimoHHBIX WHGOPMANMOHHBIX KaHajJaX, OCHOBAaHHBIX Ha MaHUITYJISAIUN
pa3iauuHbIX XapakTepucTuk pecypcoB WCII/IH, ucHonmb3yroTcs A TMepenadyd JIaHHBIX
HEKOTOphIe pasnensieMbie pecypchl. [Ip 3TOM B KaHaiax, HCHOJB3YIOIMX BpPEMEHHBIE
XapaKTePUCTUKHU, OCYIIECTBIISICTCS MOIYJSIUS 10 BPEMEHHU 3aHSATOCTU Pa3lesieMOro pecypca
(HampuMep, MOIYIHPYsS BpeMs 3aHSATOCTH IPOIEccopa, MPHIOKEHHUs MOTYT OOMEHHBATHCS
JTAaHHBIMH ).

B kanamax mamMaTH pecypc HCHOJIB3YeTCs KaK TMPOMEXKYTOUYHBIM Oydep (Hampumep,
MIPUIOKEHUST MOTYT OOMEHUBATHCS JAHHBIMHU IyTeM IOMEIIEHUS MX B MMEHA CO3JaBacMbBIX




¢aitnoB u nupekropuii). B kanamax 06a3 JaHHBIX M 3HAHUM HCIONB3YIOT 3aBUCUMOCTH MEXKIY
JAHHBIMHU, BO3HUKAIOIIUMH B PEJISIIIMOHHBIX 0a3aX JaHHBIX U 3HAHUU.

Herpaauumonnsie HHPOPMAITMOHHBIE KaHATBI MOTYT OBITh C(HOPMUPOBAHBI HA PA3IMYHBIX
ypoBHsxX pynkrmonuposanust UCIT/H:

Ha anmnapaTHOM YpOBHE;

Ha ypOBHE MUKPOKOJIOB U APAWBEPOB YCTPOMCTB;

Ha YPOBHE OINEPALMOHHON CUCTEMBI;

Ha YPOBHE MPHUKJIAJHOTO MPOrPaMMHOI0 00eCreUeHHUs,;

Ha ypoBHE (DYHKIIMOHUPOBAHMS KaHAJIOB Tepelayy JAaHHbBIX U JMHUN CBSI3H.

OTH KaHaJbl MOTYT HCIOJIb30BaThCA KAaK Il CKPBITOM IEepelayd CKOMMPOBAHHOU
uHpOpMaLlMK, TaK M I CKPBITHOW Teperayd KOMAaH] Ha BBIIOJHEHUE JECTPYKTUBHBIX
JICUCTBUM, 3aITyCKa MPUIIOKEHUMN U T.11.

Jlnst peanu3anuy KaHaloB, KaK MPaBHIIO, HEOOXOAUMO BHEJPUTH B aBTOMATU3UPOBAHHYIO
CUCTEMY NpPOrpaMMHYI0 WJIM MIPOrpaMMHO-ANNapaTHYI 3aKJIagKy, OOECIeunBaIOIIYIO
(opMUpOBaHKE HETPAJUIIMOHHOTO KaHaa.

Herpamuuuonnsiii  uHQOpMANMOHHBIA KaHal MOXET CYIIECTBOBaTh B  CHUCTEME
HENPEPhIBHO WM AKTUBU3HPOBATHCS OJHOPA30BO WJIM MO 3aJaHHbIM yciaoBusiM. llpu stom
BO3MOXKHO CYIIIeCTBOBaHUE 00paTHOH cBsizu ¢ cyobexkTom HC/I.

5.7. OOwias xapakTepUCTHKA pe3yIbTaTOB HECAHKIIMOHUPOBAHHOIO
WJIY CIIy4alHOTrO 10CTyna

Peaymzanus yrpos HCJ] x wuHbopMamum MOXET NUPUBOAUTH K CIEAYIONMM BHIaM
HapyleHHs ee 0€30MacHOCTH:

HapyIIEHUIO KOH(MUIEHIINATFHOCTH (KOMMPOBAaHUE, HEMTPABOMEPHOE PacCIpOCTpaHEHHUE);

HapYyLIEHUIO LIEJTOCTHOCTH (YHUUTOKEHHE, U3MEHEHNE);

HapyLICHUIO TOCTYIHOCTHU (OJIOKUpOBaHUE).

Hapymenne KoH(QUACHIMAIBHOCTH MOXET OBITh OCYLIECTBICHO B CIIydyae YTEUKH
uH(popMauu:

KOIIMPOBAHUS €€ Ha OTUY>KJaeMble HOCUTEIN HHPOPMALIUY;

nepeiayy ee 1o KaHajaM Mepeaaydu JaHHbIX;

IpU MPOCMOTPE WM KOMHMPOBAHUU €€ B XOJ€ PEMOHTA, MOAU(DUKALMU U YTHIU3ALUH
POrpaMMHO-AaINapaTHBIX CPE/ICTB;

npu "cbopke Mycopa" HapymuTeneM B npouecce skciuryarauuu MCIT/IH.

Hapymenune uenoctHocTy HHQOpMalMM —OCYHIECTBISIETCS 3a CUET BO3JEHCTBUS
(Momu¢puUKaMU) Ha MOporpaMMbl M JIaHHBIE IIOJB30BATENsl, a TaKXKe TEXHOJIOTHYECKYIO
(cuctemMHyr0) HHGOPMAIIHIIO, BKIIFOYAOITYIO:

MHUKpONPOTpaMMBbl, JaHHBIE U ApaiiBepa YCTPONCTB BBIUMCIUTEILHON CUCTEMBI;

MIPOrpaMMbl, TaHHBIE U JpaliBepa yCTPOWCTB, 00ECIEUNBAIOIINX 3arpy3Ky ONEparMOHHOMN
CUCTEMBI;

MpOrpaMMbl W JIaHHBIE (JIECKPUNTOPBI, OMHUCATENU, CTPYKTYpbl, TaOMUUbl U T.J.)
OIIEpPallMOHHON CUCTEMBI;

MPOrpaMMbl U JaHHBIE IPUKIIATHOTO TPOTPAMMHOI0 00ECIIeUeHNs;

IPOrpaMMbl U JaHHBIE CIEUATBHOTO IPOrPAMMHOT0 0OeCIeUeHus;

MIPOMEXYTOUHbIE (ONEpAaTHBHBIE) 3HAYEHUS TMPOrpaMM M JIaHHBIX B TMpoOIecce HUX
00paboTKH (YTEHHUS/3aMUCH, TIpUeMa/Tiepeslaun) CpeICTBAMUA M YCTPOHCTBAMU BBIYMCIUTEIHHOM
TEXHUKHU.

Hapymenune wnenoctHoctu uHpopmammu B HWCIIJIH MoxeT Takke OBITh BBI3BAHO
BHEJPECHNEM B HEE BPEJOHOCHOW MpPOrpamMMbl INPOTPaMMHO-ANIApPATHOM 3aKJIAJKA WU
BO3/ICHCTBUEM HA CUCTEMY 3aIlUThl HHPOPMALIUU HITH €€ DJICMEHTHI.



Kpome »storo, B MCII[IlH BO3MOXHO BO3JEUCTBHE HA TEXHOJIOTUYECKYIO CETEBYIO
uH(pOpMallMI0, KOTOpas MOXeT obOecrneynBaTh (PYHKIIMOHUPOBAHHUE PA3JIUYHBIX CPEACTB
YIIpaBJICHUS BBIYUCIUTEIBHON CETHIO:

KOH(UTYpaIuei ceTH;

ajZipecaMu ¥ MapIIpyTHU3alKei mepeiayn JaHHbBIX B CETH;

(YHKIIMOHATILHBIM KOHTPOJIEM CETH;

0€301acHOCThIO HH(OPMAIIUU B CETH.

Hapymenune poctynHoctT uHboOpManuu obecrnedyuBaeTcss ImyTeM (OpMHUpPOBAHUS
(MomM(pUKaMU) HCXOAHBIX JIAaHHBIX, KOTOpbIe MpH 00pabOTKe BBI3BIBAIOT HEMPABUILHOE
(GyHKIIMOHUPOBAHME, OTKA3bl ammaparypbl WM 3axBaT (3arpy3Ky) BBIYUCIHUTEIBHBIX PECypCOB
CHCTEMBI, KOTOPbIE HEOOXOAUMBI JIsl BBIITOJHEHHS IPOTPaMM U pabOTHI armaparypsl.

VYka3aHHble JEHCTBUS MOTYT NMPUBECTH K HAPYIICHUIO WM OTKa3zy (yHKUMOHUPOBAHUS
NpaKTUYEeCKH JTI00bIX TexHrueckux cpeacts UCIIn:

cpencTB 00paboTKH HHPOPMALINH,

CpeACTB BBO/Ia/BbIBOIa MH(OPMAIIHH;

CPEICTB XpaHeHHs MHpOpMaIINH;

anmaparypsl U KaHaJIOB IepeJayu;

CPEICTB 3alIUTHI HHPOPMAIIHH.

6. TunoBsle MOAEIN Yrpo3 06€30MaCHOCTH
NEPCOHANBHBIX JaHHBIX, 00padaThIBAEMbIX B HH(POPMAIIMOHHBIX
CUCTEMAaXx IEPCOHAIBHBIX JaHHBIX

B 3aBucuMoctu ot neneit u conepxkanus oopadotku [1/[H oneparop MOXKET OCyIIEeCTBIATh
o6pabotky I1JIn B UCII/IH pa3auvHBIX THIIOB.

[To ctpykType uHGOPMAIMOHHBIE CHUCTEMbI MOJPA3CNAIOTCS Ha aBTOMATU3UPOBAHHBIE
pabouune mecTa, ToKaJbHble HH(POPMAIIMOHHBIE CUCTEMBI U paclpe/ieIeHHbIE HH(POPMAIIMOHHBIE
CHCTEMBI.

[lo HanmuuMiO NOAKIIOYEHHWH K CEeTSAM CBSI3W OOLIEro MOJb30BaHUS M (WJIM) CETSIM
MEXIYHAPOAHOTO HHPOPMAIIMOHHOTO 00MeHa MH(POPMAIIMOHHBIE CHCTEMBI MOIPA3IeIIIOTCs Ha
CHCTEMBI, HIMEIONIHE MOAKIIIOUCHUS, U CUCTEMBI, HE UMCIOIIUE IO IKITIOYCHHUM.

[Io pexumy 00pabOTKM TEPCOHANBHBIX JaHHBIX B WH(OPMALMOHHONW cHCTEME
uH(pOpMaIMOHHBIE CHCTEMBI MOAPa3ACIAIOTCS Ha OJTHOIIOJIE30BaTCIbLCKHE i
MHOTOMOJIb30BaTEIIbCKHUE.

[To pasrpaHuueHuro TmMpaB JOCTyNa TOJb30BaTelied HMHPOPMAIMOHHBIE CHUCTEMBI
MOJIPA3ENAIOTCS HA CUCTEMBI 0€3 pa3rpaHUyeHHs MpaB JIOCTYIA U CUCTEMBI C pa3rpaHUYEeHUEM
mpaB J0CTyTa.

NudopmannoHHble CHUCTEMBI B 3aBHUCHMOCTH OT MECTOHAXOXIACHUS HMX TEXHHUYECKUX
CPEICTB TMOJPA3JACISIIOTCA HAa CHUCTEMBI, BCE TEXHUYECKHE CPEIICTBA KOTOPBIX HAXOIATCS B
npeaenax Poccuiickoit @enepaninn, 1 CUCTEMbI, TEXHUYECKHE CPECTBA KOTOPHIX YACTUUYHO WIIU
LEJTMKOM HaxoAsaTcs 3a npeaenamu Poccuiickoit @enepanmm.

B 3aBucMMOCTH OT TEXHOJIOTHH, COCTaBa U XapakTEPUCTUK TexHuyeckux cpeacts UCII/IH,
a Takxke omnacHoctH peanuszaunu YDBII/IH wm HacTymieHuss MOCHENCTBUM B pe3yibTaTe
HECAaHKI[MOHHUPOBAHHOIO UJIU CIYYalHOTO AOCTyINa MOKHO BbAeNUT ciaeayromue tunsl UCITH:

aBTOMATU3MPOBAaHHBIEC pabOUYne MeCTa, HE MMEIOIINE MOIKIIOUEHHE K CETSAM CBSI3H OOIIETO
MOJIb30BaHUSA U (MITH) CEeTAM MEXIYHAPOJIHOTO MHPOPMAITMOHHOTO OOMEHa;

aBTOMATU3MPOBAaHHBIE pabovre MecTa, UMEIONINEe MOAKIIOUEHNE K CETSAM CBSI3U OOIIETro
MOJIb30BaHUS U (HITH) CETAM MEXITYHAPOIHOTO MHPOPMAITMOHHOTO OOMEHa;

nokanbHbie CII/{H, HEe MMeroIue MOIKIIFOYCHNE K CeTSIM CBSI3HM OOIIEro IOJIb30BaHUS U
(MM ceTaM MEXIYHApOAHOTO UH(OPMAIIMOHHOTO OOMEHa;

nokanpHbie MCII/IH, uMmeromme MOAKIIOYCHHE K CETSAM CBS3M OOIIEro IOJIb30BaHHUS U
(MM ceTaM MEXIyHApOAHOTO UH(OPMAIIMOHHOTO OOMEHa;



pacnpenenenusie  MCIIJIH, He wuMelolIMe MOAKIIOYEHHE K CETSIM CBSI3U  OOILEero
MOJIb30BAHUSA U (MJIM) CETAM MEXIYHAPOJAHOTO MHPOPMAIMOHHOTO O0OMEHa;

pacnpenenennbie UCIIJIH, nMeromnye noakitoueHue K CETSIM CBSI3U OOIIETO MOJIb30BaHUs
U (WIH) CeTAM MEXKIYHApOIHOTO MH(POPMAITMOHHOTO OOMEHa.

[IpumenurensHo k ocHoBHbIM THNamM HWCII[IH cocTaBisitoTCS TUIIOBBIE MOJEIH YIpO3
6e3omacHoctu [1J[H, xapakTepu3yroliue HACTyIJICHUE pPA3JIUYHBIX BUJOB TOCIEICTBUN B
pe3yJIbTaTe HECAHKLIMOHUPOBAHHOTO WM CIy4ailHOTO Joctyna u peanusanuu Y bII/IH.

Yactaeie momenu yrpo3 OezomacHoctu [IJIlH mpumenutenbHo kK kKoHkpeTHbiM WCIIHH
COCTaBIISIIOTCS ONepaTopam, 3akazunkamu U pazpadorunkamu NCII/IH Ha 3Tamax ux co3maHus
U (WIH) SKCIUTyaTaIiy.

6.1. TunoBas Mmozenb yrpo3 6€301MacCHOCTH
MEPCOHANBHBIX JAHHBIX, 00pa0aTHIBAEMBIX B aBTOMATU3HUPOBAHHBIX
pabounx MecTax, He UMEIOIIUX MOAKIIOUEHHUS K CETSIM CBSI3U 0OIIETro
MOJIb30BaHUA U (WJIH) CETAM MEKYHApOIHOTO
nH(pOopManMoOHHOTO 0OMEeHa

IIpu o6paborke IIJlH Ha aBTOMaTU3MpPOBaHHOM paboueM MecTe, HEe HMEIOLIEM
NOJKIIIOUEHUSI K CETSIM CBSI3U OOIIEro MOib30BaHUS M (WIM) CETSIM MEXKIYHapOJHOTO
nH(pOpMallMOHHOTO 00MeHa, BO3MOXHa peanu3aius cneayroumx Y bIT/Ix:

yrpo3 yTeYKd HH()OPMAIHH M0 TEXHUIECKUM KaHallaM;

yrpo3 HCJI k I1/]x, o6paGaTsiBaeMbIM B aBTOMAaTU3UPOBAHHOM paboyeM MecTe.

YTpo3bl yTeukn HHPOPMALIUH 110 TEXHHYECKUM KaHalaM BKITIOYAIOT B ceOsi:

yIpO3bl YTEUKH aKyCTHUECKOM (peueBoil) nHpopManuu;

YTpo3bl YTEUKU BUJIOBOW MH(OpMALINN;

yrpo3bl yTeuku uHpopmaruu no kanany [II9MHNH.

Bo3HukHOBEeHHE yrpo3 yTEUKH aKyCTHYECKOW (pedeBoil) WHGOpMAIMH, COJEp Kallencs
HENOCPEACTBEHHO B Ipou3HOcUMOW peun mnosb3oBarens VCIIJIH, BO3MOXHO IpH HaJIWYUEM
¢yuknuii romocoBoro BBojga Il B UCII[An wmm ¢ysxuuii BocmpousBenenus I1/In
akyctnueckumu cpeacrtsamu UCI1/IH.

Peanuzanust yrpo3sl yTeuykd BHJIOBOM HH(OpPMalMKM BO3MOXHA 3a CUET HPOCMOTpa
UHPOPMALIUU C MOMOIIBIO ONTUYECKUX (ONTHKOUIEKTPOHHBIX) CPEJCTB C 3KPAHOB JUCIUIEEB U
JIPYTUX CpPEICTB OTOOpa)K€HHsI CpPEACTB BBIYUCIUTEIBHOM TEXHUKH, HH(OPMALIMOHHO-
BBIYUCIIUTENbHBIX KOMILJIEKCOB, TEXHHYECKUX CpeACTBa 00pabOTKM TIpaduuecKoi, BUIEO- U
OykBeHHO-1IM(pOoBOM HHPOpMaLH, Bxoaduux B cocras MCIT/H.

Yrpo3el yreukn wuHpopMmarmu 1o kanamy I[IOMUH Bo3MOXHBI u3-3a Haau4dus
AIIEKTPOMArHUTHBIX M3JIy4€HUN, B OCHOBHOM, MOHUTOpPAa M CUCTEMHOIO OJIOKa KOMIIbIOTEpa.
OCHOBHYIO OMNAacCHOCTb MPEACTABIAIOT Yrpo3bl YTEUKH H3-3a HAJIWYMS DSJIEKTPOMArHUTHBIX
W3JIy4€HU MOHUTOpA.

VYrpo3er HCJI B aBroHOMHOM APM cBsi3aHbBl ¢ ACMCTBUSIMM HapyLIUTENEH, MUMEIOIINX
noctyn k UCITIn, Brirogas nons3oBareneit UCII/IH, peanu3yromux yrpo3sl HEOCPEICTBEHHO
B UCIIdn. Kpome storo, ucrounukamu yrpo3 HCJl k undopmamuu B APM moryr ObITH
arrapaTHbIe 3aKJIaJKA U OTYYKIA€MbI€ HOCUTENIH BPEIOHOCHBIX IIPOTPAMM.

B UCIIx Ha 6a3e aBroHOMHOro APM Bo3MOxHBI Bece BB ysa3Bumocteir UCII/IH, 3a
VCKIIFOUEHHEM YSI3BUMOCTEN, CBSI3AHHBIX C peaIM3alyel MPOTOKOJIOB CETEBOT0 B3aMMOIEHCTBUS
1 KaHasoB niepenaun qaHHbiX. B Takux MCII/IH BO3MOXKHBI:

YIpO3bl, peaqu3yeMble B XOJ€ 3arpy3KH ONEPANMOHHOM CUCTEMBbI M HAIIPaBICHHBIE HA
nepexBar mapojie Wi HISHTH(PUKATOPOB, MOAUGUKAINIO 0a30BOM CHUCTEMbl BBOJA/BBHIBOJA
(BIOS), mepexBar ynpaBieHHs 3arpy3Koii;

YyIpO3bl, pEAIM3yeMble IIOCJIE 3arpy3KH OIEPALMOHHOM CHUCTEMBl U HAIPABJICHHBIE Ha
BBIIIOJIHEHNE HECAHKIMOHUPOBAHHOTO JOCTyNa C IPUMEHEHHEM CTAHJApTHBIX (QYHKLIUN
(YHMUYTOXEHHE, KOTMPOBaHHe, iepeMenieHre, opMaTipoBaHUEe HOCUTENEH HHPOPMALIUH U T.I1.)



OTEPALIMOHHOM CHCTEMBl WIM KakoW-1u00 NPUKIATHOW MporpamMmbl (HAaNpUMep, CHCTEMBI
ynpasiieHus: 6a3aMH JaHHbIX), C IPUMEHEHHEM CIIELUAIbHO CO3/1aHHbIX AJs BbinoiaHeHus HCJJ
nporpaMMm (IIporpaMM MPOCMOTPa W MOJU(HKAIMKA PEEeCTpa, MOUCKA TEKCTOB B TEKCTOBBIX
daiinax u T.11.);

YIpO3bl BHEAPEHUS BPEIOHOCHBIX IIPOrPaMM.

6.2. TunoBas Mozieb YTpo3 0€30MacHOCTH
NEePCOHAIIBHBIX TaHHBIX, 00pa0daThIBaeMbIX B aBTOMAaTH3HPOBAHHBIX
pabounx MecTax, UMEIOIIUX MOAKIIOYCHNE K CETSAM CBSI3U OOIIETO0
HOJIb30BAHMS M (MITH) CETSAM MEXIyHApOJHOTO
UH(POPMALIMOHHOTO 0OMeHa

[Tpu o6padotke I1/IH Ha aBTOMAaTH3UPOBAHHOM PAabOYEM MeCTe, UMEIOIIEM MOAKIIOUCHHS
K CeTAM CBSI3U OOILEro MOJb30BaHUS W (WJIM) CETAM MEXKAYHApPOJHOTO HH(POPMAIMOHHOTO
oOMmeHa, Bo3MOKHA peanu3anus cienyrommx Y BbITH:

yrpo3bl yTeYKH HH(GOPMAIIUY IO TEXHUYECKUM KaHajam;

yrpo3sl HCJI k I1/IH, 0OpabaTeiBaeMbIM Ha aBTOMaTU3UPOBAHHOM pab0OvYeM MeCTe.

VYTpo3bl yTeukd HHPOPMALIUMK 110 TEXHUYECKUM KaHalaM BKIIIOYaoT B ceOsi:

YIpO3bl YTEUKH aKyCTHUECKOH (peueBoit) nH(opMaIum;

yrpo3bl yTEYKU BUOBOU MH(OPMALINK;

yrpo3sl yreuku nHdopmanuu no kanany [I9MUH.

Bo3nuknosenne VYbBII/IlH B paccmarpuBaembix MCIIJIlH 1o TexHMYECKMM KaHallam
XapaKTepU3yeTcsl TEMHU K€ YCIOBUSMM U (AKTOpaMM, 4YTO U JJIs aBTOMAaTU3MPOBAHHOIO
pabodero Mecra, HE MMEIOIIETO MOJKIIOYEHHUS K CETSAM OOIIEero Mojb30BaHUS U (UJIU) CETAM
MEX1yHapOAHOT0 NH(POPMAIIMOHHOTO OOMEHa.

VYrpo3zer HCII B MCIIIH cBsi3aHbl ¢ ACUCTBUSAMM HapyIIUTENEH, UMEIOLIMX IOCTYN K
NUCTIn, Bxmrouas monb3oBareneit MCIIJIH, peanusyrommx yrpo3bl HEMOCPEJICTBEHHO B
NUCIIdn, a Takke HapywmuTenei, He nMmeromux noctyna k UCIIJIH, peanusyromux yrpo3sl u3
BHEIIHUX CETeH CBA3M OOIero TMoib30BaHUS ©  (WJIM) CETe  MEXIyHapOJIHOTO
UH(POPMALIMOHHOTO OOMEHa.

VYrpo3et HCJ| B UCII/IH, cBsizaHHbIE ¢ AEWCTBUAMU HapylIUTENEH, UMEIOIIMX JOCTYI K
NCII/IH, anamornyHsl T€M, KOTOPbIE UMEIOT MECTO Ul OTAEIbHOr0o APM, He MOAKIIFOUEHHOTO K
CETSIM CBsI3U OOLIET0 MOJIb30BaHUS. YTPO3bl U3 BHEIIHUX CETEH BKIIIOYAIOT B CEOs:

yrpo3sl "AHanuza ceTreBoro Tpaduka" ¢ mepexBaroM IepeaaBaeMoil BO BHELIHHE CETH U
IPUHUMAEMOM U3 BHEIIHUX ceTell HHpOpMaIuy;

yrpo3bl CKaHWPOBAHMsI, HAIIPABJIICHHBIE HA BBIABICHHE THIIA OINEPALMOHHON CHCTEMBI
APM, OTKpBITBIX TOPTOB U CIY>KO, OTKPBITBIX COETUHEHUH U Ap.;

yrpo3bl BBISIBIEHUSI TApOJIEH;

yrpo3sl nonyuenuss HCJ myrem noamMeHbl JOBEpEHHOTO 00BEKTa,

yrpo3bl THna "OTkas B 006cnykuBaHuu';

YIPO3bI YIAJIEHHOTO 3aITyCKa MPUII0KEHU;

YIpO3bl BHEAPEHHUS 110 CETU BPEJOHOCHBIX IIPOTPaMM.

6.3. Tunosas MoJieNb yrpo3 6€301aCHOCTH
MEPCOHANBHBIX TaHHBIX, 00pabaThIBAEMBIX B JIOKAJIbHBIX
MH(POPMAIMOHHBIX CHCTEMaX MEePCOHANBHBIX JAHHBIX, HE MMEIOLIIX
MOJIKJIFOUEHUS K CETSIM CBSI3U OOLIET0 MOIb30BaHUs U (WIH) CETSIM
MEXTyHApPOAHOTO HH(OPMAIIHOHHOTO OOMEHa

ITpu ob6padotke [11n B nokansueix MCII/IH, HE UMeIOIINE MOAKIIOUEHUS K CETSAM CBS3H
00111ero Moab30BaHMs U (MJIM) CETAM MEXKIyHApOAHOTO MH(GOPMAIIMOHHOTO 0OMEHa, BO3MOYKHA
peanusanus cienyomux Y bI1/H:



yrpo3bl yTeUKH HH(POPMAIIUY IO TEXHUYECKUM KaHajam;

yrpo3bl HCJI k I1JIH, oOpabaThiBaeMbIM Ha aBTOMaTH3UPOBAHHOM pabovYeM MecCTe.

VYTpo3bl yTeukd HHPOPMALIUH 110 TEXHHYECKUM KaHajlaM BKIIIOYAIOT B ceOsi:

YIPO3bl YTEUKH aKyCTHUECKOH (pedueBoil) HHPOpMaIIHH;

yrpo3bl YTEYKU BUOBOU WH(OPMAIINH;

yIpo3bl yTeuku uHpopmanuu no kavary [IDMIUH.

Boznuknosenne VYBII/IH B paccmarpuBaembix WCIIJIH 1o TexHHMYECKMM KaHajlam
XapaKTepu3yeTcss TeMH e yciaoBHsMH U (akTopamu, uto W i jokanbHeix WCII[IH, He
MMEIOIIMNX MOJIKIIFOUEHHS K CETSM CBSI3M OOILEro MOJIb30BaHUS U (MJIM) CETSAM MEXIYHAPOIHOTO
nH(pOpMaIMOHHOTO OOMEHa.

VYrpo3el HCJI B nokanbHbix MCIIJIH cBsi3aHbl ¢ JEHCTBUSMU HapyIIMTEIEH, MMEIOIINX
noctyn k UCIIIH, Biroyas nonb3oBateneit UCIIAH, peanu3yromux yrpo3sl HEIOCPEACTBEHHO
B UCIIH.

VYrpozst HCJl B UCII/IH, cBA3aHHBIE ¢ ACHCTBUAMM HAPYLIUTENEH, UMEIOLUUX JTOCTYI K
NCTIIH, aHaJIOTHYHBI TEM, KOTOPBIE UMEIOT MECTO JIJIsl OTAebHOr0 APM, HEe MOJIKIIFOUEHHOTO K
ceTsM cBsi3u obuiero noib3oBanus. Kpome toro, B Takoit UCIIJIH MoryT umMeTs MecTo:

yrpo3sl "AHanmm3a ceTeBoro Tpaduka’ ¢ mepexpaToM mepeaaBaeMoi o ceTu HHGOpMaIuy;

yIpO3bl BBISIBJICHUS APOJIEH;

YTpO3bl YAAJEHHOIO 3aIlyCKa IPUII0KEHUI;

yIrpo3bl BHEAPEHHUSI IO CETU BPEAOHOCHBIX IPOTPaMM.

6.4. TunoBas MozeIb Yyrpo3 6€30MacHOCTH
[IEPCOHANIBHBIX JAHHBIX 00pabaThIBa€MbIX B JTOKAJIBHBIX
MH(POPMALIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JTAHHBIX, HMEIOLINX
MOJIKJIFOUEHUE K CETSIM CBSI3U OOIIETo MOJIb30BaHUsl U (WIIN) CETAM
MEXTyHApOAHOTO MH(OPMAIIHIOHHOTO OOMEHa

ITpu ob6pabotke I1[IH B nokampHbIX MCIIJIH, nMeromux HOJKIIOUEHHE K CeTSIM CBS3U
o01Iero Mojab30BaHUS U (MJIM) CETSAM MEXIYHapOJHOr0o MH(POPMAIMOHHOTO 0OMEHa, BO3MOXHA
peanusauus caenyromux Y bII/H:

YTpo3bl YTEUKU HH(OPMALIUY IO TEXHUYECKUM KaHajaM;

yrpo3sl HC/I k I1/TH, oOpaGaTsiBaeMbIM Ha aBTOMAaTH3UPOBAaHHOM paboueM MecTe.

VYrpo3bl yreuku HHpOpMALIUK IO TEXHUYECKUM KaHajJaM BKJIIOYAlOT B ce0sl:

yIpO3bl YTEUKH aKyCTHUECKOM (pedueBoil) nHpopmanuu;

YTpo3bl YTEUKU BUJIOBOW MH(OpMALINN;

yrpo3bl yTeuku uHdopmaruu no kanany [II9MUH.

BozuuknoBenne VYBII/IH B paccmarpuBaembix WCIIJIH mo TexHHMYECKMM KaHajam
XapaKTepU3yeTcsi TEMU JKe YCIOBUSAMH U (hakTopamu, 4To u /i npeaspiaymmx tunos UCII/IH.

VYrpo3sr HCJI cBs3anbl ¢ geidictBHsAMH Hapymutenei, umeromux poctyn k WCIIH,
BKJtouas nosb3osareneit UCII/IH, peanusyromux yrpo3sl HenocpenctseHHo B MCIIJIH, a Takxke
HapymuTened, He uMmeromux nocryna k MCITIH, peanusyrommx yrpo3sl U3 BHEIIHMX CETEH
CBSI3U OOIIETo MOJIb30BaHUSA U (WIN) CeTe MeXIyHapOAHOTO MH()OPMAITMOHHOTO OOMEHA.

VYrpo3elt HC/I, cBsa3anHble ¢ naedicTBUSAMHU HapymmTened, umeroumx aoctyn k WCII/H,
BKJIIOYAIOT B ce0sl yrpo3bl, aHATOTHYHBIE TEM, KOTOpPbIE pean3yroTcst B oTAeabHOM APM, He
MMEIOLIEM MOAKIIOYEHHS K CETSM CBS3H 0OIIEro MOJIb30BaHMUS.

VYTpo3bl U3 BHELIHUX CETEH BKIIIOYAIOT B ceO:

yrpo3bl "AHanmza ceTeBoro Tpaduka’ ¢ mepexBaToM IepeaaBaeMoOil BO BHEITHHE CETH U
NPUHUMAEMOM 13 BHEIIHUX ceTel HHpopMaLuy;

YIpO3bl CKAHMPOBAHMS, HAIPABICHHBIC HAa BBIABICHUE THUIA ONEPALMOHHOW CHUCTEMBI
NCII[H, ceTeBbIX aapecoB pabouMx CTAaHIUH, OTKPBITHIX IMOPTOB M CIYXO, OTKPBITHIX
COCIMHEHUH U Jp.;

YIpO3bI BBISBICHUS NIAPOJIEH;



yrpo3sl nonyuenust HCJI myrem moamMeHsl JOBEPEHHOTO 00BEKTa;
yrpo3bl Tna "OTKa3 B 00CTyKUBaHUH'";

yrpo3bl yIQJIEHHOI'O 3aIlyCKa MPUII0KEHU;

YTPO3bl BHEJPEHHUS 10 CETU BPEIOHOCHBIX TPOrpamMM.

6.5. TunoBas Mmozienb yrpo3 6€30MacCHOCTH
MEPCOHAIBHBIX JaHHBIX, 00pabaThHIBAEMBIX B pacIpe/ICIICHHBIX
MH(POPMAIMOHHBIX CHCTEMax MEPCOHATBHBIX JJAHHBIX, HE UMEIOIINX
MOAKJIIOYEHUS K CETSM CBSI3HM OOIIET0 MOJIb30BaHUs U (M) CETIM
MEXIyHapOAHOTO HH(GOPMAIIMOHHOTO 0OMEHa

[Tpu o6padotke I1/1H B pacnpenenennsix UCIIJIH, MMEIOIIMX MOAKIIOUEHUE K CETSAM CBSI3H
00I11ero NmoJab30BaHus U (WIH) CETAM MEXAYHApOIHOTO WH(POPMAIMOHHOTO 0OMEHa, BO3MOKHA
peanusauus cienyromux Y bI1/IH:

YTpo3bl YTEUKU HH(OPMALIUU IO TEXHUUECKUM KaHaJIaM;

yrpo3sl HC/] x I1/IH, oOpabaTeiBaeMbIM Ha aBTOMAaTU3UPOBAHHOM paboueM MecTe.

YTpo3bl yTeukn HHPOPMALIUH 110 TEXHHYECKUM KaHalaM BKITIOYAIOT B ceOsi:

yrpo3bl YyTEUKU aKyCTHUECKOH (peueBoit) HHpOopMaIny;

YIpo3bl YTEUKU BUJIOBOW MH(OpMALINN;

yrpo3bl yTeuku uHdopmanuu no kanany [IDMUH.

BozuuknoBenue VYBII/IH B paccmarpuBaembix WCIIJIH 1o TexHHMYECKMM KaHajam
XapaKTepU3yeTcsl TEMU K€ YCIIOBUSAMU U (aKTOpaMu, 4To u Juist npeabiaymux Tunos UCITJIH.

VYrpo3et HCJI cBsizanbl ¢ aelicTBusMM Hapymutened, umeromux goctyn k WCIIH,
BKitovas nosb3oBateneid UCII/IH, peanusyromux yrpo3sl HenocpeactBeHHo B UCIT/IH.

[Ipu 3TOM MOTYT OBITH yrpO3bl, aHAJIOTUYHBIE TEM, KOTOPbIE UMEIOT MECTO B OTIECIILHOM
APM, He NOJKITIOYEHHOM K CeTAM OOIIEro Nojab30BaHUs, a TAKXKE YIpO3bl, pealu3yeMble BHYTpU
pacipenesieHHON CeTH C MCIOIb30BaHUEM IPOTOKOJIOB MEXCETEBOIO B3aMMOAECHCTBUS, B TOM
quCIIe:

yrpo3bl "AHaln3a CeTeBOTO Tpaguka'" ¢ mepexBaToM mepeaaBaeMoil o ceTu nHpopMaluu;

yrpo3bl CKAaHUPOBAHMWS, HAINpPABICHHbIE Ha BBISBIEHHE OTKPBITBIX IMOPTOB M CIIYXO,
OTKPBITBIX CO€AMHEHUH U JIp.;

yIpO3bl BHEAPEHHSI JIOKHOTO 0OBEKTA CETH;

yYIpo3bl HaBSI3BIBAHUS JIO)KHOTO MapIIpyTa IYTEM HECAHKIIMOHUPOBAHHOTO W3MEHEHUs
MapLIpYTHO-aPECHBIX JAHHBIX;

YTpO3bl BBISIBICHUSI TApOJIei;

yrpo3sl THna "OTka3 B 00cnyKuBaHuu'",;

YTPpO3bl YAAJCHHOTO 3aIlyCKa MPHUII0KEHU;

yrpo3bl BHEAPEHUS IO CETU BPEIOHOCHBIX IIPOrPaMM.

6.6. Tunosast MoJieNIb Yrpo3 6€301aCHOCTH
MEPCOHAIBbHBIX JJaHHBIX, 00pabaThIBAEMBbIX B paclpe/leIeHHbBIX
UH(POPMALIMOHHBIX CHCTEMAaX MEPCOHAIBHBIX TAHHBIX, HMEIOILINX
MOJIKJIFOUEHUE K CETSIM CBSI3U OOIIETO MOJIb30BaHUS U (MIIN) CETAM
MEXyHAapOAHOTO MH(OPMAIIHOHHOTO OOMEHa

ITpu o6padotke I1/1n B pacnpenenennbix UCITIH, MMEIOMUX MOIKIIOUEHHE K CETSIM CBA3H
00111ero Moab30BaHMs U (MJIM) CETIM MEXIyHApOJAHOTO MH(POPMAIIMOHHOTO 0OMEHa, BO3MOXKHA
peanusanus cienyromux Y bI1/H:

yrpo3bl YTEUKH MHPOPMALIUH 110 TEXHUYECKUM KaHallaMm;

yrpo3sl HC/I k I1/TH, oO6pabaTsiBaeMbIM Ha aBTOMAaTH3UPOBAaHHOM pabovyeM MecTe.

VYTpo3bl yTeuku HHPOPMALUH 110 TEXHUYECKUM KaHalaM BKIIIOYAIOT B ceOsi:

yrpo3bl YyTEUKU aKyCTHUECKOH (pedueBoii) HHPpOpMAII;



yrpo3bl YyTEUKH BUOBOW WH(OPMAIINK;

yIpo3bl yTeuku uHpopmanuu no kavary [IDMIUH.

Boznuknosenue VYbBII/In B paccmarpuBaembix HWCIIJIlH 1o TexHHMYECKMM KaHajam
XapaKTepU3yeTcsi TEMU K€ YCIIOBUSAMU U (aKkTopaMu, 4To U Juist npeapiaymux tunos UCITIH.

VYrpo3set HCJI cBsizanbl ¢ aelictBusMM Hapymutened, umeromux apoctyn k WCIIH,
BKJTI04as nonb3oBareneit UCI/H, peann3ytomux yrpossl HenocpeacrseHHo B UCII/IH, a Takxke
Hapymurenei, He umeromux gocryna k MCII/IH, peanu3yromux yrpos3sl U3 BHEIIHUX CETEH
CBSI31 OOIIIET0 MOIK30BaHUs U (MJIH) CETeH MEKIyHApOAHOTO HH(GOPMAIIMOHHOTO OOMEHa.

VYrpo3elr HC/I, cBsa3aHHble ¢ AeiicTBUSAMHU Hapymmrtened, umeroumx aoctyn k MCII/H,
AQHAJOTUYHBl TEM, KOTOphle HMEKT Mecto B pacnpeaeneHHbix HWCII[H, HEe wumeromen
MOJKIIIOUEHUST K CeTsM oOmiero mosb3oBanus. Kpome toro, B takoii MCII[H umeroT mecto
YIpO3bl, pEaTUu3yeMbI€ C HCIOIb30BAHMEM IIPOTOKOJIOB MEXKCETEBOIO B3aUMOJCHUCTBUS U3
BHEIIIHUX CETEH, B TOM YHCIIC:

yrpo3sl "AHanmu3a cereBoro Ttpaduka" c mepexBarom mnepeaaBaemort u3z UCII[n u
npunumaemoii B UCI1/lH n3 BHEmHUX ceTeld HHPOpMaIuy;

yIrpo3bl CKaHUPOBAHMS, HANPABICHHBIE HA BBISBICHUE TUIA WA THUIIOB HCIOJIb3YEMBIX
OTICPAITMOHHBIX CHUCTEM, CETeBBIX anpecoB paboumx cranmmii MCIIJIH, Tomonormm cerw,
OTKPBITBIX TIOPTOB U CITY>KO, OTKPBITHIX COCTMHEHUH U Ip.;

yIrpo3bl BHEAPEeHUS JT0KHOTO 00bekTa kak B MCII/IH, Tak ¥ BO BHEITHUX CETSIX;

yrpO3bl OJIMEHBI TOBEPEHHOTO O0BEKTA,

yYIpo3bl HaBS3bIBAHUS JIOKHOTO MapIlIpyTa IYyTEM HECAHKIMOHUPOBAHHOTO W3MEHEHUs
MapIIpyTHO-aIPECHBIX JaHHBIX KAK BHYTPU CE€TH, TAK U BO BHEILIHUX CETSX;

YTpO3bl BBISIBICHUSI TAPOJIEH;

yrpo3sl Tuna "Otka3 B 00cay)KuBaHuu'";

YTPO3bl YAAJEHHOTO 3aIlyCKa MPUII0KEHU;

yIpO3bl BHEAPEHUS IO CETU BPEIOHOCHBIX IIPOrPaMM.



